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Outline Detalls

Module Leader: Prof Bill Buchanan

Module number: CSN09105

Email: w.buchanan@napier.ac.uk

Telephone: X2759

MSN Messenger:  w_j_buchanan@hotmail.com

Web page: http://buchananweb.co.uk/ securitybook .html
Web page: http://buchananweb.co.uk/ sfc.html
Version : Semester 12009/2020

Associated Software

1. NetworkSims.com
http://www.dcs.napier.ac.uk/~bill/downloads/napier.zip

2. WinPcap
See WebCT

3. Snort (Windows)
See WebCT

4. Visual Studio
Please register onto the MSDN AA, and download Visual Studio 2008

Module Specification 9


mailto:w_j_buchanan@hotmail.com

Module Definition

Module Number: CSNO09105

Name: Security and Forensic Computing
Lectures: 24 hours

Practical: 24 hours

Student Centered Learning: 152hours

Outline

Security is a major concern in technological developments and in business develq-
ment, and in this module you will be provided with a deep understandi ng of
fundamental areas of searity. It is thus an area which is relevant to all computing -
related students, no matter their future intentions, background, or programme.
Overall it covers the key fundamental areas that should provide the future found a-
tion of the Internet and Computing Industry including: encryption; authentication;
integrity checking; intrusion detection systems (IDSs); secure protocols; infrastru c-
ture security; and application security. Along with this, the module provides an
introduction to forensic computing, which involves the use of digital data in ev i-
dence gathering.

Module content

The aim of the module is to provide a foundation in a range of key principles related
to security and to provide an introduction to forensic computing. Its coverage will
include:

1 Security Fundamentals. Fundamentals, Threats, Topologies, Secure Infrastrie-
tures, Packet captureffiltering, Mobile Security, and Cracking technigues.

1 Encryption. Coding methods, Public -key/private techniques, RSA, DES, 3DES,
AES, Key exchange methods, Security level coverage, Key entropy, and disk &-
cryption.

1 Authentication methods. Message hash (MD5, SHA), Digital signatures, Digital
certificates, MAC methods, and Biometrics.

9 Intrusion Detection System (IDS). Techniques, Snort, IDS Rules, Distrib-
uted/Agent -based, and Signature detection.

T Secure protocols. SSL, HTTPS, TP, SSH, IPSec, and so on.

T Infrastructure Security. Architectures, IPSec, network elements, security ele-
ments, fundamentals.

1 Professional Security Certification. This includes studies towards the CCSP %-
curing Networks with PIX and ASA [642 -523- SNPA] from both an academic and
practical point-of-view, including PIX Configuration; Access -lists; Fixup;
Failover/Services; IPSec; VPN; Encryption/ authentication; Logging; Policies; and
NAT.

1 Forensic Computing. Processes, Legal Aspects, Ethical issues, and CPAR process.

Assessment:
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On completion of this module, students will be able to:

LO1: Develop an in-depth knowledge of key security principles and methods at
diffe rent layers of abstraction from network security up to application sec u-
rity, and in forensic computing.

LO2: Understand the academic principles and practical skills required to follow
the CCSP SNPA certification.

LO3: Design, implement and evaluate secure systems which fit within a given set
of requirements.

Indicative References and Reading List

T1: Buchanan WJ, Security and Network Forensics, Auerbach Publishers Inc.,
2008, ISBN 084933568X.

T2: Lammle T et al., CCSP Complete, John Wiley and Sons Ltd, ISBN:
0782144225.

T3: Teaching Pack for module, and e-Book for NetworkSims (CCSP PIX).

Learning & teaching methods including their alignment to LOs

1 The lecture material will present the fundamentals areas of the module and of the
CCSP certification, along with practical demonstrations, and will be assessed
through an MCQ test [LO1 and LOZ2]. A range of multimedia applications has
also been developed to show complex methods.

1 The coursework will involve the design, implementation and outline eval uation
of a security system for a give set of requirements [LO3].

1 Students can download the simulator software (NetworkSims) at the start of the
module, along with an e -Book, teaching pack, CCSP challenges, and so on. Full
on-line support is integrated in the simulator. The package also contains tests,
stimulating challenges, demonstration movies, and automated updates.

1 The module uses a range of networking challenges where students study using
the NetworkSims package, which produces a novel challenge eachtime the pro-
gram is run.

T On-line support is given through MSN Messenger and email.

1 The NetworkSims package contains a completely managed learning environ-
ment, where the students can track their performance.

Embedding of employability/ PDP/ scholarship ski  lls

The module uses industry-standard: methods (such as RSA, DES, MD5, and so on);
protocols (SSL, HTTPS, and so on); equipment; and software, while covering the key
principles of encryption, authentication and intrusion detection systems. Along with
this the academic and practical skills for the CCSP will considerably enhance future
employment, as many industries require both an academic foundation with key pra c-
tical skills.

Assessment (formative and summative)

There will be two methods of assessment:

Module Specification 11



1 Coursework [50%]. This relates to a coursework on the design, implementation
and outline evaluation of a prototype of a secure system, based on a range of e-
quir ements.

1 MCQ knowledge -based test [50%]: This involves two MCQ tests which relates to
the fundamental material covered by the focus of the Cisco certification, and the
academic material. The results of the tests will be normalised and graded, and
fed-back to students to indicate their performance.

Research/ teaching linkages

The main research group involved in this area has an excellent foundation in re-
search related to security and digital forensics (Centre for Distributed Computing
and Security). It has several researchers working in this area, including on the per-
formance evaluation of security devic es, enhanced digital forensic frameworks, and
in e-Crime. There are also links with the different domains such as with the NHS, the
Scottish Police, the FSA, and other industrial partners. The module also uses a state
of-the-art teaching framework, which h as been published in educational journals and
conferences (Buchanan, 2006).

Ref:
Buchanan WJ, Correlation between academic and skillsbased tests in computer nd-
works, British Journal of Educational Technology, -. doi: 10.1111/j.1467

8535.2005.00476.x, M@7, No 1, 2006, pp 6978

Supporting equality and diversity

The technology can be used by any student, and there are no barriers to equality or
diversity. The material will be available in a wide range of formats, including a
printed version, and an electronic version. All the lectures will be available on -line,
and a narrative of the material covered in the lecture. Email and MSN Messenger
support is also available to allow remote working. Student can work at their own
pace through the NetworkSims package, and gain formative feedback on their per-
formance.

Internationalisation

The module uses equipment, techniques, technologies, and methodologies that are
standard across the World. Along with this Cisco equipment and certification, and
the Microsoft .NET Framework, are used in virtually every region and every country
in the World, and thus has excellent internationalisation. Security is also a major is-
sue around the World, and students should be able to understand how a secure
system can span across largeareas, and over different countries and continents.
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Week | Date Academic Assessment Lab/Tutorial
2 13/09/11 | 1: Security Fundamentals Lab 1: Packet Capture
Lab 2: Packet Capture (Filter)
3 20/09/11 | 2: IDS Lab 3: Packet Capture (IDS)
Lab 4: Packet Capure (IDS ¢ ARP)
4 27/09/11 | 3: Encryption Lab 5: IDS Snort 1
5 4/10/11 | 4: Authentication (Part 1) Lab 6: IDS Snort 2
6 11/10/11 | 4: Authentication (Part 2) Lab 7: Private-key Encryption
7 18/10/11 MCQ Test Lab 8: Public-key Encryption
8 25/10/11 | 5: Software Sedarity Lab 9: Log/Process/Hashing
9 V11/11 | 6: Network Security Lab 10: TCP Forensics
Lab 11: Binary Analysis/Sig Detetction
10 8/11/11 | 7: Forensic Compuing Lab 12: Signature Analysis
Lab 13: Rolebased Security
11 15/11/11 | Professional Certification
12 22/11/11 | Professional Certification
13 29/11/11 MCQ Test/ C/W hand-in (IDS)
14 6/12/11 Symposium for Security and Cybercrime
15 13/12/11

Security and Forensic Computiag



Draft Teaching Schedule

The following defines the schedule for lectures.

Week Date Academic

2 13/09/11 1: Security Fundamentals
3 20/09/11 2:IDS

4 27/09/11 3: Encryption

5 4/10/11 4: Authentication (Part 1)
6 11/10/11 4: Authentication (Part 2)
7 18/10/11

8 25/10/11 5: Software Searity

9 1/11/11 6: Network Security

10 8/11/11 7: Forensic Computing
11 151111 Professional Certification
12 22/11/11 Professional Certification
13 29/11/11

14 6/12/11

15 131211

14 W.Buchanan




Draft Lab Schedule

You should get your lab tutor to sign the lab when you have completed it .

Week Date Lab
2 13/09/11 Lab 1: Packet Capture
Lab 2: Packet Capture (Filter)
3 20/09/11 Lab 3: Packet Capture (IDS)
Lab 4: Packet Capture (IDSt ARP)
4 27/09/11 Lab 5: IDS Snort 1
5 4/10/11 Lab 6: IDS Snort 2
6 11/10/11 Lab 7: Private-key Encryption
7 18/10/11 Lab 8: Public-key Encryption
8 25/10/11 Lab 9: Log/Process/Hashing
9 vivi11 Lab 10: TCP Forensics
Lab 11: Binary Analysis/Sig Detetction
10 8/11/11 Lab 12: Signature Analysis
Lab 13: Rolebased Security
11 1511/11 Lab 1: Packet Capture
Lab 2: Packet Capture (Filter)
12 221111 Lab 3: Packet Capture (IDS)
Lab 4: Packet Capture (IDSt ARP)
13 29/11/11
14 6/12/11
15 1312111

Security and Forensic Computia§



NetworkSims.com Schedule

The download is available from:

http://networksims.com/downloads/napier.zip

Each week you should complete a range of emulator challenges:

Week Date Lab

2 13/09/11 CCNA Challenge A1-A10

3 20/09/11 CCNA Challenge A11-A20

4 27/09/11 PIX_SNPA Challenge 11-10

5 4/10/11 PIX_SNPA Challenge 111-30

6 11/10/11 PIX_SNPA Challenge 13150

7 18/10/11 PIX_SNPA Challenge 15170

8 25/10/11 PIX_SNPA Challenge 171-96

9 1/11/11 ASA_NewPIX Challenge J1-20
10 8/11/11 ASA_NewPIX Challe nge J1140
11 151111 ASA_NewPIX Challenge J41-60
12 22/11/11

13 2911/11

14 6/12/11

15 13/12/11

If you have time, complete CCNA Security and CCSP SNRS.
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Assessment Specification (Draft)

Title: Automated Threat Detection
Details

Module name: SFC

Module number: CSNO09105

Session: Semester 12011/2012
Weighting: 50%

Submission: TBC

Coursework Assignment

Title: Enhanced Agent-based Intrusion Detection System

Outline Requirements

There is an increasing demand in systems to be more proactive in terms of security,
and to try and detect malicious activities. The aim of this coursework is to create an
agent-based system which detects various types of activities and to generate useful
alerts which can be used to detect possible policy violations. Overall the main activ i-
ties to detect include:

An incoming connection to the host on port 8080.

An incoming ping.

An incoming port sweep.

A policy violation of MSN Messenger file transfer and an MSN Connection.
BBC content streaming.

Botnet activity (a sample Botnet agent will be given).

o0k wNRE

The aim is for you to create a prototype of a system which outlines how the system
could work. For this you should implement an agent -based system, either using:
your own agent (using Winpcap and .NET or Java); a stand-alone version of Snort; or
using a graphical management system which interfaces to Snort (a mixture of Snort,
Winpcap and .NET). Overall the alerts should be useful, and, possibly, stored in a
secure manner.

Note: Please do not use any hacking tools, but try and simulate their effect for the
evaluation.

Marking schedule

The coursework should be submitted via Web -CT, in a PDF format, if possible. It will
be marked as follows:

Security and Forensic Computiag



- Requirements Analysis [20%]. This shauld show the analysis related to the main
requirements, and an outline of the proposed system, with the main design fe a-
tures.

- Outline implementation  [20%)]. This should define an outline implementation of
the system which demonstrates the key implementation elements of the proposed
system.

- Test [25%]. This should outline the results of any tests that you have made.

- Conclusions [15%)]. This should reflect the methods you have used in the report,
and to assess their strengths and weaknesses, and any observatiomithat you have
gained.

- References/Presentation [20%]. All references must be defined in an
APA/Harvard format, and should be integrated in the report.

The report should use the APA/Harvard format for all of the references, and, if po s-
sible, should include EVERY reference to material sourced from other places. Also,
the report should be up to 12 pages long (where appendices do not count in the page
count number).

18 W.Buchanan



SFC Test Specification (Test 1)

Details

Module name: Security and Forensic Computing
Module number: CSN09105

Session: Semesterl, 2010/2011
Weighting: 25% Assessment: Week 7

See:http://buchananweb.co.uk/honstest01.html for the most up-to-date version.

Outline Requirements

The on-line tests will account for 25% of the module, and will be based mainly on the
academic content of the course. The questions are taken as a multiplechoice exam
with five answers. It is a closed book test, and normal examination condition s apply.
Students also receive the questions in a random order. A correct answer scores +1, an
incorrect answer scorest0.2, and a nonanswer gets a score of zero. The score will
normalised and converted to an indicative grade.

Unit 1 -4/Labs 1-7

Sample test: http://buchananweb.co.uk/sfc_test.html

Understands the operation of a shifted -alphabet/code shifting encryption.
Understands the range of asymmetric encryption algorithms.

Understands the operation of Vigenere encryption algorithms.

Understands how many encryption keys map to the number of bits in the key.
Calculates the time to crack a code using brute force, and given specifications.
Calculates the time to crack a code using brute force, with increasing computing power.
Understands the difference between stream and block encryption.
Understands the decryption process in public -key encryption.

Understands the usage of private keys in authentication.

Understands how the recipient authenticates the sender.

Understands the main parameters of a digital certificate.

Understands the applications which are signed by certificates.

Understands the operation of the MD5 signature.

Understands the hash conversion to Base64.

Understands key entropy.

Calculates the exchange parameters for the Diffie Hellman method.
Understands the operation of Diffie -Hellman.

Understands the concept of port scanning.

Understands the concept of host scanning.

Understands Snort rules for destination ports.

Understands Snort rules for source ports.

Understands the direction of TCP ports.

Understands how an agent-based system can detect threats.

Understands the usage of client TCP ports.

Understands the significance of the three-way handshake for a client-server connection.

=4 =4 -4 -4 48 8 _a -2 _a -9 _2 _9 -2 -9 -9 -2 -9 -2 _92 -2 _92 -9 -2 -9 -°
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1 Understand the usage of the three-way handshake for detection of events.
1 Understand the usage of TCP flags.
1 Understands Labs 1-7.

SFC Test Specification (Test 2)

Details

Module name: Security and Forensic Computing
Module number: CSN09105

Session: Semester 1, 2009/2010
Weighting: 25% Assessment. Week 14

See:http://buchananweb.co.uk/honstest02.html for the most up -to-date version.

Outline Requirements

The on-line tests will account for 25% of the module, and will be based mainly on the
academic content of the course. The questions are taken as a multiplechoice exam
with five answers. It is a closed book test, and normal examination conditions apply.
Students also receive the questions in a random order. A correct answer scores +1, an
incorrect answer scores $0.2, and a nonanswer gets a score of zero. The score will
normalised and converted to an indicative grade.

Unit 5-7/Labs 8-onwards
1. Understands the trends from port -based security with thick clients to Web -based thin-
clients.
Defines bestpractice for software security (see Software lecture).
Understands the usage of the Global Assembly Cache in .NET.
Understands security settings for ASP.NET Web (Web.Config).
Understands how Cardspace is used within an IP/RP infrastructure (Section 4.8).
Outlines the usage of role-based security in .NET.
Defines the usage of the strong name used for in .NET assemblies.
Understand the problems caused by "DLL Hell", and how it can be overcome with
.NET.
9. Understands the methods used to obfuscate a .NET assembly.
10. Outlines the usage of proxies, such as for the trace left from external access.
11. Outlines the usage of NAT/PAT.
12. Provides a deep understanding of a Kerberos system (Section 4.8).
13. Defines Phase 1 and 2 in IKE.
14. Defines the creation of an ACL to block/allow access.
15. Defines the usage of timing and storage covert channels.
16. Understands the operation of DNS, and how it can be used for covert channels and
how it might be used to attack external systems.
17. Understands covert channel hidding in IP/TCP packets.
18. Understands binary to text conversion format (Base-64/Hex).
19. Performs an analysis of a network trace for forensic purposes.

©ONo AN
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20.
21.
22.
23.

24,
25.
26.
27.
28.

Understands multi -factor authentication.

Creates a Winpcap filter to capture certain types of data.

Defines the usage and the operation of the OTP (OneTime Password) - Section 7.6.

Understands the CLI setup for an IP address, security level and name on a PIX inter-
face for PIX 6.0 and PI1X 7.0.

Understands the CLI setup of NAT and PAT on a PIX.

Understands how to view the ASDM setup of NAT and PAT on a PIX .

Understands the CLI setup of static routes on a PIX.

Understands the setup of IPSec on a PIX.

Defines the operation and tests used for PIX failover.

Security and Forensic Computi@d



My study guide (Test 2)

This is an outline study guide for Test 2 (and may change, so please check back)The test accounts for 25% of the module. It is a closed book
test, and normal examination conditions apply. A correct answer scores +1, an incorrectanswer scorest 0.1, and a non-answer gets a score of
zero. The score will be normalised and converted into an indicative grade (A+, A, A-, and so on).

Software Security (Approx questions = 8)

Area Notes

Understands the usage of the Global Assembly Cache in .NET.

Understands security settings for ASP.NET Web (Web.Config).

Defines the usage of the stron g name used for in .NET assemblies.

Understand the problems caused by "DLL Hell", and how it can be
overcome with .NET.

Understands the trends from port -based security with thick clients
to Web-based thin -clients.

Understands the methods used to ob fuscate a .NET assembly.

Understands how Cardspace is used within an IP/RP infrastructure.

Provides a deep understanding of a Kerberos system (Section 4.8).

Defines best -practice for software security (see Software lecture).

Outlines the usa ge of role-based security in .NET.
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Network Security (Approx questions = 6)

Area Notes
Outlines the usage of NAT/PAT. This includes the advantages of

using NAT/PAT

Outlines the usage of proxies, such as for the trace left from external

access

Defi nes the basic objectives for Phase 1 and 2 in IKE, and the set-

tings that are defined in each phase.

Defines the creation of an ACL to block/allow access.

Forensic Computing (Approx. Questions=12)

Area Notes

Understands multi -factor authentication (Se ction 7.5).

Defines the usage of timing and storage covert channels.

Understands covert channel hiding in IP/TCP packets.

Understands binary to text conversion format (Base -64/Hex).

Understands how data can be hidden in images.

Defines the usage and the operation of the OTP (One -Time Pass-
word) (Section 7.6)

Performs an analysis of a netwo rk trace for forensic purposes (see
Forensic Computing Lecture 2)

Creates a Winpcap filter to capture certain types of data. (see Foren-
sic Computin g Lecture 2)

Security and Forensic Computi@g



Understands the operation of DNS, and how it can be used for co v-
ert channels and how it might be used to attack external systems.

CCSP (Approximate Questions = 9)

Area Notes

Understands the CLI setup for an IP address, security level an d
name on a PIX interface for PIX 7.x.

Defines the operation and tests used for PIX failover.

Understands the CLI setup of static routes on a PIX.

Understands the defaults flows between domains for a stateful
firewall (inside/outside/DMZ).

Understands the CLI setup of NAT and PAT on a PIX.

Understands how to view the ASDM setup of NAT and PAT on a
PIX.

Notes:
1 26 academic questions, and 9 PIX/ASA questions.
1 Questions in total = 35.

24 W.Buchanan




1 Introduction

4 http://buchananweb.co.uk/security00.aspx, Selectintroduction to S ecurity .

1.1 The Industrial and the Information Age

In a matter of a few decades the World has changed from an industrial age into an
information age. It is one which, unli ke earlier ages, encapsulates wvitually the whole
World. It is also one which allows the new industries to be based in any location
without requiring any natural resources , or to be in any actual physical locations.
Typically all that is required is a reli able network connection (Figure 1.1).

Our world is changing by the day, as traditional forms of business are being r e-
placed, in many cases, by more reliable and faster way of operating. Our postal
system, while still used for many useful applications, h as been largely replaced by
electronic mail. With voting , the slow and cumbersome task of marking voting p a-
pers with the preferred candidate , is now being replaced by electronic voting. The
traditional systems, though, have been around for hundreds if not thousands of
years, and typically use well tried -and-tested mechanisns. For the most part, for ex-
ample, we trust a paper-based voting system, even though it is well known that a
count of the votes within an election will often produce different results ead time
that the vote is counted, and then recounted. An electronic method will , on the other
hand, most likely have a success rate of 100%.

it
Information Age w
<

Postal system i

S Email
Paper voting > E—volting
Telephone > Voice-over-IP

Physical shopping

Authentication
(Device,

User, Servers, (Encryption)

Connections, etc)

&L 88 3
413

S5

Confidentiality Assurance
(Integrity)

¢
®©

Figure 1.1 From an industrial age to an information age
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As for paper-based voting, most countries just require a simple form of authentic a-
tion, such as a printed piece of paper which contains the name and address of the
person, which could, of course, be simply printed by a n ink jet printer. The electronic
form, with, at a minimum, a unique user ID and personal password is more verif i-
able than this, but still many people think that the paper-based method is more
secure. At the core of this misunderstanding is that the existing system of using the
Internet is flawed, in that its applications, protocols and communications are open to
abuse, thus the future of the Internet, and the applications that it supports , require
much more assurance in every part of the communications and also some measure
that the data is secure in as many ways as possible. One flaw inthis process can often
bring the whole system into question. This book aims to present an outline of the
protocols and systems used, and will hopefully allow the reader to assess these and
to evaluate their operation and, above all, their validity. The two parts focus on sea-
rity in the different aspects of security from its implementation in host and network
device to software integration, and on the way that the data can then be used to in-
vestigate incidents using forensic computing methods.

1.2 CIA and AAA

A major problem in security is that systems tend to be created in a layered approach,
such as fa: the applications and services; the application/network protoco Is; and the
network infrastructure. Unfortuna tely the interconnect of these tends to be one of the
weakest points in the systems, in terms of security. Figure 1.2 outlines this, along
with two important concepts in security which are: CIA (Confidentia lity, Integrity
and Assurance);, and AAA (Authentic ation, Authorization and Accounting). With
confidentially the entity, whether it be for information or a device, should only be
viewed by an authorized entities (such as apriviledged user). For integrity it is im-
portant that systems do not corrupt any of the data, and must guard against
unauthorised, malicious or accidental data changes. Thus integrity requires that all
actions must be authorized, and that each entity has a unique security policy, or one
which is inherited from other entities. It may also have some form of error detec-
tion/correction to prove the integrity of the data ¢ and thus provide assurance

As the requirement for highly available systems increase, there is a need for
availability where the entities within the system must be available in a usable form,
and must give the required qualit y of service, within li mits such as responsiveness,
usability, and so on.

A worrying trend in network sy stems is for devices or users to bespoofedsuch as
where an intruder stealsa valid user ID and password, and uses it as a foothold into a
system. Another problem can occur where access to a newvork is based on the physi-
cal network address of a host. This, infortunately, can also be easily spoofed. Thus a
key element of enhanced security is authentic ation, which can be based on many
things, such as a user ID and password; a digital certificate ; a process ID; or the
physical address of the network adapter. Once the identity has been verified, the ac-
cess to néworked services must be authorized , of which there can be alsobe some
form of accounting . AAA is a model used for network security, where many network
access devices, such as wirelessaaess points,canimplement some form of AAA.
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Figure 1.2 CIA and AAA

1.3 Protecting against intruders

There is generally a perception that systems must be protected against individuals
who aim to do damage to them, but this is not often the case as this type of intr usion
can be easily overcome. The major probem often comes from concerted attacks from
teams of individuals , often with large budgets. As Figure 1.3 illustrates, it becomes
more difficult to cope with an i ntrusion as the budget increases. The various levels
are:

T Home user. At the lowest level, the user at home will typically have a limited
budget for their activities for both hardware and software, and will often have
very little opportunity to actually physically intrude into the network.

91 Data miner/hijacker . Data mining is becoming an important source of informa-
tion for a wide range of interested parties, asthey may wish to gain information
on users and groups of individuals. For this a professional data miner may have a
reasonably large budget in which to steal data, and spy on individuals. The in-
creasing use of malware and spyware shows how dangerous this type of activity
is becoming, where small programs are installed on host machines, which can
then steal data, or determine the Web pages that a useris most likely is to go to,
and can actually even change the results given from a Web search. Organisations
are also under attack from this type of activity where external intruders can gain
information from inside a network.

9 Industrial espionage . This type of intrusion can obviously have a rel ativ ely large
budget, as data gained from other organisations can save a great deal of time in
data gathering, and also in research and development. For example a commercial
company may be able to gain a competitive advantage, if it stealsthe designs of a
new product from another company, or, in some way, manages to corrupt the d e-
sign files of arival company.
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1 Government activities . Governments have key security issues, such as protecting
themselves against attacks from both internal and external interests. They must,
thus, have a surveillance plan which gleams data from various places in order to
keep up their defence activities. Included in this would be covert investigations
by the police.

1 Large-scale military . The largest budget is typically achieved with military o p-
erations, which are likely to have vast budgets to gain data from users and
organisations. Unfortunately, from an organisational point -of-view, it is ex-
tremely diff icult to guard against this type of intrusion, but organisations must be
aware of the possibilities.

Increasing difficulty to defend
against Large-scale military/

Homeland security

Government activities

Budget: $100million&

Budget: $10milliond Industrial espionage
Budget: $100,000's Professional Data Mining
Budget: $1000's Home User

Figure 1.3 Possible budgets for intrusion

1.4 Users, systems and data

Information security is becoming one of the most important aspects for many organi-
sations. This is due to many reasons, from fulfilling their social and moral duties, to
preserving their ideas and int ellectual property. In general, organisations must pr o-
tect against from external intruders, and also from internal ones. A major problem is
that many of the defence mechanisms are setup to guard against external attacks, but
it has been shown that many attacks originate from inside a network.

A defence system must protect (Figure 1.4):

1 Users. Organisations have a legaland moral responsibility to protect their e m-
ployees from abuse, either from inside the organisation, or from external sources.
Examples df this might include protecting users from objectionable content, and
from spam emails.

1 Systems. A key element of any defence strategy is to protect systems from both
internal and external attacks. This includes the actual physical protection of the
devices and also their configuration, along with their software and hardware
components. Any weaknesses can be costly in terms of time and money to fix a
system which has been breached.

1 Data. The protection of data is important for many reasons, as a loss or chage of
data can be expensiveto any organisation. A key element of any data is to safe-
guard its confidentially, its integrity and to have some assurance that it has not
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been tampered with. This leads to the CIA (Confidentially, Integrity and Assu r-
ance) principle which are the guiding principles for data security.

There are a whole host of threats that organisations face, including its users, its sys-
tems and its data. In order to simplify the protection of the overall system, it is
typical that an organizational network has a single gateway, which provides the
main flow of traffic into and out of the network. This is, thus, the main bastion and
allows for traffic flow to be monitored and for a quick reconfiguration in the face of
an external attack. Figure 1.4 shows an illustration of the gateway which runs a fir e-
wall to block unwanted traffic from outside the trusted system. Examples of the
threats include data stealing, worms and viruses, denial-of-service, and so on. On the
trusted side, the organization wants to provide corporate access to external systems,
as well as providing the required services to its users, such as email and Web access.
Threats from outside are obviously a major problem, and firewalls close to gateways
are used to reduce the threat.These firewalls filter the network packets by examining
their contents, and deciding whether to drop them, or not. Unfortunately firewalls
can often be easily breach, such by an gternal intruder, or by a virus, which arrives
in another application progra m, such as in an email attachment. The major problem
is thus to protect the trusted system from the inside, as illustrated in Figure 1.5.
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Figure 1.4 Internal and external threats
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CSI (Computer Security Institute) found:
1 70% of organisation had breaches
9 60% of all breaches came from inside their
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Figure 1.5 Internal and external threats

1.5 Services, role-based security and cloud
computing

The Internet and networks have evolved where organisations typically designed,
created and maintained their own cu stomized networks which provided a number of
services to therr users. These services include electronic mail, Webservers, remote
access, and so on. The cost of this for many organisations is becoming difficult, and
there is generally a growth in external organisations providing these services, for
which the organisation can subscribe to. This often reduces the exposure of the o
ganisation to certain risks, and thus they do not require localized expertise to gain
access to certain services. This concept of subscribing to external services is known as
cloud computing (Figure 1.6), where services are povided from an external provider
p?bDUl DPOwWOT 1T WEOOUE» K

The need for robust authentication will thus become more important, especially
as this can be linked to roles within an organisation. For example, an organisation
might have an external authentication provider to authenticate a user, and this au-
thentication will then be linked to the rights they have to run certain applications on
the network. For example, a medical doctor might authenticate the mselves against a
national database of medical practicioners, and then receive the rights based on their
role and identity to access a medical database, and also access to the patients for
which they are currently associated with. This provides us with the concept of role-
based security, where the rights that users have is based on their role within an or-
ganisation, or on external roles. These internal roles will be well-known within the
organisation, such as for surgeons, nurses, GPs, patients, and so on, within a health
care environment, and external roles would be defined between the interfaces be-
tween different domains. Figure 1.7 outlines two domains (health care and
education), and shows that roles can be identified within each of the domains, and
then the rights assigned based on this. A role-based approach is often well under-
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stood within organisations. It also makes it easy to add users to and delete from cer-
tain roles. One approach that organisations can take is to use a leasprivilidge
concept for their roles, where the role get a minimum set of priviligees for their role.
This is often highly secure, but users often feel that they are too constrained in what
they can do on the system. For example in a health care environment, a GP might

need emergency access to a patedz Uw Ul EOQUEUOwWOT whkT PET wUT T awEU
These can often, though, be dealt with on an exception basis, where in certain cond-
tions it becomes allowable for users to override their privileges, but that these
expections are logged, along with the reasons for them to be overruled.
Another balance is between complex security solutions against simple ones,
where complex ones are often difficult to manage, especially in the face of a threat,
whereas simple ones are often easier to modify, and to understand.
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Figure 1.6 Services in a cloud
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1.6 Security and Forensic Computing

Information security is typically viewed as the protection of inform ation from being
viewed or changed by those who do not have the rights to it. This can include the
transmission, storage and/or the processing of the information. As the se systems of-
ten involve data storage, processors, processes, memory, users, network connections,
network protocols, and so on, it is thus a difficult task to make sure that the complete
system is operating securely. Forensic computing, on the other hand, is the collection,
preservation, analysis and reporting involved in an investigation which involves
some form of electronic/computer communication and/or computer related activ ity.
Figure 1.8 outlines the relationship between security and forensic compu ting, where
a security policy is defined within the corporate infrastructure and also onto the in-
terconnected hosts. This policy might relate to the network traffic that is a llowed to
flow into and out of the network, and the rights of users/groups.

Normally, to simplify the control of an IT system within an organis ation, there is
a single entry/exit point, known as a gateway or perimet er device. The security pol-
icy is then defined within this perimeter. It may also define the data that will be
logged on networked devices, and, possibly on hosts. This might include recording
all the accesses of hosts to remote Web sites, or the recordingf the applications that
were run on certain hosts on the network. The aim of these logs might be to provide
some form of accounting of the services on the network, but could obviously be used
for some future forensics purpose.

The detection of malicious activity, or some form of activity which breaches the
operation of the system, can be achieved with event detectors, which are used to
generate event messages(which are typically known as alerts) . These eventsthough,
will typically be false alerts, an d will not be acted upon, but , at times the events will
lead to some form of forensic computing investigation, which will then involve the
collection of data for the investigation, and finally onto some form of report. It is thus
key that that the forensics activities should be thought of at an early stage, so that the
required data can be gathered. For example, a bank might define certain events
which define corporate fraud, such as detecting when a user tries to login with more
than ten times for a certain user ID, or if they pay for goods worth several thousands
of dollars, where they have only ever paid a few dollars for goods in the past. A n-
other application of event detection is in intrusion detection systems (IDSs) where
malicious activity has beendetected in the past, and a signature of this activity is de-
fined.

The requirement of forensic computing is thus many fold and might include:

1 Investigating an intrusion on a system . This might lead to a criminal prosecu-
tion, but most of the time the intru sion is investigated in order to be able to detect
it in the future, and to overcome it an early stage.

1 Investigation of a criminal acti vity. This might lead to a criminal prosecution, or
to thwart the activities in the future.

1 Investigation of a breach of security policy. This might lead to a disciplinary
procedure within an organisation.
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There are three levels of laws in most countries: Criminal; Civil and Administrative.
Criminal Law normally involves some form of criminal investigation which involves
a criminal act, and which might result in fines or impris onment, whereas Civil Law
(or Tort Law) relates addressing wrongs that have been done(and are outwith con-
tractual arrangements). This might relate to someone distributing copyrighted
material wit houO w 0T 1 WEUI E0OUZUwx1 UOPUUDOOUB wwndUw
to the enforcement of goverment regulations. An example of this is where a company
has to make sure that it switchesoff all its computers which are unused between
8pm and 5am, and a failure to do so may result in a fine.

Another important concept in the legal aspect of security and forensic computing
are the concepts of Due care and Due diligence . With due care, the organisation
must make sure that it has taken the correct steps in the ceation and implementation
of its security policy and in its risk analysis. Then due diligence relates to the actual
operation and maintance of its security system, especially for vulnerability testing.
Thus a company should take due care in analysing and designing their security po I-
icy, but not take due diligence in actually proving that it works. It can work the other
way, in that a policy might be implemented with due diligence, but the orginal cre a-
tion of the policy has not been properly analysed/design ed. It is thus important, in
terms of any future liability, that security systems are designed, analysed, impl e-
mented and maintained with both due care and due diligance.
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Figure 1.8 Information security and forensic computing
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1.7 1SO 27002

STTw(2. w AYY!l WUUEOCEEUEWUUEUUI Ewoalbd WEVw? Y OO W U (
the UK (DTI), and was published in the 1990. It recently changed from ISO/IEC 17799

to ISO/IEC 27002 andprovides a benchmark for most areas of security. Overall it de-

fines 11 main areas:

[EEN

. Business Continuity Planning.
To counteract interruptions to business activities and to critical business proc-
esses.

2. Access Control

9 Control access to information.

1 Prevent unauthorised access tomformation systems.

1 Ensure the protection of networked services.

1

1

1

E|

Prevent unauthorized computer access.

Detect unauthorised activities.

Ensure information security when using mobile computing and tele -networking
facilities.

3. System Acquisition, Development and Maintenance

1 Ensure security is built into oper ational systems.

1 Prevent loss, modification or mi suse of user data in application systems.

1 Protect the confidentiality, authe nticity and integrity of information.

1 Ensure IT projects and support activities ar e conducted in a secure manner.

1 Maintain the security of applic ation system software and data.

4. Physical and Environmental Sec urity

1 Prevent unauthorised access, damage and interference to business premises and
information.

1 Prevent loss, damage or compromise of assets and interruption to business actiu-
ties.

1 Prevent compromise or theft of information and information pro cessing facilities.

5. Compliance

1 Avoid breaches of any criminal or civil law, statutory, regulatory or contractual
obligations and of any security requirements.

1 Ensure compliance of systems with organizational security policies and stan-
dards.

1 Maximize the effectiveness of and to minimize interference to/from the system

audit process.

. Human Resource Security

Reduce risks of human error, theft, fraud or misuse of facilities.

1 Ensure that users are aware of hformation security threats and concerns, and are
equipped to support the corporate security policy in t he course of their normal
work.

1 Minimise the damage from security incidents and malfunctions and learn from

such incidents.

. Security Organisation

Manage information security within the Company.

= O

=
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1 Maintain the security of organizational information processing facilities and i n-
formation assets accessed by third parties.

1 Maintain the security of information when the responsibility for information
processing has been outsourced to another organiation.

8. Computer and Network Manag ement

1 Ensure the correct and secure @eration of information processing facilities.

1 Minimise the risk of systems failures.

1 Protect the integrity of software and information.

1 Maintain the integrity and availability of information processing and commun  i-
cation.

1 Ensure the safeguarding of information in networks and the protection of the
supporting i nfrastructure.

1 Prevent damage to assets andmterruptions to business activities.

1 Prevent loss, modification or misuse of information exchanged between organiz a-
tions.

9. Asset Classification and Control

I Maintain appropriate protection of corporate assets and to ensure that inform a-
tion assets receive an gpropriate level of protection.

10. Security Policy

1 Provide management direction and support for information sec urity.

11. Security Incident Management

1 Anticipating and responding a ppropriately to informatio n security breaches.

12. Risk Analysis

1 Understand risks involved .

1.8 Risks

Threat analysis is growing field, and involves understanding the risks to the bus i-
ness, and how likely they are to happen, and their likely cost to the business. Figure
1.9 shows a plot of cost against the likelihood, where a risk with a likely likel ihood,
and low costs, is likely to be worth defending against. Risks which are not very
likely, and which have a low cost, and also a risk which has a high cost, but is highly
likely, are less likely to be defended against. At the extreme, a high risk which has a
low likelihood and which has high costs to mitigate against is probably not worth
defending against. The probabilities of the risks can be analysed using previous ex-
perience or from standard insurance risk tables. Figure 1.10outlines an example of
this.

1.8.1 Single Loss Expectancy/Annual Loss Expectancy

One method of understanding the cost of risk, it to determine the single loss expec-
tancy, which is calculated from:

ALE =AV x ARO
Where:

ALE is the Annual Loss Expectancy
ARO is the Annualized Rate of Occurance.
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AV is the value of the particular asset.

For example if the likelihood of a denial -of-service on a WWW-based database is
once every three years, and the loss to sales is £0K, the ALE will be:

ALE = £100K x 1/3 = £33K per annum
This formula assumes that there is atotal loss for the asset, and for differing levels of
risk an EF (Exposure Factor) can be defined as the percentage of the asset damage.

The formula can then be modified to:

ALE = AV x ARO x EF
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|
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Figure 1.9 Risk analysis
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Figure 1.10 Risk analysis for various activities
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1.9 Risk management/avoidance

The major problem in risk and in defining security policies is that there is often a lack

of communication on security between business analysts and IT professionals, as

they both tend to look at risk in different ways. Woloch (2006) highlights th is with:
2&1 DwUOPOWUDPUOWOEOET 1 O1 OUwi BRxI UOUwWPOWEWUOOOOwW
and they will NOT be able to discuss risk. Each puts risk into a different co n-
Ul ROwo wEDI 11 Ul O0wY OE Eiesy ddedsds and stabdardsb OB UD OO UOu
o7

CORAS (A Framework for Risk Analysis of Security Critical Systems) is one system
which has been developed to try and understand the risks involved, and to develop
an ontology. This ontology (as illustra ted in Figure 1.11) allows everyone to speak in
the same terms. For example: A THREAT may exploit a VULNERABILITY of an
ASSET in the TARGET OF INTEREST in a certain CONTEXT, or a THREAT may
exploit a VULNERABILITY opens for a RISK which contains a LIKELIHOOD of an
UNWANTED INCIDENT . In this way, all of those in an organisation, no matter
their role, will use the same terminology in de scribing threats, risks and vulnerabil i-
ties.

Threat

Security
may exploit Policy

in accordance with

Vulnerability

reduces

Security

Requirements
opens for

) + contains (Targ et of
contains Evaluation)

influences

Likelihood Consequence

Unwanted
incident

Figure 1.11 CORAS Ontology

For risk management , it is understood that not all th reats can be mitigated against,
and they must thus be managed. Figure 1.12 shows the methodology used by
CORAS in managing risks, where a risk might be accepted if the cost to mitigate
against it is too expensive. Network sensors thus then be setup to try and detect po-
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tential threats, and deal with them as they occur. For risk avoidance , systems are
setup so that a threat does not actually occur on the network. An example of risk
management is where a company might not setup their firewalls to block a denia I-of-
service (DoS) attack, as it could be seen as this might block legitamate users/services,
and could thus install network sensors (such as for Intrusion Detection Systems) to
detect when a DoS occurs. With risk avoidance, the company might install netwo rk
devices which make it impossible for a DoS attack to occur.

Establish the context

Identify risk

- Analyse risks

Frequency Consequences

Level of risk

M3IA3J pue 101IUON

A

Evaluate risks

Communicate and Consult

Figure 1.12 CORAS risk management

1.10 Security policies

Often military analogies are used in security, and the equivalent of having i nternal
and external attacks is equivalent to fighting an external army at a defensive line,
while also being attacked from behind a defensive line. In networked systems, with
security, there is no attack, as the goal is purely to defend. Overall the key factor in
any security system is that the aims and objectives of the organization must map di-
rectly onto the implementation of the security po licy.

The security policy is often made up of multiple documents which focus on given
audiences. As an overarchingpolicy the Govering Policy defines the highest level,
and outlines the organisationz role with respect to security, and how users should
interact with the policy. It should also highlight the relavence of the policy to their
activities, especially on the needs to meet compliance obligations. This policy is
mainly aimed at a managerial (as they must inform the staff under their control) and
technical specialist (as they must actually implement the Govering Policy) level, and
should be unambiguous in its de finition of the overall strategy of the Govering Po |-
icy, such as:
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Employees will not save any music files on their file systems, including
disk drives and memory sticks, such as MP3 and WAV, or within ZIP
files, for which they do not have the correct righ ts to. This is required as
the organisation must comply with existing copyright requirements (Ref:
Copyright Law of the United States). All media of this type found will be
logged, and delete. A report will be sent to the require Head of Unit for
further action.

Below the Govering Policy are the Technical Policies , the End-User Policies and the
more details policies, such as those related to Standard, Guidelines and Pocedures.
The Technical Policies typically relate to the technical implementation of security r e-
lated to specific services, such as the technical policy relate to the usage of email. In
this case it might define the operation of the spam filters, or the adding/deletion of
spam email addresses. For the enduser policies, it is written in a way which the user
understands their obligation on accessing network resources and services. It is na-
mally written in a plain way, such as:

Users who access the network mustnot leave their computers left logged -
in when they leave their desk. They should also not pass-on their user-
name and passwords to any others, apart from when requested by a
System Administrator. Failure to comply with this will result in a report
being sent to the appropiate Departmental Manager for further investig a-
tion.

Users should only use the Web for business activities, and they should

understand that all accesses to external Web pages will be logged, and
could be used for future purposes. Users who have been found spending

more than 10% of their time on non-business activities will be reported to

the appropriate Departmental Management for further investigation.

The user should then agree to this, or not. If they do agree they will be held to this. It
is thus important that it is clear to all users of their obligations, and the resu Its of any
breaches.

There are also a whole host of documents which are more detailed and related to
various standards, guidelines and procedures. The standards documents relate to the
actual operation of systems and protocols, such as for ISO 27002 stashard. With
guidelines, as apposed to standards, there is no definitive practice, which an outline
as to best practice. For example the NIST (National Institute of Standards and Ted-
nology) published many guidelines on security such as for SP 800-124 (Guidelines on
Cell Phone and PDA Security) and SP 800115 (Technical Guide to Information Seau-
rity Testing and Assessment).

1.10.1Security policy elements

A networked system is a complex entity, composed of many elements, such as had-
ware devices, operating systems, application programs, file systems, and users. In a
highly secure system the overall system should be also be broken down into entities,
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each of which have security policies for individual users, and also for groups of u s-
ers. For example, a networked printer should have a policy which restricts access to
individual users, and also groups of users. Often in a hierarchal network the ent ities
should inherit security policies from the hie rarchy above them. For example with file
dire ctories, the subdirectories will often inherit their security policies from the level
above, unless otherwise stated. This type of approach typically simplifies the security
policy for the overall system.
Often the key elements of any security policy are to:

1 Deter. This is where the system is designed and implemented in order to initially
deter intruders from attacking the system in the first place.

1 Log. This is a key element in modern systems which require some form of log-
ging system. It is important that the data that is logged do es not breach any civil
liberties, and is in a form which can be used to enhance the future security of the
system.

1 Detect. This is where detection agents are placed within the network to detect
intrusions, and has some method of tracing the events that occurred in an intr u-
sion, so that it can be used either in a forensic computing investigation, and/or to
overcome a future intrusion. Organisations often have many reasons for detect-
ing network traffic, s uch as illustrated in Figure 1.5.

9 Protect. This is where policies are created which protect systems, wsers and data
against attack, and reducing this potential damage. A key element of this is to
protect them against accidental damage, as accidental damage is often more
prevalent than non-accidental damage.

1 React This is where a policy is defined which reacts to intrusions, and defines
ways to overcome them in the future. Often organisations do not have formal
policies for this type of activity, and often rely on adhocarrangement, where the
method of reacting to a searity breach is created after the event.

1 Recover. This is where policies are defined to overcome any system damage,
whether it is actual physical damage, the abuse of users; or the damage to data.

1 Audit/verify . It is important that the security policy allows for a uditing and for
the verification that it achieves its requirements.

Security, typically, focuses on the detection, protection and recovery from an attack,
whereas forensic computing focuses on not just the malicious activity, but also in
capturing the after -affects of an attack, as well as for nonmalicious behaviour. A key
component is that security tends to focus on the assumption of guilt within attacks,

whereas forensic computing must focus on both malicious and non-malicious data so
that a fair case can be presented for an investigation. Thus a forensics policy will
typically focus on the detection of events, and the associated procedures. The key -
cus for the forensic computing parts of this book will be on:

1 Log. This will defin e the data that is recorded, and, possibly, the rights of the data
to be viewed by certain individuals within an o rganisation.

1 Detect. This would be the activities which were to be detected for forensic inve s-
tigations.
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1 React This is where a policy is defined which reacts to malicious activities, and,
especially in a forensic computing investigation, the procedures i nvolved.

1 Audit/verify . It is important that the forensics policy allows for auditing and
verification that it achieves its requirements.

1.11 Defining the policy

A key element of security is to have a policy which is defined at the highest -level in
the organisation, and which is well -known to the employees in the organisation.
Also, if there is public access to the network, external users should also be informed
as to the security restrictions placed on the network. Figure 1.13shows a transparent
and auditable system where the policy is defined at the highest level, and includes:
the aims and objectives of the organisation; the legal moral and socialresponsibilities
of the organisation; and the technical feasibility of the policy. These are then decided
upon, and a policy is implemented by technical staff. A key feature is that this policy

should be audited in some way, and also verified that it achi eves the policy require-
ments.

Aims/objectives
of the organisation

Legal, moral and —
social responsibilities Policy <

Definition
Technicial feasability ===

1

Policy ) e
Implementation Evaluation Verification
|
\ L] \
Operating| Firewall Application Audit
System | rules rights
rights Y v

Domain Event log
rights  definition

Figure 1.13 Security policy definition, implementation and verification

There are possibly many different types of network/user activity that should be d e-
tected and which could breach the aims and objectives of the organisation, or which
breach the social, moral and legal responsibilities of the organisation. Examples of
classifications for attacks might be:

Attempted administrator privilege gain.
Attempted user privilege gain.
Denial-of-service.

ICMP event.

=a =4 -4
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Information leak.

Network scan.

Non-standard protocol.

Policy violation.

Suspicious string detection.
Suspicious login.

Trojan activity.

Unusual client-port connection.
Web application attack.

= =4 8 8 8 -8 -8 -8 9

There are many examples of network traffic/user activity that might be monitored
with an intrusion detection system (IDS). It can be seen that it is not just threats to the
network, but also activities that might be wasteful in resources, or which breach s o-
cial and moral rules. It can often be just as embarrassing for a user in an organisation
to be involved in an immoral activity, than it is to have a network intrusion. Thus
applications such as peerto-peer file sharing, such as Kazaa, should be avoided in
organisations, as they have many copyright issues. Along with this audio and video
streaming, such as from news sites, may be wasteful on bamwidth, and, if this type
of traffic was great enough, it might swamp traffic which is important for the organ -
sation.

1.12 Example risks

There are many different types of attacks, including:

‘ External misuse: ‘ ‘ Masquerading/spoofing

9 Visual spying . This is the actual 1 Impersonation . This involves the im-
xT AUPEEOwYDPI pPOT wEwWUUIT Upersonstidh 0fa WsBrldévicel O w
such as their keystrokes or mouse 1 Piggy back attacks. This involves add-
clicks. ing data onto valid data packets.

1 Misrepresentation . This involves the 1 Spoofing . This involves the spoofing
actual deception of usersand system of devices.
operators. 1 Network weaving . This involves con-

Hardware misuse: | fusing the system on the where-abouts

1 Logical scavenging . This involves of a device, or confusing the routing of
scaverging through discarded media. data.

1 Eavesdropping . This involves inter-
cepting communications. ‘ Pests

1 Interference . This involves the actual 1 Trojan horses. This involves users
interference of communications, such running programs which look valid,
as in jamming communications, or but install an illicit program which
modifying it in some way. will typically do damage to the host.

1 Physical attacks. This involves an ac- 1 Logic bombs . This involves the instal-
tual physical attack on the hardware. lation of a program which will trigger

1 Physical removal . This involves the at some time in the future based at a
actual physical removal of hardware. given time or event.
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1 Malevolent worms . This involves a Active misuse

worm program which mutates in a § Active attack . This is the entering in-
given way which will eventually r e- correct data with the intentio n to do
duce the quality -of-service of the damage to the system.
network system, such as using up f Incremental attack . This involves
CPU resources, or taking up network damaging a system using an incre-
bandwidth. mental approach.
f Viruses. This involves attaching pr o- { Denial -of-service. This involves at-
gram which self replicate themselves. tacking a host with continual requests
for services, which eventually reduces
Bypasses ‘ its performance.
1 Trap door impersonation . This in-
volves the creation of pages or login ‘ Passive misuse:
screens which look valid, but are used 1 Browsing . This issues random and/or
to gain information from a user, such selective searches for information.
as for their bank details, or login 1 Interference/aggression . This involves
password. exploiting database weaknesses using
1 Authorization attacks . This involves inferences.
trying to gain access to a higher level 1 Covert channels. This involves hidi ng
of authorization than is valid for the data in valid network traffic .

user, such as with password attacks.

1.13 Defence-in-depth

Anoth er term which borrows from military activities is defence -in-depth, which tries
to put as many lines of defence in the face of an intruder in order to slow them down.
With this i t is then easier to detect their movements before they can do any damage,
as illustrated in Figure 1.14. This strategy normally requires some form of intrusion
detection between the levels of penetration into the system. Thus, the more levels of
defence, the longer it is likely to take for an intruder to gain an advantage on a sys-
tem. For example, in Figure 1.16, there are many obstacles, such as firewalls, placed
in the way of the intruder. In this case the intruder must get over the main gateway,
which is often relatively easy, and then transverse into the network over each of the
firewalls, each of which perform a more in-depth check on the validity of the data
packets. The figure also contains intrusion detection agents and system logging pro-
grams which detect intr usion. A good security strategy is thus to refine the security
levels, through the levels of defence, as t normally gets more difficult to progress
through these levels, asthey get nearer the focus of an intrusion. Along with this, the
different levels should provide a different challenge for each level, as it does litt le
good to face the same challenge for dfferent levels. For example, the first level could
check for the destination and source addresses, while the next level could examine
the source and destination TCP ports, and then the next level checks for a user mme
and a password, while the last level could r equire some form of electronic certificate
which verifies the user.
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Enemy takes some time to breach each of the levels of defence

Forth-level Third-level Second-level First-level
defence defence defence defence
Figure 1.14 Defence-in-depth

One of the weakest areas of security over the past decade has been in wireless sy
tems. This has been because of three main reasons: the lack of defined stalards; the
weakness of many of the initial security standards; and the relative o penness of wire-
less systems. In WEP, wireless systems were easily crackable in a relavitely short
time, and once the key was cracked, it could then be used to crack the rest of the
communications (as the encryption key was shared around the hosts on the wireless
network). The openness of wireless, and its weak security protocols have thus d-
lowed the development of robust security protocols which are now being applied
into general system security, and are providing for a framework which tries to verify
not only hardware systems, but also users. Thislevel of authentication is obviously a
key element in any defence-in-depth strategy, as the system must guard against
spoof attacks, which is similar to a spy in a military environment, who may disguise
their homeland and ID with fake travel doc uments and a fake passport.

1.14 Gateways and DMZ (Demilitarized Zones)

There are many similarities between military operations and network/host s ecurity.
In a military situation we often define: a trusted zone: an untrusted zon e: and a de-
militarized zone (DMZ). In a war situation, it is in the DMZ that trusted and
untrusted troops can mix, as illustrated in Figure 1.13. In terms of network traffic a
firewall device is used to filter trusted and untrusted network traffic. No rmally the
trusted side is named inside, and the external side asoutside. In this way the serv-
ers, which can be acessed from outside the network, are placed in the DMZ, so that
it is not possible for untrusted traffic to enter the main internal network, as il lus-
trated in Figure 1.15.

The zones, such as inside, outside, and DMZ, can then be classified with their &-
curity level, such as the inside network having the highest security level, the DMZ
the next highest, and outside with the lowest level. By default traffic is often trusted
to go from a higher security level to a lower one (from inside to DMZ, and from the

44  Securityand Forensic Computing



DMZ to the outside), but not trusted to go from a lower level to a higher one. Thus
level of trust, though, assumes that attacks come from the outside zone, but many
threats originate from the inside zone. Along with this we have the concept of the
incoming traffic, which is the traffic flowing from a lower zone to a higher zone, and,
thus, the outgoing traffic flows from a higher security zone to a lower one.

DMZ i an area
Trusted where military Untrusted
(our side) actions (their side)
are prohibited

Figure 1.15 DMz

Public Web  Public FTP Public Proxy
Server Server Server

Audit/
logging

3y

Intrusion Detection
System

Intrusion Detection
System

Defence-in-depth puts as many
obstacles in the way of an

intruder, so that it becomes Intrusion Detection
harder to penetrate the network, GEETR S5°"

Detection

and easier to detect

Figure 1.16 DMz
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1.15 Layered model and security

Security is an extremely complex issue, and it would be almost impossible to secure
every bit of data, without splitting the task of security in to different layer of abstr a-
tion. With this approach the overall system is split into different entities, each of
which are analysed for their security weaknesses, and, if possible, a defence strategy
is implemented to overcome them. The overall system will hopefully be secure if all
the sub-elements are correctly secura. Unfortunately, though, many systems fall -
down in that not all of the sub -elements are properly secure, and can thus let the
overall system down, as they can provide a means of intrusion into the system.

Often the OSI (Open Systems Interconnection) model is used for network com-
munication, where the transmission and reception of the data is split into key
functions, each of which has a defined objective. Unfortunately, each layer can have
inform ation that can be used by an intruder, such as network source and destination
IP addresses in the network layer, or the TCP ports used in the transport layer. An
important factor is that the data and protocol information can be best protected with
encryption. It is thus important to know the information which must be protected,
and to protect it against an intruder stealing it , or even changing it. Figure 1.17 gives
examples of some of the protection methods used at different levels in order to pro-
tect the data transmission. If the data itself must be protected it is normally encrypted
before it is transmitted (or stored). Typical encryption methods include RSA and
DES.

DATA DATA
Public-key: RSA

Private-key: DES, 3-DES, IDEA, etc.
Hashing: MD5, SHA

Application S-HTTP (WWW), SSH (TELNET), Application
S-FTP (FTP), and so on.

Transport Transport
SSL, Proxy Servers.

Network Network
Firewalls NAT translation, Interior

Routing Protocols

Data Link VLANs, WEP keys (wireless), Data Link

802.1x, TKIP (wireless), PEAP
(wireless), DHCP )
Physical : . . Physical

Physical protection of equipment,
such as padlocks, fibre cables, and
SO on.

Figure 1.17  OSI model and security
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Some of the methods used ateachlayer include:

1 Application Layer . At the application layer, the application layer prot ocols, such
as FTP, TELNET and HTTP, aretypically not secure and often send their infor-
mation, including passwo UEUw EQEw UUT Uw (#7ZUO0Ow DOwEwWw xOEDPOw
improvement are the secure protocols, such as SFTP (which is a secure replae-
ment for FTP), SHTTP (which is a secure replacement for HTTP), and SSH
(which is a secure replacement for TELNET).

I Transport Layer. Below the application layer is the transport layer, which is r e-
sponsible for creating a reliable connection between two hosts. At this layer, SSL
(secure sockets layer) and proxy servers can be used to hide information abouta
connection.

1 Network Lay er. At the network layer the main information to be hidden is the
source and destination network addresses, and encryption methods, such as IP-
Sec can be used to encryption thecontents of the data packet. Along with this
NAT (Network Address Translation) ¢ an be used to hide network addresses, for
both the source and/or the destination.

1 Data Link Layer . Below the network layer, at the data link layer, a VLAN (Vi r-
tual LAN) can be used to segment networks, so that hosts cannot communicate
with each other, unless they are allowed to. In a wireless network, the data frame
transmitted can be encrypted with WEP (Wireless Equivalent Privacy) or TKIP
(Temporal Key Integrity Protocol) or with more complex encryption, such as AES
(Advanced Encryption Scheme).

1 Physical Layer. At the lowest layer, the physical layer, the network requires to be
protected against damage to cables, hardware, closets, angdo on. The methods at
this level are padlocks, cable ducts, RF shielding, and so on.

1.16 Encryption and a layered approach to defence

Encryption normally involves converting plain text into cipher text, with a known
algorithm, such as RSA or DES, and a unique electronic key (this will be explained in
more detail in Unit 3). A key approach to defending a network and its hosts is to de-
velop a layered approach to defence. With the OSI model, information can be gained
at each level, thus it is important to know what requires to be protected. Examples
information that can be contained within each layer is:

1 Physical. Types of cables wsed, location of hosts/servers, power supplies, and so

on.

Data link . MAC/physical addresses, source and destination MAC addresses.

Network . Source and destination network addresses (such as IP ddress).

Transport . Source and destination ports (such as T®/UDP ports).

Session/Presentation/Application . This can contain session and user informa-

tion, such as the pages that are accessed on Web Ul UYT UOWEOEWEwWUUI Uz Ui
password.

= =4 —a -1

One of the best methods of protecting data is to encrypt it. This can be done if nheces-
sary, at each layer of the OSI model So, if a layer is encrypted from the top level,
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then the data held within the layer, and all upper layers will be protected. For exa m-
ple, if the transport layer is encrypted then the data in the application | ayer will also
be encrypted. In certain cases the encryption can be achieved for a lower layer, such
as in wireless networking, which encrypts at the network layer. In this case, when the
data packets go up to a layer above the network layer, the data paclets are unen-
crypted. This is the case for wireless network with encryption, where the
transmission across the network medium, which is free -space, and once receivedit is
decrypted back into normal data packets.

1.17 Software Tutorial T Data packet capture

Visual Studio will be used in this module. An important library to use is WinPcap
[2], which allows for the capture of data packets. Once the download is complete,
impl ement the following:

1.171  Download the latest version of WinPcap [3], and once installed, download
the solution [1]:

& Web link: http://buchananweb.co.uk/srcSecurity/unit01_1.zip
Demo: http:// buchananweb.co.uk /media/unit01l_1 demo.htm

which has the following code [1]:

using System;
using Tamir.IPLib;

namespace NapierCapture

public class ShowDevices

{
public static void Main(string[] args)

string  verWinPCap = null ;

int  count=0;

verWinPCap= Tamir.IPLib.Version.GetVersionString();

PcapDeviceList get NetConnections = SharpPcap.GetAllDevices();

Console.WriteLine("WinPCap Ve r sion: {0}", verWinPCap);

Console.WriteLine("Connected d evices: \r\n");

foreach (PcapDevice net in getNe t Connections)

{
Console.WriteLine("{0}) {1}",count,net.Pcap Description);
Console.WriteLine(" \ tName: \ t{0}",net.PcapName);
Console.WriteLine(" \ tMode: \t\ t\ t{0}",net.PcapMode);
Console.WriteLine(" \tIP A ddress: \t\t{0}",net.PcaplpAddress);
Console.WriteLine(" \ tLoopback:  \t\ t{0}",net.PcapLoopback);
Console.WriteLine();
count++;

}

Console.Write("Press any <RETURN> to exit");

Console.Read();

}
}
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http://buchananweb.co.uk/srcSecurity/unit01_1.zip

Run the program, and verify that it produces a list of the available ne twork cards,
such as:

WinPCap Version: 1.0.2.0
Connected devices:

0) Realtek RTL8169/8110 Family Gigabit Ethernet NIC
(Microsoft's Packet Scheduler)
Name: \ Device \ NPF_{A22E93C1- A78D- 4AFE- AD2B 517889CE42D7}

Mode: Capture
IP Address: 192.168.2.1
Loopback: False
1) Intel(R) PRO/Wireless 2200BG Network Connection (Microsoft's Packet Sche duler)
Name: \ Device \ NPF_{044B069D - B90A- 4597 - B99E- A68C422D5FE3}
Mode: Capture
IP Address: 192.168.1.101
Loopback: False

1.172 Next update the code so that it displays the information on the network
connections [1]:

foreach (PcapDevice net in get NetConnections)

Console.WriteLine("{0}) {1}",count,net.PcapDescription);

NetworkDevice netConn = (Ne t workDevice)net;

Console.WriteLine(" \tIP A ddress: \t\t{0}",netConn.lpAddress);
Console.WriteLine(" \ tSubnet Mask:  \ t\ t{0}",netConn.SubnetMask);
Console.WriteLine(" \ tMAC Address: \t\ t{0}",netConn.MacAddress);

Consol e.WriteLine(" \ tDefault Gateway: \ {0}",netConn.DefaultGateway);
Console.WriteLine(" \ tPrimary WINS:  \ t\ t{0}",netConn.WinsServerPrimary);
Console.WriteLine(" \ tSecondary WINS: \ t\ t{0}",netConn.WinsServerSecondary);
Console.WriteLine(" \ tDHCP Enabled: \t\ t{0}",netConn.DhcpEnabled);
Console.WriteLine(" \ tDHCP Server: \t\ t{0}",netConn.DhcpServer);
Console.WriteLine(" \ tDHCP Lease O btained: \ t{0}",netConn.DhcpLeaseObtained);
Console.WriteLine(" \ tDHCP Lease E xpires: \ t{0}",netConn.DhcpLeaseExpires);
Console.WriteLine();

count++;

}

A sample run shows the details of the network connections [1]:

1) Intel(R) PRO/Wireless 2200BG Network Connection (Microsoft's Packet Sche duler)
IP Address: 192.168.1.101
Subnet Mask: 255.255.255.0
MAC Address: 0015003402F0
Default Gateway: 192.168.1.1
Primary WINS: 0.0.0.0
Secondary WINS: 0.0.0.0
DHCP Enabled: True
DHCP Server: 192.168.1.1

DHCP Lease Obtained: 03/01/2006 10:44:40
DHCP Lease Expires:  04/01/2006 10:44:40

List the details of the connections on your PC:

1.17.3 Update the code from 1.171 with the following code [1]. In this case the 2nd
connection is used (getNetConnections[1]) in a promiscuous mode (change, as
required, depending on your local network connection).

[ using System;
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using Tamir.IPLib;
using Tamir.IPLib.Packets;

namespace NapierCapture
public class CapturePacke ts

public static void Main(string[] args)
PcapDeviceList getNetConnections = SharpPcap.GetAllIDevices();
// network connection 1 (change as required)
NetworkDevice netConn = (NetworkDevice)getNetConnections[1];
PcapDevice device = n etConn;
/I Define packet handler
device.PcapOnPacketArrival +=

new SharpPcap.PacketArrivalEvent(device_PcapOnPacketArrival);

//Open the device for capturing
[ltrue -- means promiscuous mode
//1000 -- means a read wait of 1000ms
device.PcapOpen( true , 1000);
Console.WriteLine("Network connection: {0}", device.PcapDescription);

//Start the capturing process
device.PcapStartCapture();

Console.Write("Press any <RETURN> to exit");
Console.Read();

device.PcapStopCapt ure();
device.PcapClose();

private static void device_PcapOnPacketArrival( object  sender, Packet packet)

DateTime time = packet.PcapHeader.Date;

int len = packet.PcapHeader.PacketLength;

Console.WriteLine("{0}:{1}:{2},{3} Len={4}",time .Hour, time.Minute,
time.Second, time.Millisecond, len);

Run the program, and produce some network traffic and verify that it is captu r-
ing packets, such as:

13:17:56,990 Len=695
13:17:57,66 Len=288
13:17:57,68 Len=694
13:18:4,363 Len =319
13:18:4,364 Len=373
13:18:4,364 Len=371
13:18:4,365 Len=375
13:18:4,366 Len=367

1.17.4 Update the code with a filter. In the following case an IP and TCP filter is
used [1]:

device.PcapOpen( true , 1000);
Console.WriteLine("Network connection: {0}", device.PcapDescription);
string filter = "ip and tcp";

/IAssociate the filter with this capture
device.PcapSetFilter( filter );

//Start the capturing process
device.PcapStartCapture();

50 Securityand Forensic Computing




Generate some data traffic, such as loading aWeb page, and show that the
program is capturing the data packets.

1.17.5 Next update the filter so that it only captures ICMP packets, such as:

string  filter = "icmp";

Generate some data traffic, and prove that it does not capture the packets.
Now pi ng a node on your network, such as:

Ping 192.168.1.102

And prove that it captures the data packets, such as:

13:40:47,761 Len=74
13:40:48,756 Len=74
13:40:48,759 Len=74
13:40:49,757 Len=74
13:40:49,760 Len=74
13:40:50,757 Len=74
13:40:50,760 Len=74

The source codefor this is at:

& Web link: http:// buchananweb.co.uk/srcSecurity/unitO1_2.zip
& Web link: http:// buchananweb.co.uk/media/unitOl_2 demo.htm

1.17.6 Investigate each of the following, one at a time, capture filters and deter-
mine the operation:

string  filter = "not arp";

string  filter = "port 80";

string  filter = "host www.google.com”;

string filter = "(port 80) and (host www.intel.com)";

string  filter = "port 53";

1.17.7 Using IPCONFIG /ALL, determine the MAC address of your main adapter,
and use an Ethernet filter with your MAC address, such as:

sting filter = "ether host 00:79:7e:cc:c8:b7606

1.17.8 Install Wireshark or Ethereal, using TSHARK (the command line version of
Wireshark) or TETHEREAL (the command line version of Ethereal), apply
some of the filters from Tutorial 1.176, such as:

[ tshark -V -i3 -f"ether host 00:79:7e:cc:c8:b7" -Swlout -T text |

PT 1 UDbwk? wUl xUI Ul O00wUT 1T wi OUUT wbOUI Ul EET wEOE whid
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1.18 On-line Exercises

The on-line exercise for this chapter are at:
http://buchananweb.co.uk/security00.aspx

and selectIntroduction to Security [Test]

1.19 NetworkSims exercises

Complete:

CCNA Challenge A1-A10. See Appendix A.

1.20 Chapter Lecture

View the lecture at;

http://buchananweb.co.uk/security00.aspx

and selectIntroduction to Security [LinK]

1.21 References

[1] This code is based on the code wrapper for WinPCap developed by T.Gal
[http://lw ww.thecodeproject.com/csharp/sharppcap.asp].

[2] http://www.winpcap.org/

[3] http://mvww.winpcap.org/ i nstall/default.htm
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2 Intrusion Detection Systems

4 http://buchananweb.co.uk/security00.aspx, Sekct Principles of IDS .

2.1 Introduction

In Chapter 1 the concept of defencein-depth was discussed, where a defence sgtem
has many layers of defence (Figure 21). Unfortunately, as in military systems, it is
not always possible to protect using front-line defences, even if there are multiple
layers of them, againgt breaches in security (Figure 22). This can be because ann-
truder has found a weakness within the security barriers, or because the intruder has
actually managed to physically locate themselves within the trusted areas. Thus all
managed to base themselves physicallyor locally within a network. Along with this,
most security systems can only guard against known types of attacks, such as in ce-
tecting known viruses. A particular problem is when new types of attacks occur, as
these are more difficult to defend against. Thus a key factor is identifying threds, and
how to mitigate against them. Many organisations are now rehearsing plans on how
they cope with these threats, and have contingency plans. Unfortunately many other
organisations have no plans for given threats, and these are the ones which are in
most danger of a damaging attack.

As in military systems, an allied force would setup spies whose task it is to detect
intrusions, and any covert activities. Figure 2.3 illustrates this concept, where intr u-
sion detection agents are used to listen to network traffic, and network/user activity
to try and detect any breachesin security.

o
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&
Users Even with the best
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il
50
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Figure 2.1 Network security
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Enemy takes some time to breach each of the levels of defence
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Figure 2.2 Network security

Intrusion Detection Systems can help to reduce breaches

Systems

@Q —

Assets

Forth-level Third-level Second-level First-level
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Figure 2.3 Intrusion detection

Most users think that the major threat for organisational security is that of the exter-
nal intruder, UUET wEUw U1 1 w wHo Bypi&aky Gwarkd Bréni Ehbnze uwith a
remote connection and who wants to do damage to the system do it for the glory of
it. Unfortunately this is only one part of security, as there are many other threats,
from both from inside and outside the network. Thus gateway bastions, such as pe-
rimeter routers, can never been seen as an effective method of ®pping network
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intrusions. Figure 2.4 outlines some of the threats which exist, from both inside and
outside the network. These include: data stealing; personal abuse; wormshiruses;
DDoS (Distributed Denial -of-Service); fraud; and terrorism. It is thus i mportant that
intrusion detection and lo gging agents are placed around the network, and on hosts,
in order that an intrusion can be detected, or, at least, the information on the intr u-
sion is gained for future d efences (Figure 25).

CSI (Computer Security Institute) found:
9 70% of organisation had breaches

i 60% of all breaches came from inside their

own systems
Data
Corporate access —— stealing )
External
hack
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Firewall/
Gateway
(cannot deal with|
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Systems

£ &

Assets 8 b
. ),
Network/ / : .
Organisational Fraud

perimeter

Worms/viruses

Figure 2.4 Network threats
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Figure 2.5 Intrusion detection agents

W.Buchanarb5



2.2 Types of intrusion

There are two main types of intrusion detection:

1 Misuse (Signature -based) Detection . This type of IDS attempts to model threats
with specific well -defined patterns, and then scans for occurrences of these. Typ
cal types of misuse detection includes: the propagation of well-known viruses;
and worm propagation. Its main disad vantage is that it struggles to detect new
attacks, as these are likely to have signatures which do not match current attacks.
This method is also good at detecting script-based attacks, such as using NMAP
to scan the hosts on a network, as the scripts ted to have a fairly well defined
operation.

1 Anomaly Detection . This type of IDS assumes that abnormal behaviour by a
user/device can be correlated with an intrusion. Its advantage is that it can typ i-
cally react to new attacks, but can often struggle to detect variants of known
threats, particularly if they fit into the normal usage pattern of a user. Another
problem is that they can be overcome if they the intruder mimics the normal b e-
havioural pattern of users/devices. This type of detection is good for hu man-type
threats, such as with fraud, where an anomaly detector can pick-up changes in
user behaviour, which is often a sign of potential fraud. Typically anomoly classi-
fications relate to user anomolies (such as a change in user behaviour), host
anomolies (such as a change in machine operation, such as increased CPU usage,
and an increased number of system processes) and network anomolies (such as a
change in network traffic, such as an increase in FTP traffic).

The main types of intrusion detection systems are:

- Network intrusion detection systems (NIDS). These monitor data packets on the
network and try to determine an intrusion based on network traffic. They can &-
ther be hostbased, where it runs on a host, or network-based, where they can
listen to network traffic using a hub, router or probe. Snort is a good example of
a NIDS, and is freely available for most operating systems.

- System integrity verifiers (SIV). These monitor system files to determine if an
intruder has changed them, such as with a badkdoor attack. A good example of
this is Tripwire . They can also watch other key system components, such as the
Windows registry and for root/administrator level privileges.

- Log file monitors (LFM). These monitor log files which are generated by applica-
tion servers and network ed services, and look for key patterns of change.Swatch
is a good example of an LFM.

- User profiling . This involves monitoring user behaviour, where the system
checks for normal user behaviour against the current user behaviour. Any
anomalies, or differences from the norm, could point to an i ntrusion.

- Honey pots. This is where an administrator places a host on the network which is
prone to attack, such as having weak or dummy passwords; an unpatched oper-
ating system; or have TCP server ports open for connection. The honey pot is
thus used to attract an intruder, and detect the intrusion at any early stage. Some
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advanced honey pots try and mimic the required responses of an attacked host,
but not actually i mplement the attack.

2.3 Attack patterns

It is important to know the main st ages of an intrusion, so that they can be detected
at an early phase, and to overcomethem before they can do any damage. Basically an
intr usion typically goes through alert phases from yellow, which shows some sign s
of a potential threat, to red, which involves the potential stealing of data or some
form of abuse. The main phases are defined in Fgure 2.6.

Often it takes some time for an intruder to profit from their activities, and it is
important to put in as many obstacles as possible to slow down their activity. The
slower the intrusion, the more chance there is in detecting the activates, and thus in
thwar ting them. Figure 2.6 shows a typical sequence of intrusion, which goes from a
yellow alert (on the outside reconnaissance) to a red alert (for the profit phase).

Intruder gains public information Intruder gains more specific
about the systems, such as DNS and  information such as subnet layout, and
IP information networked devices.

Inside
reconnaissance

Outside
reconnaissance,

Intrusion Intrusion
Detection Detection

® ®
Eve ) T T e —— >\
(Intruder) T~ - X §
AN
From code yellow to code \ Exploit
red ... |
/
P -~ 4 \\:
N
L Q Intruder finds a

weakness, such as
cracking a password,
breaching

a firewall, and so on.

Foothold

e e
Data stealing, system ﬂ Once into the system, the “
damage, intruder can then advance

user abuse, and so on. up the privilege levels,

Figure 2.6 Intrusion pattern

Initially an intruder might gain information from outside the network, such as d e-
termining network address es, or domain names. There are, unfortunately, many
databases which contain this type of information, as the Internet is a global network,
and organisations must register their systems for network addresses and domain
names. Once gained, the intruder could move into an internal reconnaissance phase,
where more specific information could be gained, such as determining the location of
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firewalls, subnetworks, network layouts, host/server locations, and so on. It is thus
important that this type of acti vity is detected, as it is typically a sign of some form of
future intrusion. Key fe atures could be things such as:

1 A scan of network addresses for a range of hosts on a given subnetwork (ping
sweep).

1 A scan of open TCP portsfor a range of hosts on a given subnédwork (port scan) .

1 A scan of a specific TCP port for a range of hosts on a given subnetwork (port
sweep).

1 Aninterrogation of the configur ation of network devices.

1 Accessing systems configuration files, such as ones which contain user names
and passwords.

Once the intruder has managed to gain information from the internal ne twork, they
may then use this information to gain a foothold, from which they can exploit. E x-
ample of this may be:

1 Hijacking a user ID which has a default password (such as for the password of
default or password), and then using this to move up the levels of privilege on a
system. Often the administrator has the highest privileges on the system, but is
normally secured with a strong password. An intruder , though, who gains a
foothold on the system, normally through a lower-level account, could then
gleam more inform ation, and move up through the privilege hierarchy.

1 Using software flaws to exploit weaknesses, and gain a higher-level privilege to
the system. Software flaws can be intentional, where the writer has created an
exploit which can be used to cause damage. This might include a backdoor ex-
ploit, where an intruder could connect into a host through some form of network
connection, or though a virus or worm. A non -intentional one is where the soft-
ware has some form of flaw which was unintentional, but which can be used by
an intruder. Typical types of non -intentional flaws are: validation flaws (where
the program does not check for correct input data); domain flaws (where data
can leak from one program to another); identification flaws (where the program
does not properly identify the requester); and logical problems (where the pro-
gram does not operate correctly with certain logical steps).

On problem with IDS system is that they cannot investigate encrypted content,
which is setup through an encryption tunnel. These tunnels are often used to keep
data private when using public networks. It is thus important that the usage of e n-
cryption tunnels on corporate network should be careful ly used, as threats within
them may not be picked-up, and virus/worm scanners and IDS systems will not be
able to decrypt the traffic.

2.4 Host/network-based intrusion detection

An intrusion detection system (IDS) can be placed within the network to monitor
network traffic, such as looking for known attacks or virus signatures, or can be
placed on hosts, where they can detectan actual host intrusion ( Figure 2.7). Unfort u-
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nately a network-based intrusion detection system cannot obviously decrypt en-
crypted networ k data packets, such as with an encryption tunnel (such as such an
IPSec connection), thus, in a highly secure network, it is important to run intrusion
detection systems on hosts. With encrypted data threats could be hidden from the
IDS, as they can be oercome by intruders who know their operation. This is one of
the reasons that many organisations do not use IFSec within their systems, and only
use it to connect to the perimeter of the network. Some organisations even have né-
work sensors on the network which detect the possible presence of remote
connections, and, where possble, the detection of encryption tunnels .

Overall an IDS, just as a firewall, can either bestateful or stateless. With stateless,
the IDS does not have to remember any proceeding data packets, and the state that a
connection is in. This will thus have very little overhead as the IDS can discard the
packet after it is finished with them. With a stateful IDS, the IDS remembers the pre-
vious data packets, and the state of the current canection. This, thus, requires a
great deal of memory and buffering, but will be able to understand stateful attacks,
and attacks which span over several data packets For example, if virus was con-
tained with an email, and the email was split into data fra mes for 1500 bytes, the
virus could end up spanning across two data frame, and thus the IDS looking at each
data frame at a time would not detect the virus . A stateful IDS, though, can crash if
an intruder sends a sequence of data packets into the network, but misses one out, so
that the IDS buffers all the other ones, waiting for the missing one, but overruns its
buffer size, and crashes.

Public Web Public FTP Public Proxy
Server Server Server

Intrusion Detection
System

Intrusion Detection
System

m NAT Device

Network-based
IDS Ilstens to Intrusion Detection
some/all System

network traffic

Intrusion Detectioi
System

Host-based IDS
listens to traffic
in/out of a host

Figure 2.7 Intrusion pattern

There are, though, severalways that an IDS can be tricked in its detection. One is
with the creation of a d enial-of-service against the IDS, where the network traffic is
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too great for it to cope with. Another is to stagger the threat over several data packets

the IDS must be ableto backtrack for connections, and buffer each of the received

packets. This obviously has a great effect on its performance, and the more it checks,
and backtracks, the slower it is likely to become. As a default, the host-based IDS can

be seen as the lastine of defence, where a threat has been able to transverse over the
network, and end -up at the host, wit hout being stopped (Figure 2.8).

Firewall

Intrusion Detection
System

Figure 2.8 IDS

2.5 Placement of the IDS

As an extension of this, the IDSszcan be placed on the servers within the DMZ, and
on trusted servers (as illustrated in Figure 2.9). It is also important to place IDS
agents on either side of a firewall, as an agent placed onthe trusted side of a fir ewall
may not be able to detect an attack which has been blocked, thus agents oneither
side will detect attacks which have been blocked, and also any that have been d-
lowed to transverse through the firewall. An IDS agent on the untrusted side of the
perimeter will thus detect an attack on the main firewall .

The placement of the IDS on certain devices is impottant. If it is placed on a hub
it can listen to all of the traffic that is on the hub. If it is placed on a network switch, it
cannot listen to any of the traffic, unless it is configured to forward traffic to a mon i-
toring port . One type of systemwhich can capture data packets from the network is
"PUEOzUw2/ - wp2PPUET T Ew/ OUUw OEOGaUlI UAKOwbI PET w!
(ingress traffic), and traffic leaving th e switch (egress traffic). An example of SPAN is
shown in Figure 2.11 where the first switch port (FAO/1) monitors FA0/2 and FAO /5,
along with the whole of VLANZ2. Thus the switch can monitor individual ports , or
complete VLANS.

60 Securityand Forensic Computing



This IDS detects
successful attacks
against firewall
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interface FastEthernet0/1
port monitor FastEthernet0/2
port monitor FastEthernet0/5
port monitor VLAN2

I

interface FastEthernet0/2

!

interface FastEthernet0/3
switchport access vlan

interface FastEthernet0/4
switchport access vlan
|

interface FastEthernet0/5

!

interface VLAN1
ip address 192.168.0.1 255.255.255.0
no ip directed - broadcast

no ip route -cache
I

Figure 2.11 SPAN detection
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2.6 SNORT

The key foundation of most types of data packet detection is in the usage oflibpcap
(for Unix -based systems) and for Windows-based systems with the WinPcap librar-
ies (which have been used in the software tutorials in Chapter 1). Many tools build
on these including Snort [1], tcptrace (to identity TCP sessions), tcpflow (to recon-
struct TCP sessions) and Ethereal/Wireshark (to capture network traffic). Snort is one
of the most widely -used IDSz ,thnd can detect both signature- and anomaly-based
detection. In order not to burden the main processes on a machine,often Snort runs
as a background process and initially reads-in a set of rules filenamerules) and moni-
tors the network traffic to pr oduce eventdata and a log (Figure 212).

q Other tools:
by Tcptrace. Identity TCP streams.
Tcpflow. Reconstruct TCP streams.
— f—- —
I Event data
SNORT rules ‘ SNOIRIF et ‘ Log data
file
Signature detection. Anomaly detection.
Identify well-known Statistical anomalies,
patterns of attack. such as user logins,

changes to files, and so
on.

Figure 2.12 Snort

The basic format of a Snort rule header is:

[ACTION ] [PROTOCOL] [ADDRESS [PORT] [DIRECTION] [ADDRESS [PORT]

,/\\ * ,I \" ~Se__"7 _' ’__—' ________ »

/7

I —————— -7 === __=--

-

\ / I —---T -==-"
~ , / , 4

-

=alert tcp any any 1> 192.168.1.0/24 111
(content:"|00 01 86 a5|"; msg:"mountd access"; sid:999 )

where the first word o n the rule is the action, such as

alert Generate an alert and log packet
log Log packet
pass Ignore the packet

activate Alert and activate another rule
dynamic ~ Remain idle until activated by an activate rule

The second part of the rule defines the protocol, such as:
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tcp udp
i cmp ip

where TCP and UDP are transport layer protocols, while ICMP and IP are Inte rnet
(/network) layer protocols. The next few fields define the source and destination of
the traffic, as illustrated in Figure 2.13. The source and destination address can be
defined as any or with an IP address and a subnet mask. For example 192.168.1.0/24
includes a range of addresses from 192.168.1.0 to 192.168.1.255. Along with this, the
TCP/UDP port(s) can be defined as either:any; a range of ports (m:n which is port m
to port n); or a specified port. It should be remembered that when a client connects to
a server, the client uses its own source port, and it connects, typically, to a well-
known port on the server. For example, a client which connects to a Web server,
would connect to a destination port of 80, and with a unique source port, such as
port 1111. In this case, when the data packets leave the client, the deshation port
will be 80, and the source port will be 1111. When the data returns from the server, it
will have a source port of 80 and a destination one of 1111. It is thus key that the-> is
pointing i n the correct direction, otherwise the <> can be used for both directions.

‘ alert tcp anyany ->192.168.1.0/24 111 (content:"|00 01 86 a5|"; msg:"mountd  access";) ‘
Source IP Destination IP
v v
Source port Destination port
(any, (any,

or m:n formton) orm:nformton)

Figure 2.13 Example of source and destination addresses in a Snort rule

Some rules allow a payload in the data packet to be detected. An exampleof this is
given in Figure 2.14. For this the content element is used to detect a certain sequence
in the data packet. This can be defined either in hexadedémal format (between | and
[) or in a plain text format. Along with this the content element can have several
modif iers, such asoffset distanceand within which modify the operation of the search.
The end part of the rule in Figure 2.14 displays a message if the rule has been adt
vated. There are also vaious configuration commands that can be used in the rules
file, such as:

- config decode_arp (snort ¢ a)

- config payload

- config decode_data_link

- config interface

- config nolog - disable logging, but alerts still occur
- config quiet (snort ¢ Q)

- config verbose (snort ¢ v)
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- config show_year
- config min_ttl:x

‘ alert tcp anyany ->192.168.1.0/24 111 (content:"|00 01 86 a5|"; msg:"mountd  access";)
|

Payload detection:
Hex sequence "|00 01 86 a5|"
Text sequence "USER root"

> Modifiers:
rawbytes
offset
distance
within
uricontent
bytejump

Figure 2.14 Example Snort rule

The SID and REVoptions are used to give each threat a unique ID, and range from:

- Less 100 Reserved for future use.
- Between 100 and 1,000,000 are rules included with the Snort distrilution.
- More than 1,000,000 is for local rules.

For example: sid:336; rev:7; represents an attempt to change to the system admirs-

UUEUOUZUWEEEOUOUWDOwW®3/ 8

2.7 Example rules

There are two main variables which are typically defined in the rules files. These are:

$HOME_NET w hich defines all the nodes on our own network; and $EXTER-

NAL_NET which is every network outside our own network. In the following script

the alert is generated when there is a flow of traffic from the external network, on

any port, to our own network on po rt 21 (the FTP port). It then detects that the exte-
OEOwPOUUUETI UwhPUwlUapOT wUOOWETEOT T wUOT 1T wEUUUI O0w
(using the CWD ~root command):

alert tcp SEXTERNAL_NET any ->$HOME_NET 21
(msg:"FTP CWD ~root attempt"; flow:to_serv er,established;
content:"CWD"; nocase; content:"~root"; nocase;
distance:1; sid:999 )

where nocaseEl I DOT UwUOT EQwUOT 1 wEEUT woOl wiOi |l whOUEwWBPUwHI
would both be detected. The following rule detects incoming traffic which is de s-
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tined for an FTP server on our own network which tries to get the password file (u s-
ing the RETR passwd FTP command):

alert tcp SEXTERNAL_NET any ->$HOME_NET 21
(msg:"FTP passwd retrieval attempt”; flow:to_server,established;
content:"RETR"; nocase; conte nt:"passwd"; sid:999 )

1.1.1 P2P detection

Peerto-peer (P2P) operations are to be avoided in many organisations, as the laws
against them are still being developed. One of the most popular P2Pis Kazaa which
uses port 1214 to allow a remote peer connection, suchas:

> netstat -a
Active Connections
Proto Local Address Foreign Address State
TCP hills:http bills:0 LISTENING
TCP bills:epmap bills:0 LISTENING
TCP hills:https bills:0 LISTENING
TCP bills:microsoft -ds hills:0 LISTENING
TCP  bills:1025 bills:0 LISTENING Peerto-peer pro-
TCP hills:1214 bills:0 LISTENING <— gram is listening on
TCP hills:2869 bills:0 LISTENING
TCP  bills:3620 bills:0 LISTENING port 1214
TCP hills:5679 bills:0 LISTENING
TCP bills:1029 bills:0 LISTENING

Thus to detectKazaa activities for a GET message:

alert tcp SEXTERNAL_NET any -> $HOME_NET 1214
(msg:"P2P (kazaa/morpheus) GET request";
flow:to_server,established; content:"GET "; sid:999)

2.7.1 3.7.2 MSN Messenger

To detect MSN Messenger, which uses port 1863 for itscommunications, the MSG
command is detected in the data packet payload:

alert tcp SHOME_NET any <> $EXTERNAL_NET 1863 (msg:"CHAT MSN
message"; flow:established; content:"MSG "; sid:999 )

1.1.3 Virus/Worm detection

For a virus or worm, normally the signature of its propagation is detected, such as:

alert tcp any any - > any 139 (msg:"Virus - Possible QAZ Worm®;
flags:A; content: "|71 61 7a 77 73 78 2e 68 73 71|"; sid:999 )

which detects the worm propagating through port 139, and detects the A flag in the
TCPheader At EEOOOPOI ET T AOwb D UT wE urbria Girusx FhartEdnU Ow Ol wA h
detect its propagation to an email server (on port 25 - SMTP), such as with a certain

file attachment (in this case with a .VBS file attaciment):
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alert tcp $SMTP_SERVERS any -> $EXTERNAL_NET 25
(msg:"VIRUS OUTBOUND .vbs file attachment";

flow:to_server,established; content:"Content - Disposition|3a]";
content:"filename=|22|"; distance:0; within:30;
content:".vbs|22|"; distance:0; within:30; nocase; sid:999 )

This detects i 1 WOE O1 wOIi diléhanéwy BRG] QuieRd ul ?U dp Adghiifiesur@ U O U1 U w
ASCII character equivaOl QU wOi wl | wbOwl I BREEI EPOEOQwmZ! ¢ AOWEOE

1.1.4 Sweeps

One activity which typically indicates a potential future security breach is sweeping
activiti es. This typically involves: TCP/UDP sweeps (as illustrated in Figure 2.15);
ping sweeps (as illustrated in Figure 2.16), OS identification, and account scans Fig-
ure 2.17).

PORT SCANS. For port sweeps an intruder may scan certain hosts or every host ona
subnet, to determine the ports which they have open, as certain ports could be used
to gain a foothold on the host. Programs such asnmap [3] for example can scan
whole networks looking for open ports. A key objective of Snort is to detect this type
of activity . Luckily Snort has a pre-processor rule for this, which acts before other
rules. An example is:

sfportscan: proto {all } memcap { 10000000 } sense_level { low }

where the arguments might include:

9 proto. This can be tcp, udp, icmp, ip or all, and are the types of protocol scans to
be detected.

1 scan_type. This can be portscan, portsweep, decoy_portscan, distrib-
uted_portscan or all, and defines the scan type to be detected.

1 sense level. This can be low, medium or high, and defines the sensitity of the
portscans. A low sense leveldetects response errors, such as ICMP unreachables.
Medium sensitivity level detects portscans and filtered portscans (which are
portscans that do not have any responseg. High senrsitivity level has a lower
threshold than medium and has a longer time window to detect sweeps.

T Memcap. This defines the maximum memory size (in bytes) ¢ this limits the po s-
sibility of buffer overflows.

1 Watch_Ip. This defines the hosts that are to be detected.

To save to a file named portscan.log(scan.rule):

preprocessor flow: stats_interval O hash 2
preprocessor sfportscan: proto { all } scan_type { all }
sense_level { low } logfile { portscan.log }
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It is always important to understand the ports that are open on a computer, su ch as
with running NMAP:

C:\>snort -cscan.rule -dev -i3 -p -lc: \\bill -Kasci
Initializing Preprocessors!

Initializing Plug - ins!

Parsing Rules file scan.rule

B [Flow Config]  ------------mmmmmmee-

| Stats Interval: 0

| Hash Method: 2

| Memcap: 10485760

| Rows : 4096

| Overhead Bytes: 16388(%0.16)

Portscan Detection Config:
Detect Protocols: TCP UDP ICMP IP
Detect Scan Type: portscan portsweep decoy_portscan di stributed_portscan
Sensitivity Level: Low
Memcap (in bytes): 1048576
Number of Nodes: 3869
Logfile: c: \'\ bill/portscan.log

Tagged Packet Limit: 256

Then for a scan:

C:\>nmap -0 -A192.168.0.1

Starting Nmap 4.20 ( http://insec ure.org ) at 2007 -01- 09 21:58 GMT Standard Time
Interesting ports on 192.168.0.1:

Not shown: 1695 closed ports

PORT STATE SERVICE

80/tcp open http

8888/tcp open sun - answerbook
MAC Address: 00:0B:44:F5:33:D5 (The Linksys Group)
Nmap finished: 1 IP a ddress (1 host up) scanned in 1.500 seconds

The resulting log then gives the trace of the port sweep and scan

Time: 08/17 - 14:41:54.495296

event_ref: O

192.168.0.3 ->6 3.13. 134.49 (portscan) TCP Portsweep
Priority Count: 5

Connection Count: 135

IP Count: 43

Scanned IP Range: 6 3.13. 134.49:216.239.59.99
Port/Proto Count: 1

Port/Proto Range: 80:80

Time: 08/17 - 14:42:52.431092

event_ref: O

192.168.0.3 ->192.168.0.1 (portscan) TCP Portsweep
Priority Count: 5

Connection Count: 10

IP Count: 5

Scanned IP Range: 66.249.93.165:192.168.0.7
Port/Proto Count: 3

Port/Proto Range: 80:2869

Time: 08/17 - 14:42:52.434852

event_ref: O

192.168.0.3 ->192.168.0.1 (portscan) TCP Portscan
Priority Count: 5

Connection Count: 9

IP Count: 1

Scanner IP Range: 192.168.0.3:192.168.0.3

Port/Proto Count: 10

Port/Proto Range: 21:636
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PING SCANS . With ping scans, the intruder tries to determine the hosts which are ac-
tive on a network. An example of detecting a Window z ping sweep is:

alert icmp SEXTERNAL_NET any - >$HOME_NET any (
msg:"l CMP PING Windows"; itype:8; content:"abcdefghijkimnop";
depth:16; sid:999 )

PT 1T Ul wEQw(" ,/ wxPOTl wxEEOI UwPUWET Ul EUI RwbPDUT wOT 1
example of the contents of a ping request is:

0000 00 0c 41523d50015 003402f00 8004500 ..A#...4..E.
0010 00 3c 10 7c 00 00 8001 a6 8fcOa801 64 cOa8 .<|........d.

0020 01 01 08 00 60 55 04 00 €9 06 61 62 63 64 65 66 ....'U....abcdef

0030 67 68 69 6a 6b 6¢ 6d 6 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv

0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

And a ping reply:

0000 00 150034 02f0000c 41f523d508004500 ..4...A#..E.

0010 003c 107c 000096 01 90 8fc0a80101cOa8 .<.[..........

0020 01 64 00 00 68 5504 00 €9 06 61 62 63 64 65 66 .d..hU....abcdef
0030 67 68 69 6a 6b 6¢ 6d 6 6f 70 71 72 73 74 75 76 ghijklmn opqrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

Os Scans. For OS identification the intruder search es hosts for certain machines,

which possibly have an OS weakness, such as searching for Windows 95 machines,

as these tend to have FAT32 file systems which have very little security associated

with them. For account scans, an intruder may scan the user IDz Uw i OUws$l EQwx E U
words. where the tests are:

1 TSeq. This is where SYN packets are sent, and the TCP sequence numbers are
analysed.

 T1. This is a SYN packet with certain options (WNMTE) set is sent to an open
TCP port.

1 T2. This is a NULL packet with options (WNMTE) and is sent to an open TCP
port.

1 T3. This is a SYN,FIN,PSH,URG packet with options (WNMTE), and sent to an
open TCP port.

1 T4. This is an ACK packet with options (WNMTE) and is sent to an open TCP
port.

9 T5. Thisis aSYN packet with options (WNMTE) and is sent toa closed TCP port.

 T6. This is an ACK packet with options (WNMTE) and is sent to a closed TCP
port.

 T7. Thisis aFIN,PSH,URG packet with options (WNMTE) and is sent to a closed
TCP port.

1 PU. This is apacket sentto a closed UDP port.

For example the following is a fingerprint from XP Professional:

TSeq(Class=RI%gcd=<8%SI=<2959A&>356%IPID=I)
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T1(DF=Y%W=FAFO0[|402E%ACK=S++%Flags=AS%0Ops=MNWNNT)

T2(Resp=N)

T3(Resp=N)

T4(DF=N%W=0%ACK=0%Flags=R%O0ps=)

T5(DF=N%W=0%ACK=S++%Flags=AR%Ops=)

T6(DF=N%W=00ACK=0%Flags=R%O0ps=)

T7(Resp=N)
PU(DF=N%TOS=0%IPLEN=38%RIPTL=148%RID=E%RIPCK=E%UCK=E%ULEN=134%DAT=E)

where:

1 Resp: defines whether the host responds.Y - for a response, and N- no response.
f DFR:ETI I DOT UwbT T UTTUwWOT T wi OUOwUIT Uk &Diteu bDUT wWE W
sponse.Y - DF was set,N - DF was not set.
1 W: defines the acknowledgement sequence number response and is theWindow
advertisement size sent by the host. ACK 0 - ack zero, S - ack sequence number,
S++- ack sequence number + 1.
1 Flags: this defines the flags set in responseS = SYN, A = ACK, R = RST, F = FIN,
U =URG, P = PSH.
1 Ops: this is the options set for the response. M- MSS, E - Echoed MSS,W - Win-
dow Scale, T - Timestamp, and N - No Option.

For example DF=Y%W=FAF0|402E%ACK=S++%FlagsAS%Ops=MNWNNT
E1 1 DOT UwUT ECwUT T w?2#00zUw%UET O OU» wEPUwWwPUwWUIT UOU

the acknowledgement sequence number is set to one more than the requesting
packet, the flags set to ACK/SYN, with Optio ns of MNWNNT.

Typical scans:

Open port 8888?

A particular threat AN
is the TCP/UDP port S~
scanner, which scans for open

Open port 10? Ping sweeps.
Open port 117? TCP scans.
UDP scans.

OS identification scans.
Account scans.

ports on a host.

If an intruder finds one, it may try
and connect to it.

An open port is in the LISTEN
state.

C:\log>netstat -a
Active Connections

Proto Local Address

TCP bills: epmap

TCP bill's:mcrosoft-ds
TCP bills: 1035

TCP bills:3389

For ei gn Address State

bills:0 LI STENI NG
bills:0 LI STENI NG
bills:0 LI STENI NG
bills:0 LI STENI NG

Figure 2.15 TCP/UDP port sweeps
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Ping 192.168.0.1?
Ping 192.168.0.1?

Ping 192.168.0.253?
Ping 192.168.0.254?

A particular threat
is the ping port
scanner, which pings multiple
hosts to see which ones are alive

If an intruder finds one, they may
try and connect to it.

Typical scans:

Ping sweeps.

TCP scans.

UDP scans.

OS identification scans.
Account scans.

Often ping (ICMP) is blocked on
the gateway of the network.

Figure 2.16 Ping sweeps

Login anonymous
Login fred fred

Login user password
Login root

Login default

|
\
\
N\
AN
~

~
~
~
~

=

Typical problems:

Anonymous logins

Using the same password as user ID
Using password as password.

Using root login

Using system default logins

Weak passwords

Well-known passwords

Social Engineering

Typical scans:

Ping sweeps.

TCP scans.

UDP scans.

OS identification scans.
Account scans.

server

e

/A

e
—~

—_

J
E-Commerce
server

2.8 Running Snort

Figure 2.17 Account sweeps

A typical method of running Snort is:
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[ snort -v -chill.rules -dev -il -p -lc: \\bill -Kasci

where -c identifies the rules file, -v identifies verbose mode, -l defines the directory
for the alerts file (alert.log), and the +K option defines that the format of the log. An
example rule in the file is:

alert tcp any any - > any any (content:"the"; sid: 999;
msg:"The found ....";)

A run of the Snort gives: Interface number

C:\ Snort \ bin> snort -v -c bill.rules -dev -il1 -1bhill - K ascii
Running in IDS mode
-- == Initializing Snort == --
Initializing Output Plugins!
Var'_ADDRESS' redefined
Var' \ Device \ NPF_{3DFE7A22- 72FF- 458C- 80E2- C338584F5F71} ADDRESS' defined, value
len = 25 chars, value = 192.168.0.0/255.255.255.0
Initializing Preprocessors!
Initializi ng Plug - ins!
Parsing Rules file bill .rules
+++++ -+
Initializing rule chains...
1 Snort rules read...
1 Option Chains linked into 1 Chain Headers
0 Dynamic rules
+++++++++H+ -+

Tagged Packet Limit: 256

R [thresholding - config]

| memory - cap : 1048576 bytes

Ao [thresholding - global]

| none

Ao [thresho Iding - local]

| none

o [suppression]

| none

Rule application order: ->activati  on- >dynamic - >pass - >drop - >alert - >log

Log directory = bill
Verifying Preprocessor Configurations!
0 out of 512 flowbits in use.

Initializing Network Interface \ Device \ NPF_{3DFE7A22- 72FF- 458C- 80E2- C338584F5F71
}

Decoding Ethernet on interface \ Device \ NPF_{3DFE7A22- 72FF- 458C- 80E2- C338584F5F71
+-- [Pattern Matcher:Aho - Corasick Summary]  --------------m-m-m---

| Alphabet Size : 256 Chars
| Sizeof State  : 2 bytes

| Storage Format : Full

| Num States 14

| Num Transitions : 6

| State Density : 0. 6%
| Finite Automatum : DFA
| Memory : 2.23Kbytes
+
-- == Initialization Complete == --
i - *> Snort! <* -
0" )~ Version 2.6.1.2 - ODBEMySQL: FlexRESP - WIN32 (Build 34)
""" By Martin Roesch & The Snort Team: http://www.snort.org/team.html
(C) Copyright 1998 - 2006 Sourcefire Inc., et al.

Not Using PCAP_FRAMES
01/10 - 17:52:40.507621 0:15:0:34:2:FO - > 0:18:4D:B0:D6:8C type:0x800 len:0x86
192.168.0.3:10603 -> 146.176.222.183:2304 TCP TTL:128 TOS:0x0 ID:18857 IpLen:20

DgmLen:120 DF
*»AP*E Se(: Ox34EF0A67 Ack: 0x301650BD Win: 0x40B0O TcpLen: 20
52 5059 20 30 20 30 20 2E 20 30 20 3539 0D OA RPY 00 .0 59..
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43 6F 6E 74 65 6E 74 2D 54 79 7065 3A 2061 70 C ontent - Type: ap

70 6C 69 63 61 74 69 6F 6E 2F 62 65 65 70 2B 78 plication/beep+x

6D 6C 0D OA OD 0OA 3C 67 72 65 65 74 69 6E 67 3E ml....<greeting>

3C 2F 67 72 65 65 74 69 6E 67 3E 45 4E 44 0D OA </greeting>END..
=4+=4+=+4=4+=4+=4+=4+=+=4+=4+=4=4=4+=4=4+=4+=4=4+=4=4+=+ =4=4+=4+=4=4+=4=4+=4=4+=4=4+=4+=+=4+=+=+

[ Ol Uwl i Ol UEUDPOT wUuOOT wOil UPOUOWUUET | PEwWPBUT wlT 1|
[**] [1:999:0] The found .... [**]
[Priority: 0]
01/10 - 17:59:05.921463 0:15:0:34:2:F0 - > 0:18:4D:B0:D6:8C type:0x800 len:0x229
192.168.0.3:10688 ->6 6.249.93.99:80 TCP TTL:128 TOS:0x0 1D:19086 IpLen:20

DgmLen:539 DF
rxAPr* Seq: 0X54455E9E  Ack: 0x25828CFC Win: 0x4308 TcpLen: 20

[**1[1:999:0] The found .... [**] Alert!

[Priority: 0]

01/10 -17:59:13.124776 0:15:0:34:2:FO - > 0:18:4D:B0:D6:8C type:Oxouu e TUXZOF
192.168.0.3:10688 ->66.249.93.99:80 TCP TTL:128 TOS:0x0 1D:19096 IpLen:20

DgmLen:598 DF
HEAP** Seq: 0x54456091 Ack: Ox2582A1E9 Win: 0x3F4D TcpLen: 20

[*+] [1:999:0] The found ... [*]

[Priority: 0]
01/10 -17:59:13.236763 0:15:0:34:2:F0 ->0 :18:4D:B0:D6:8C type:0x800 len:0x1BB
192.168.0.3:10690 ->143.252.148.160:80 TCP TTL:128 TOS:0x0 1D:19102 IpLen:20

DgmLen:429 DF
rxAPr* Seq: OXCAB6A04D7 Ack: 0xB92991CD Win: 0x4470 TcpLen: 20

it can be seen that the date and time is logged for each &rt. The source and destina-
tion MAC addresses are also defined (Figure 2.18), along with the IP (Figure 2.19)
and TCP parts (as shown in Figure 2.20).

IP Header TCP Header
Header Iength| Type of service Source port
Total length Destination port
Identification
— Sequence number
0 | D| M | Fragment Offset
Time-to-Live Protocol

Header Checksum - Acknowledgement number

— Source IP Address Data offset Reserved/Flags
Window
— Destination IP Address Checksum
UrgentPtr
Src MAC|Des MAC] Type | Len Ethernet
[ [sremg]oes wac] Tyme | [ Stremer
[**] [1:0:0] The found ....
[Priority: 0]
01/16 - 22:27:3 762 0:60:B3:68:B1:10 ->0:3:6D:FF:2A:51 type:0x800
len:0x169
192.168.0.22:445 ->192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774
IpLen:20 DgmLen:347 DF
FHEAPRIE Seq: 0xF842A9D3 Ack: 0x3524EE7B Win: 0x4321 TcpLen: 20

Rememberé IP addresses can be spoofed é the MAC addresses cand (well
it® difficult).

Figure 2.18 Ethernet headers
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Snort creates logs for each portto-port connection for each host on the network (as
illu strated in Figure 2.21). A key element of detecting different types of traffic is in

IP Header TCP Header

Header length | Type of service Source port

| Total length Destination port

/ Identification

0 I DI M I / Fragment Offs}(\ — Sequence number
Time—tolLive I Prt\to&)l\ ‘ o )
/ Heade&ecksum \ — Acknowledgement number
~ / Source IP Address \ Data offset Reserved/Flags
Window
~ / Destination IP Address \ Checksum
\ UrgentPtr

[**] [1:0:0] The found .... [**¥]
[Priority: O]
- 22:27:35.286762 0:60:B3:68:B1:10

- >\Q:3:6D:FF:2A:51 type0x800

len:0x169 |

192.168.0.22:445 ->192.168.0.20:3554 TCP TTL:128 TOS:0x0 ID:774

IpLen:20 DgmLen:347 DF

Frk PRI Seq: 0xF842A9D3 Ack: 0x3524EE7B Win: 0x4321 TcpLen : 20

Figure 2.19 IP headers
IP Header TCP Header
Header length] Type of service Source port
Total length / Destination port
Identification s b
0 I DI M I Fragment Offset equence numboer

Time-to-Live I Protocol
Header Checksum

- Ack] Wled?ement number

~ Source IP Address foatapffset /| Reserved/Flags
/ Window ,
Destination IP Address / Checksu/ﬁ
/ Urgen;ﬁtr

[**] [1:0:0] The found .... [**
[Priority: O]

len:0x169

192.168.0.22:445
IpLen:20 DgmLen:347 DF
HEAPF Seq: OxF842A9D3 Ack: 0x3524EE7B Win: 0x4321 TcpLen : 20

Figure 2.20 TCP headers

the analysis of the TCP flags. These are (UAPRSF):

To o To To Do Do

U is the urgent flag (URG).

A the acknowledgement flag (ACK).

P the push function (PSH).

R the reset flag (RST).

S the sequence synchronize flag (SYN).
F the end-of-transmission flag (FIN).
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#H log ISP R
192.168.0.1 TCP_3423-445.ids --~~~ :
192.168.0.2 TCP_3424-139.ids !
192.168.0.3 . !
— TCP_3521-445.i /
192.168.0.20 CP_3521-445.1ds ;
192.168.0.21 TCP_3529-139.ids
%g%%gg 8%151 TCP_3554-445.ids /Log of traffic
.168.0. - R
192.168.0.60 TCP_3566-445.ids / between port 3423 and
: e /455 to/from 192.168.0.20
v
01/16 - 22:11:15.833440 192.168.0.20: 3423 ->192.168.0.22: 445
TCP TTL:128 TOS:0x0 ID:975 IpLen:20 DgmLen:48 DF
GEEEIG Seq: 0x26885B8B Ack: 0x0 Win: 0x4000 TcpLen: 28
TCP Options (4) => MSS: 1460 NOP NOP SackOK
B S o e e e e e e e e e e o e e e e e e e e e e e R et
01/16 - 22:11:15.835497 192.168.0.22:445 ->192.168.0.20:3423
TCP TTL:128 TOS:0x0 ID:653 IpLen:20 DgmLen:48 DF
wEARGE Seq: OXE9A4004C  Ack: 0x26885B8C Win: 0x4470 Tcplen : 28
TCP Options (4) => MSS: 1460 NOP NOP SackOK
R e e e e e e o =SB R B B e e Tl Sl SR R R S R B SR N Y
01/16 - 22:11:15.835571 192.168.0.20:3423 ->192.168.0.22:445
TCP TTL:128 TOS:0x0 ID:977 IpLen:20 DgmLen:40 DF
wekpreee Seq: 0x26885B8C  Ack: OXE9A4004D Win: 0x4470 Tcplen : 20

B s e s e =T R AR B A e B R R R R R S e S S )
Figure 2.21 TCP headers

2.8.1 3.8.1 TCP flags
A client-server connection normally involves an initial handshaking to negot iate the
connection, such as:

Client Server
1. CLOSED LISTEN
2. SYN -SENT -> <SEQ=999><CTL=SYN> SYN RECEIVED
3. ESTABLISHED <SEQ=100><ACK=1000><CTL=SYN,ACK> <- SYN RECEIVED
4, ESTABLISHED -> <SEQ=1000><ACK=101> <CTL=ACK> ESTABLISHED

This is known as the three-way handshake. It involves: a <SYN> from the client to
the server; a<SYN, ACK > from the server to the client (to acknowledge the connec-
tion from the server); and an <ACK> from the client to the server (to finalise the
connection). The SYN flag is thus important in detecting a client connecting to a
server. Thus, an incaning SYN flag is important in detecting the start of a connection
from outside the network to a server inside the ne twork, whereas an outgoing SYN
flag identifies a connection to a server outside the network. The main flags are:

F FIN SSYN R RST P PSH
A ACK UURG

and the following modifiers can be set to change the match criteria:
+ match on the specified bits, plus any others
* match if any of the specified bits are set

I match if the specified bits are not set

An example to test for SYN flag is:
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‘ alert tcp any any - > any any (flags:S; sid:999 )

It is often important to know the flow direction (such as coming from or going to a
sever), the main flow rules options are:

to_client. Used for server responses to client.
to_server Used for client requests to server.
from_client. Used on client responses.
from_server. Used on server responses.
established. Established TCP connections.

To o Do Do I

%OU Wl REOx Ol wOOwWUT U0wi OUWEOwWY%B/ weOOOI EUPOOWUOWU

alert tcp any any - > $HOME_NET 21 (flow: from_client;
content:"CWD"; nocase; message: "CWD incoming"; sid:999)

Figure 2.22 shows an example of the flags that are set. In this casethe A and S flags
identify the SYN, ACK sequence (which occurs when the server responds back to the
client for the connection. Notice that it goes S (SYN), S/A (SYN-ACK), and then A
(ACK), which completes the creation of the client-server connection.

IP Header TCP Header
Header length [ Type of service Source port
Total length Destination port
Identification
— Sequence number
0 I D I M I Fragment Offset

Time-to-Live I Protocol
Header Checksum

- Acknowledgement number

- Source IP Address Data offset I UAPRSF
Windgw—"
r Destination IP Address _cftecksam
1] UrgentPtr

01/16 - 22:11:15.833440 192.168.0.20:3423
TCP TTL:128 TOS:0x0 ID:975 IpLen:20 DgmLen:48
b Sid Seq: 0x26885B8B Ack : 0X0_WMATT;

1445

01/16 - 22:11; 192.168.0.22:445 ->192.168.0.20:3423
TCP TIL: S:0x0 ID:653 IpLen:20 DgmLen:48 DF
FEARXS* - Seq: 0XE9A4004C Ack: 0x26885B8C Win: 0x4470 TcpLen: 28

TCP Options (4) => MSS: 1460 NOP NOP SackOK <+— SYN/ACK
—t=t=+=+=t=t=+=+=+=t=t+=t+=t+=t+=+=+=+=+=+=+=+=+t=+=+=+=+=+=+=+=+=+=+ =+=+=+=+=+
01/16 - 22:11:15.835571 192.168.0.20:3423 ->192.168.0.22:445

TCP TTL:128 TOS:0x0 ID:977 IpLen:20 DgmLen:40 DF — ACK
ok [\ Rckok Seq: 0x26885B8C Ack: 0XE9A4004D Win: 0x4470 TcpLen : 20

B e e e e = E = e e e e A e e e e
Figure 2.22 Example flags

Alon g with this Snort can be used to analyse the ARP trarslations on the network.

This gives a pointer to the devices which are asking to resolve the MAC address of a
host (Figure 2.23). Note that the ARP requests are sent to everyone on the same ne
work (whic h is a domain bounded by router ports).
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Devices can

only communicate
directly if they have
they have the

MAC address and
IP address.

01/16 - 09:31:08.785149 ARP who
01/16 - 09:45:59.458607 ARP who

ARP request: Who has 192.168.0.168?

ARP request is broadcast to the network

- has 192.168.0.168 tell 192.168.0.22
- has 192.168.0.42 tell 192.168.0.216
- at 0:20:18:38:B8:63

01/16 - 09:45:59.459159 ARP reply 192.168.0.42 is
01/16 - 09:46:03.857325 ARP wh - has 192.168.0.104 tell 192.168.0.198
01/16 - 09:46:10.125715 ARP who - has 192.168.0.15 tell 192.168.0.38
01/16 - 09:46:10.125930 ARP who - has 192.168.0.38 tell 192.168.0.15

ARP reply is sent to the network, on which every node on the segment updates its ARP table

Figure 2.23 ARP log

2.9 User, machine and network profiling

One of the best ways of detecting human behaviour, especially in detecting fraud, is
to use user profiling. For this, an agent can detect a given user, and build up a profile
on them (Figure 2.24). If the behaviour of the user changes, it may be that an intruder
has used their account. For example a user might type at a speed of 30 words per
minute, whereas an intruder who has | ogged on as theuser might be detected if they
type at 60 words per minute. This method, though, has many ethical issues, which

would have to be overcome before it is implemented in a system.

Name: Fred McLean
Nationality: USA
Location: Washington

Gender: Male

Typical purchase: Fish Food
Average Purchases/week: 50
Average Value of purchases: $4
Browser used: |IE

Date of last purchase: 18 Sept 2008
Email address: f,

Name: Fiona Smith

Nationality: British

Location: Edinburgh

Gender: Female

Typical purchase: Computer equipment
Average Purchases/week: 5

Average Value of purchases: £30
Browser used: Mozilla

Date of last purchase: 6 May 2008
Email address: f.smith@nowhere

Typical purchase: Flowers
Average Purchases/week: 0.005
Average Value of purchases: (143
Browser used: Opera

Date of last purchase: 1 Mar 2007
Email address: m_weber@de

Name: Amélie Cheney
Nationality: French ,
Location: Paris
Gender: Female
Typical purchase: Clothes
Average Purghases/week: 70
Average Vaj(ie of purchases: (113
Browser uged: Mozilla

Date of Igst purchase: 16 Sept 2008
Email address: a.cheney@fr.edu

P Name: A.N.Other
Ve - 4l Nationality: Any
e .4 Location: Nowhere
4 Gender: Female/Male
” Typical purchase: High-value goods
Average Purchases/week: 1000

Average Value of purchases: $9999
Browser used: Not known

Date of last purchase: Today

Email address: doesnt@exist

Transactions are
checked
against user profile

Figure 2.24 User profiling
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Typical methods of profiling users might relate to typing speeds, applications which
they typically run, common typing errors, working hours, and so on. For host profi |-
ing it is possible to define a normal benchmark for a host. For example, a test could
be run for one day, and it would profile the machine as:

Processes running range = 20t 30
CPU utilization (average per minute) = 0¢ 30%
Free disk space (average per minute) = 100MB¢ 1GB
Memory Available = 1.2GBt 2.4GB

thus if the number of processes increased to 40, then this could be flagged as a dew-
tion from the norm. The calibration and training period is obviously important, in
order to not overload the adminstrator with false alerts.

For network profiling, it is possible to listen to network traffic for a given amount
of time, and define benchmarks on normal traffic. For example a profile might be:

IP traffic (per hour) = 30-85%
TCP traffic (per hour) = 2575%
HTTP traffic (per hour) = 30-50%
FTP traffic (per hour) = 0-5%

Thus the detection could be based on monitoring the amount of traffic over hourly
periods, and if it went outwith these limits, the system would generate an alert. An
example might be if the FTP traffic increased to 10% over an tourly period. This
might help ide ntify large amount of uploads/downloads for file transfer.

2.10 Honey pots

Sometimes it is possible to create a honeypot, which attracts an intruder so that they
can be caught before they do any damage. It also can help to idenify the propagation
of viruses and/or worms. An example of a low interaction honeypot is Honeyd,
which uses typically scripts to simulate a host (Figure 2.25). Honey pots are currently
under investigation by many researchers, but may have some moral issues, as they
can be setup to trap intruders. A honey pot is typically setup with required wea k-
nesses, such agFigure 2.26):

Default administrator/password.

Dummy users with weak passwords.

Ports open for connection.

Reacing to virus/worm systems (but simulate conditions).

o 3o Do I

The main types of honeypots are:

1 High -interaction honeypot . This simulates all the aspects of the operating system
and the device.
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1 Low-interaction honeypot . This simulates only part of the network stack (such as
for Honeyd). It can be virtual (from a virtual machine) or simulated by a real m a-
chine.

An example script for Honeyd in order to simulate a Windows XP host, which has
open ports of 110 (POR3), 80 (Web), 21 (FTP) and 22 (SSH), and blocked ports of 25
(SMTP) and 139 (NetBIOS)

create default

set default personality "Windows XP"

set default default tcp action reset

add default tcp port 110 "sh scripts/pop.sh”

add default tcp port 80 "perl scripts/iis - 0.95/main.pl"
add default tcp port 25 block

add default tcp port 21 "sh scrip ts/ftp.sh"

add default tcp port 22 proxy $ipsrc:22

add default udp port 139 drop

set default uptime 3284460

which is using and an example of a simulation of a Cisco PIX firewall with an open
Telnet port:

### Cisco router

create router

set router personal ity "Cisco PIX Firewall (PixOS 5.2 - 6.0)"
add router tcp port 23 "/usr/bin/perl scripts/router - telnet.pl"
set router default tcp action reset

set router uid 32767 gid 32767

set router uptime 1327650

# Bind specific templates to specific IP address

#1fno tbound, default to Windows template

bind 192.168.1.150 router

-’

create defaul t
set default personality "Wndows XP"
set default default tcp action reset
add default tcp port 110 "sh scripts/pop.sh”
Open ports: 110 (POP- add default tcp port 80 "perl scripts/iis-0.95/ min.pl"
RGN NA NI ocid default tcp port 25 bl ock
22 (SSH) add default tcp port 21 "sh scripts/ftp.sh"
add default tcp port 22 proxy $ipsrc:22
add default udp port 139 drop
set default uptime 3284460

### Cisco router

create router

set router personality "Cisco PIX Firewall (Pix0S8 5.2 -
6.1)"

add router tcp port 23 "/usr/bin/perl scripts/router-
tel net.pl"

Low-interaction .
set router default tcp action reset

honeypot. This

R set router uid 32767 gid 32767
SINAEICNCYIREURSRUR o [ outer uptine 1327650
RIS E ACTCRCIl ++ Bi nd specific templates to specific |P address

iR ; for Honeyd) # |f not bound, default to Wndows tenplate
High |nteract|gn - can be virtual (from a virtual bi nd 192. 168. 1. 150 router
X honEyPOt- This machine) or simulated by another
simulates all the aspects machine.

of the operating system

Figure 2.25 Honeyd

78 Securityand Forensic Computing
























































































































































































































































































































































































































































































































































































