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Outline Detalls

Module Leader: Prof Bill Buchanan

Module number: CSN10102

Email: w.buchanan@napier.ac.uk

Telephone: X2759

Web page: http://buchananweb.co.uk/index_asfc_napier.html
Within ProfSIMS : Adv Security and Network Forensics (link)

MSN Messenger: w_j_buchanan@hotmail.com

Version : Semester2,2010/2011

Associated Software

1. NetworkSims.com ProfSIMS (install and register with your Napier email a  d-
dress)
http://www.dcs.napier.ac.uk/~bill/napier.zip

2. Toolkit
http://buchananweb.co.u k/dotnetclientserver.zip

3. WinPcap
See WebCT

4. Snort (Windows)
See WebCT

5. Visual Studio
Please register onto the MSDN AA, and download Visual Studio 2008 Otherwise
download it from http://www.dreams park.com (use Athens to authenticate
yourself).

NetworkSims ProfSIMs

The NetworkSims ProfSIMs package can be downloaded from:
http://www.dcs.napier.ac.uk/~bill/napier.zip
and contains an up-to-date version of the tests for each of the chapters. The follow

graphic shows the main user interface. From this screen you should be able to access
a range of related material.
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Description
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Bl Advanced Security and Network Forensics

[Home] The following provides an overview of some advanced topics in security and netwaork forensics.

Unit 1: Fundamentals

Lecture.
Tutorial.
+ Lab 1: [Investigate Linux Services and start developing the Toolkit]
0 Accessing services on Windows 2003 (using stand-alone VM image). This gives an overview of accessing important services, such
as Telnet, FTP, SMTP, and so on, from Linux.
O Accessing services on Windows 2003 (using the cluster). [Demo on the cluster]
2 Toolkit 1 demo. This provides an overview of Toolkit 1 lab for Lab 1. Source code [here].
Associated software:
o Toolkit. This is a program which can be used to investigate client/server applications [demo]. Run client.exe and it should have the
client and server program in it. Also it contains a packet capture tab, where you can see the network connections.

Unit 2 Vulnerabilities and Threats

Lecture. [Standalone version]
Tutorial.
Lab 2: [Investigate Unix Services, SQL Injection and further Toolkit]
o Demo of Linux services. This gives an averview of accessing important services, such as Telnet, FTP, SMTP, and so
an, from Linux (Lab 2).
o Toolkit 2 demo. This provides an overview of Toolkit 2 lab for Lab 2 (Page 187). Source code [here].
Demos:

Connecting to the cluster

From an Internet Explorer browser, connect to: 146.176.166.54 (or
Im2003.napier.ac.uk), and accept the exceptions for the digital certification. Next
connect to the Advanced Security and Network Forensics workspace (see Figure 1).

@ VMware vCenter Lab Manager - Security and Forensic Computing » Configurations - Windows Internet Explorer =HICH X
@U' [ hieps://146:176.166.54/LablManager/ ControlPanel Workspace/Ce v by Certficate Error | & [+¢| < | [ 2z £~
File Edit View Favorites Tools Help
& Convert ~ [0 Select
¢ Favorites | 5k @] Front Cover @ Suggested Sites v 2| Get More Add-ons
o
o VMware vCenter Lsb Manager - Security and For... T~ v [ em v Page~ Safety~ Toolsv @~
Edinburgh Nap\er' -
e Configurations | Users |_Groups \LResuur-ce Pools
New Configuration... Import Configuration...
t Napier SOC All Configurations in This Werkspace
Oveniew
. C ! Confi 1t N £ Staty Owi Work: Sh,
Buid and Deploy onsoles onfiguration Name atus ner Workspace zzm ||
Workspaces [E] Instancea Deployed bill Ezpc\er =3
Seaurty and... Security and
All Configurations E“c':wﬁ‘;ng
Ubuntu
[E] NapierwIndows2003 Undeployed Bill Napier &
Library soc/
WM Templates fjf::':é aad
Network Templates Computing
Media [E] Ubuntu Deployed bill Napier =
. soc/
Monitor Security and
Adtivity Log Forensic
Recource Usage Computing
Deployed Machines < |« » | =/ configuratien (1..3 of 3)
Manage il
P P— m ] b
Done @ Intemet | Protected Mode: Off v R10% -

Figure 1: Advanced Security and Network Forensics Workspace
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Module Definition

Name: Advanced Security and Network Forensics
Module Leader: Prof WJ Buchanan, School of Computing
Contact: w.buchanan@napier.ac.uk, Room: C.63
MSN Messenger Contact: w_j_buchanan@hotmail.com

Lectures: 24 hours

Practical: 24 hours

Student Centered Learning: 152hours

Book: [1]

Module content

The aim of the module is to develop a deep understanding of advanced areas related
to security, digital forensics and next-generation Web-based systems, that will allow
graduates to act professionally in the design, analysis, implementation, and reporting

of enhanced software systems, security strategies, and in forensic computing invesi-
gations. An outline of the main areas includes:

=
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Security Threats, Security Models, Security Evaluation, and Mitigation Strat egies.
This involves an in-depth analysis of a range of current threats.

Secure Architectures/Frameworks.

Network, Cloud, e -Discovery and Mobile Forensics.

Data hiding. Data hiding methods, Covert Channel Analysis, Stenography.
Cloud/grid computing. Principles, distributed architectures, and layered a p-
proaches. Data grid and Semantic Web. Cloud/grid applications.

Service-oriented architectures (SOAS). Interfacing to SOAs, middleware infr a-
structures, and discovering services.

Web-service/Remoting infrastructures and Service Platforms. Example Clouds
(Amazon EC2, Google, and so on), Web security (Focus on Wekbased infrastruc-
tures, XAML and WS -*, SAML), Next Generation Web-based Systems.

Web Security, Authentication infrastructures. Princi ples, Kerberos, enhanced and
scalable authentication infrastructures.

Virtualization methodologies. Software -/Hardware -as-a-Service (SaaS/HaaS),
Fault tolerance and reliability, Distributed data storage/Clustering. High -
performance computing.

Adv Security and Forensic ComputingV.Buchanan



Week | Date Academic Assessment Lab/Tutorial

2 24/01/12 | 1:Introduction Lab 1: Windows Services/
Toolkit 1 (Cmds)

3 31/01/12 | 2: Threats Lab 2: Linux Services/
Toolkit 2 (WinDump)

4 07/02/12 | 3: Network Forensics Lab 3: Vulnerability Analysis/
Toolkit 3 (Snort/Nmap)

5 14/02/12 | 4: Data Hiding Lab 4: Network Forensics/
Toolkit 4 (Packet Capture)

6 21/02/12 | Revision Lab 5: Data Hiding/
Toolkit 5 (Analysis)

7 28/02/12 MCQ Test 1 Lab 6: Secure Connections/
Toolkit 6 (Data Hiding)

8 06/03/12 | 5:Web Infrastructures Lab 7: SAML/
Toolkit 7 (URL cache)

9 13/03/12 | 6: Cloud/grid computing Lab 8 Using AWS (Web, Database, Telnet and
FTP)

10 20/03/12 | 7:Disk and Live Forensics Lab 9: Using AWS (LAMP)

11 27/03/12 | Professional Certification (CEH) Lab 1G Integrated Forensics

12 03/04/12 | Professional Certification (CEH)

13 24/04/12 MCQ Test 2/

C/W hand-in
14 01/05/12
15 08/05/12

Security and Forensic Computibg




1 Introduction

8 On-line lecture: http://buchananweb.co.uk/adv/unit01.html
8 Tutorial: NetworkSims

1.1 Objectives

The key objectives of this unit are to:

Provide an outline of risk, and the terminology used.

Provide an outline to a range of threats.

Understand the usage of client/server connections.

Outline the usage of services on Windows and Linux, and provide an introdu c-
tion to service-oriented infrastructures.

1 Provide a practical background in Windows and Li nux for services, logging and
auditing.

= =4 —a A

1.2 Introduction

ISO 27001/2 is a key standard and defines best practice related to information seg-
rity. An important element of this standard is the assessment of risks, and their
associated threats. This chapter outlnes some of the key classifications of threats, and
Unit 2 discusses how vulnerabilities can be assessed. It also aims to define some of
the terminology that can be used to define a security incident, and outlines a formal
taxonomy which defines common def initions for key terms. The ISO 270Q/2 stan-
was published in the 1990. It recently changed from ISO/IEC 17799 to ISO/IEC
2700L/2 and provides a benchmark for most areas of security. Overall it de fines 12
main areas, which are defined in Appendix A.

The key focus of this chapter is to provide a background to key areas, including
the integration of services within computing environments, as this will provide a
core to the module. It thus covers the key principles of client -server communications,
where a service is advertised at a known Internet address, on a defined TCP port. A
client can thus easily find the service, if it knows both these parameters. This type of
communicati on is the standard one used on the Internet, and is also the basis of se
vice-oriented architecture, where services are distributed around a network. In this
way it becomes easier to provide robustness and maintenance, while allowing de-
vices of limited capacity access to services which they might not be able to normally
support on a local basis. Much of modern security and network forensics are also
build around the usage of services, thus they will provide a key focus of the rest of
the module.

1.3 Security Taxonomy

Along with defining an ontology to allow a wide range of professionals to use a
standardized method of defining risk, there needs to be clear classifications for

6 Advanced Security and Network Forensics
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threats and their mitigation procedures. Abbas (2006), for example, defines a taxm-
omy for Internet security with a number of attack strategies:

)l

Manual Penetrating the System and/or Individual Privacy . This includes meth-
ods and techniques that define the manual system penetration and includes
password cracking, social engineering, and masquerading.

Data Interception, Interruption, and Replaying . This includes methods of inter-
cepting information or communication processes, and includes the tampering of
transmitted data.

Biometrics and Physical Token . This includes attacks related to physical and
biometrical methods, such as for copying a biometric scan, and their associated
processes.

Defeating Mechanisms and Policy . This includes comprising the authentication,
authorization, and access control infrastructure and their associated policies.
Malicious Code . This includes malicious software, viruses, malfeasant code,
bugs, coding problems, and so on.

Distributed Communication Systems . This includes methods to attack that uses
network communication protocols, such as for Distributed Denial of Serv ice
(DDoS).

A fairly abstract representation is provided by Hollingworth (2009) which classifies a
security incident in terms of threats, attack tools, vulnerabilities, access methods, re-
sults and objectives. For example (Fgure 1.1):

A Threat:

9 Hacker.

1 Spies

9 Terrorists.

9 Corporate Raiders.

9 Professional Criminals.
i Vandals.

9 Military Forces.

is achieved with Attack Tools :

9 User command.

9 Script or program.
1 Autonomous Agent.
I Toolkit

9 Distributed Tool.

91 Data Tap.

for Vulnerabilities :

1 Implementation vulnerability.
1 Design vulnerability.
1 Configuration vulnerability.

with Access

9 Unauthorized Access of Processes for:
9 Unauthorized Use of Processes for:
9 Files.

W.Buchanary



 Data in transit.
7 Objects in Transit.
9 Invocations in Transit.
which Results in:
9 Corruption of Information.
9 Disclosure of Information.
9 Theft of Service.
9 Denial-of-Service.
for Objectives :
9 Challenge/Status.
9 Political Gain.
9 Financial Gain.
9 Damage.
1 Destruction of an Enemy.

Thus for the Russian attack on Estonia with a denial-of-service attack might be de-
fined with:

[Government Agents] used [Autonomous Agents] to exploit a [Design Vulnerability]
for [Unauthorized Use] of [Processes] for [Invocations in Transit] which resulted in a
[Denial -of-Service] for [Political Gain]

A Is achieved for Vulnerabilities
Threat with Attack Tools (eg design
—l " (—- . —-
(eg Spies) (eg Toolkit) vulnerability)
with
. Access
Objectives in, for Results which (eg Unauthorized
DJect . | (eg Theft of -4
(eg Financial Gain) [ Seni Access for
ervice) Processes)

Figure 1.1 Security incident taxonomy

1.4 Threats

Kent (2003) defines that a threat relates to an adversary motivated and capable of &-
ploiting a vulnerability. From now on, an adversary will be known as an intruder.
There are various properties which can relate to this threat, including:

Accessibility/Opportunity

Asset Financial Value .

Asset Security Value .

Attacker Sophistication/knowledge

Coordination/synchronisation . This might involve the amount of co -ordination
or synchronisation required to exploit the vulnerability, such as related to the co -

= =4 -4 —a
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ordination of bots in a Distributed Denial -of-Service attack.

1 Knowledge . This might relate to the amount of knowledge that an intruder r e-
quires for exploit the vulnerability.

1 Progression. This might relate to the setup of backdoors and Trojans.

1 Threat characteristics.

The following defines some relevant threats.

Hardware misuse

There are many forms of hardware misuse including:

1 Logical scavenging. This involves scavenging through discarded media (Figure
1.2).

1 Eavesdropping . This involves inter cepting communications (Figure 1.2).

9 Interference . This involves the actual interference of communications, such as in
jamming communications, or modifying it in some way (Figure 1.3).

1 Physical attacks. This involves an actual physical attack on the hardware (Figure
1.3).

1 Physical removal . This involves the actual physical removal of hardware.

Andy Jones and Prof Andrew Blyth from the University in Glamorgan, in 2008/2009,
found that an analysis of 300 discarded disk showed that 34% of the disks still had
personal information, which included health care and banking information (inclu d-
ing a 50 billion Euro currency exchange). One of the disks even contained details of
the test launch procedures for the THAAD (Term inal High Altitude Area D efence)
ground -to-air missile defence system, which is a system designed to destroy long
range intercontinental missiles. As much as possible organisations should have a
predefined plan on how they discard of their equipment, espec ially for electronic
media (normally USB sticks) and for hard disks. The term used in the US for logical
scavenging is dumpster diving.

Physical attacks and removal can cause major problems with security, and thus
organisations require a strong policy on protecting hardware, including padlocking
equipment within locked cabinets, within restricted zones.

Environmental risks

Computer equipment is fairly sensitive to changes in environmental conditions, e s-
pecially related to temperature and humidity changes. This could involve risks
related to ventilation, humidity control, and system cooling. Computer equipment
can also be affected by power supply changes, including power spikes and surges,
power blackouts, and reduced power levels (sags and brownouts). Often these env-
ronmental risks are caused by operating conditions (especially the weather and local
supplies) or human/process failure, but may be part of a computer environment at-
tack from an intruder.

W.Buchanar®



Eavesdropping

Eavesdropping. This
involves intercepting
communications.

Logical scavenging.
This involves
scavenging through
discarded media.

Figure 1.2 Eavesdropping and logical scavenging

Figure 1.3 Interference and physical attacks

Interference

Interference. This
involves the actual
interference of
communications, such
as jamming
communications, or
modifying it in some
way.

External misuse

Physical
attacks

<

A

¢
L

~ / actual physical

Physical
removal

Physical attacks.
This involves an

actual physical attack
on the hardware.
Physical removal.
This involves the

removal of hardware.

External misuse involves some form external interference with internal users within
an organization, normally involving some form of social engineering attack. This
might i nclude:

)l

Visual spying 6 w3 T PUwPUwUI I wEEUUEOQwxT aUPEE
keystrokes or mouse clicks (Figure 1.4).

o

w

Misrepresentation . This involves the actual deception of users and system opeia-
tors, and is a form of social engineering (Figure 1.4).

10 Advanced Security and Network Forensics
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Often misrepresentation occurs through a telephone call, a meeting in-person, an do-
servation of the person, or through email. Typical methods in clude gaining a
background knowledge of an individual, such as through dumpster diving or on -line
searching (such as Facebook), and then focusing on them to mine them for informa-
tion. For example if an intruder targets a certain user, a search on the Intemet might
T DY wOTT OQwUT 1 PUwOOUT 1 UzUwWOEDPET Otar@ek €ayirigw 31T 1 a wE C
they were their mobile phone company, and saying there was a problem with their
direct debit, and thus gain the bank account of the user. Armed with this, and a
knowle dge of the target, could allow them to gain access to privileged inform ation.
Typical method used to mitigate against social engineering attacks are to:

1 Improve training for users.

9 Define strict policies about the kind of information that is allowed to b e given
over communications channels. For example a bank will never ask for a full
password, and will typically only ask for two or three characters from a
passphase.

1 Enforce a system of badges and ID cards.

In many cases, it is people who are the weakes link in a security infrastructure, and
not the actual technological design/implementation.

Mis-
representation

Visual spying

Misrepresentation.
This involves the
actual deception of
users and system
operators.

Visual spying. This
actual physical viewing
a userd activities, such
as their keystrokes or
mouse clicks.

Figure 1.4 Visual spying and misrepresentation

Pests

Pest are malicious pieces of software which hase been created for the purpose of &-
ploiting a host machine. These types of threat are often detected using a signature
scanning program, such as for a virus scanner or an intrusion detection system. Ex-
amples include:

1 Trojan horses. This involves users running programs which look valid, but i n-
stall an illicit program which will typically = do damage to the host (Figure 15).

W.Buchanarll



1 Logic bombs. This involves the installation of a program which will trigger at
some time in the future based at a given or pre-defined event, such as for a ce-
tain user logging-in, or a messag from a remote system (Figure 15).

1 Malevolent worms . This involves a worm program which mutates in a given
way which will eventually reduce the quality -of-service of the network system,
such as usng up CPU resources, or taking up network band -width (Figure 1 .6).

1 Viruses. This involves malicious programs attaching themselves and which self
replicate themselves (Figure 16).

Logic bombs. This
involves the installation
of a program which will

Trojan horses. This
involves users running
programs which look

trigger some time in
the future based on
time or an event.

valid, but install an illicit
program which will
typically do damage to
the host.

s Best project ever!
Click here

Trojan h .

The email contains a
Trojan virus

Figure 1.5 Trojan horses and logic bombs

Viruses
Viruses. This involves
attaching program
which self replicate
themselves.

Malevolent worms.
This involves a worm
program which mutates
in a given way which
will eventually reduce
the quality of service on
the network, such as
using up CPU T —
resources or network e |EE = w

bandwidth.

Metwork 1 Mbps | Memory 100 Hard...

Disk - 1 e 100% Feghest Adie Time

Netwark 9 Kops W % Hetwerk Ut

Mamory 108 Hara Fautziee M S3% Usea i Memary

Figure 1.6 Malevolent worms and viruses
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Active misuse

An

for:

active misuse threat normally involves some form of proactive method, such as

Incremental attack . This involves damaging a system using an incremental ap-
proach.

Denial -of-service (DoS). This involves attacking a host with continual requests
for services, which eventually r educes its performance (Figure 17). With a dis-
tributed DoS (DDoS), remote hosts make continual accesses to hosts, such as
continually r equesting a connection (SYN flood).

Active attack . This typically involves entering incorrect data with the intention to
do damage to the system (Figure 17). An example threat with this involves
buffer overflows, where the intruder intentionally enters data into a program,
which overfills the memory area reserved for input variables. This overflowing
can affect other data, or can even affect the actual program code. The major prb-
lem involves older prog ramming languages such as C and C++, which allocates
defined areas for their variables, and does not typically check for the size of the
data input. Modern languages such as Java and C# use dynamic variable sizes,
where more checking is done on the input d ata, in which one variable cannot af-
fect another one.

Passive misuse

Passive misuse is a threat where an intruder attacks a system using methods that
look fairly passive in their scope, but where they try to exploit a weakness in prot o-
cols/methods. This includes:

1
1

Browsing . This issues random and/or selective searches for information.
Interference/aggression . This involves exploiting database weaknesses using n-
ferences (Figure 1.8). In the example in Figure 18, the user is not allowed to see
the individu al marks of students, but is allowed to see the average of a number of
students. It can be seen that for three students, and three queries for an average
mark of each of each group of two students, results in the inference of their indi-
vidual mark. Inferen ce is difficult to defend against, as there are an almost
infinite number of ways that someone may view data, and the only way to ove r-
come it is to make sure that the queries allowed on a system is limited to valid
ones.

Covert channels. This involves hiding data in valid communications, such as
with network traffic or by passing information through the creation of timed
events (Figure 1.9). Many of the modern Internet protocols were created at a time
where security was not a major factor. They are thus often flawed, and there are
many fields where data can be hidden. For example, the IP header contains a TTL
field, which is ignored by more hosts, and can be used to hide data.

W.Buchanaril3



Firewall

Tt /

Continual requests for the /
service, such as requesting \
large files from a Web server \

End-source DoS. Exhaust the
services on a server.

Network bandwidth DoS.
Exhaust the network bandwidth.

Web FTP Server
Server

Figure 1.7 DDoS

Active attack

. . . . Possible buffer
Active attack. This entering incorrect overflow attack

data with the intention to do damage to where the intruder
tries to put incorrect

the SyStem- information into the ~
page &

," Google - Windows Internet Exp

a 3\7 & hitp://www.bbc.co.uk/?argl < | X [| Google

File Edit View Favorites Tools Help & -
¢ < | 8 Google 2 v B ~ & v [ Page v () Tools
Web |mages Maps News Shopping Mail mare v iGoogle | Signin  *

Google

Advanced Search

]

Freferences

Google Search

Search: @ the web ©

Advertising Programmes - Business Solutions -

Make Google your hd

©2008 - Frivacy)

Figure 1.8 Active attack
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Inference. This involves exploiting
database weaknesses using
inferences. For example é the marks for

Inference

any student is not allowed, but
the average a number of
students is allowed.

Mark: Mark:

Query: Average(Bob,Alice) -> Av;= (B+A)/2
Query: Average(Bob,Eve) -> Av,= (B+E)/2
Query: Average(Alice,Eve) -> Avs= (A+E)/2
AV]_'AVZZ(A-E)/Z

AVi-AVo+AV; = (A-E)/2+(A+E)/2=A |

Alice® mark is Avq-Av,+Avs

Alice® mark=Av;-Av,+Av;=15-20+25=20 Av3=25

Figure 1.9 Inference

Covert channels. This involves hiding data in valid
channel .
network traffic.
) Timing channel. Transmit with relative timing of
events.

Storage channel. Modify an object (such as adding
to network packet headers).

Goodbye!

IP Src: 10.0.0.1 IP Src: 10.0.0.1
| P Dest:192.168.0.1 I P Dest: 192.168.0.1
TTL: 6006 TTL: 6GB

Eve reads the data packets, and the
message seems valid, but the message
fiGoo is hidden in the packet headers.

Figure 1.10 Covert channels

Masquerading/spoofing

These types of threats normally involve some form of impersonation of a device or a
user, or involve obfuscation of the source of the threat. Examples of this include:

1
1
1

Impersonation . This involves the impersonation of a user/device (Figure 1.11).
Spoofing . This involves the spoofing of devices (Figure 1.11).

Piggy back attacks. This involves adding data onto valid data packets (Figure
1.12).

Network weaving . This involves confusing the system as to the whereabouts of a
device, or confusing the routing of data. A typical technique used for this is to
hide operations behind NAT (Network Address Translation), or to use a proxy

W.Buchanarl5



agent to perform an action (Figure 1.12).

Im-
personation

o
Spoofing. This

involves the ¢
spoofing of y '
devices.

Impersonation. This
involves the
impersonation of a
user/device.

16n a nuclear
scientist

16n a brain
surgeon

Figure 1.11 Spoofing and impersonation

[

attacks. This Network weaving.

This involves
confusing the system

involves adding
data onto valid @3
data packets. onto the whereabouts

of a device, or
confusing the routing.

:
L

-
\\
N
Helloé Goodbye 8

A virus has
piggybacked
onto an email

Figure 1.12 Piggy back and network weaving

Bypasses

These type of bypasses include:

1 Trap door impersonation . This involves the creation of pages or login screens
which look valid, but are used to gain information from a user, such as for their
bank details, or login password (Figure 1.13).

9 Authorization attacks . This involves trying to gain access to a higher level of au-
thorization than is valid for the u ser, such as with password attacks.

16 Advanced Security and Network Forensics



Authorization
attacks. This
involves trying to
gain access to a

Trap door impersonation. This

involves the creation of pages or
login screens which look valid, but

are used to gain information from a
user, such as their bank details, or
login password.

higher level of
authorization than
is valid for the user,
such as with
password attacks.
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Figure 1.13 Authorization attacks and trap door impersonation

1.5 Service-oriented infrastructures

The first few generations of computers were based around centralized systems, with
terminals which accessed central mainframe, which ran processes for them. With the
introduction of the IBM PC, more software was installed locally on m achines, and
centralized services were used for key applications such as for network storage and
email. As networks and, often, servers, were initially unreliable, most PCs were setup
to run most of their applications locally. As the reliability and spread of networks has
increased, there has been a tendency to move applications and sevices away from
the local machine to distributing them around a network. This makes it easy to u p-
date software without requiring the local installation of updates. The main benefit,
though, is that distributed services provide a fairly robust infrastructure , and it al-
lows for the processing to move from the localized machine to networked services,
which increases the scope of the devices that can access applications. For example, a
mobile phone typically has limited processing and storage facilities, but wit h a se-
vice-oriented architecture, it is possible for them to access large scale processing
facilities, along with access to mass storage.

Figure 1.14 shows an example of creating a serviceoriented architecture, where
services can either be local, domain, remote- or cloud-based. Firewalls can block the
access to services, including hostbased, local and domain firewalls, each of which
can block services at their different levels. Typical services include proxy services,
directory services, Web services,file transfer services, email services, and so on. Ga-
erally, to aid robustness, there is a move towards having multiple service points, so
that the infrastructure can cope with network outages.

Servers are normally used to provide networked services, as these are typically
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built in order to be robust for their power supplies, their storage, their network co n-
nection, and so on. In the past, servers have often run a range of services, such as
email and file services, but generally most organizational servers are now setup to
focus on providing one type of service, thus distributing services across a range of
servers.

A service connection has a client connecting to a service. The definition of the
service is normally found using an IP address to find the server, and a TCP/UDP port
to define the connection point on the server in which to connect to. The connection
thus becomes:

IP(host)Port(host) -> IP(service)Port(service)

Normally the IP(service) and Port(service) are well know so that hosts can access
them. On the Internet, each of these mapping must be unique, thus Port(host) re-
quires to change in order to make the mapping unique (Figure 1.15). Typical service
ports are 80 (HTTP), 21 (FTP), 23 (Telnet), 25 (SMTP), 110 (POP3), but increasing the
port used is 80, and the services are tunnelled through this port as firewalls tend not
be block HTTP access. The services can also run locally on a host, and can access their
own services in the same way as they are done remotely.

Domain services (DMZ) | Email
Email | server
i mal | FTP
File server
server ‘ } server
N |
Proxy Web
server FTP server
§ server

I
I

Web [ Directory

Directory server \ server
server I
I
| Remote services
Local firewalls |
I
Local \ )
firewall I \ Dlregtory
‘ Local I & services
§] services Domain
S firewalls Email Web

; & services @ services
I
Hosts @ !
Q9 |
I

Cloud-based services

Figure 1.14 Security policy definition, implementation and verification
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TCP/UDP | TCPPort —— TCP Port . TCP/UDP
Port (Host) (Service) Port
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Figure 1.15 Port binding for services

IP (Service) &

IP (Host)

8
http://buchananweb.co.uk/adv_security_and_netwo rk_forensics/dotnetclient/dotnetc
lient.htm

1.6  Security policies

Often military analogies are used in security, and the equivalent of having inte rnal
and external attacks is equivalent to fighting an external army at a defensive line,
while also being attacked from behind a defensive line. In networked systems, with
security, there is no attack, as the goal is purely to defend. Overall the key factor in
any security system is that the aims and objectives of the organization must map di-
rectly onto the implementa tion of the security policy.

A networked system is a complex entity, composed of many elements, such as
hardware devices, operating systems, application programs, file systems, and users.
In a highly secure system the overall system should be also be brolen down into en-
tities, each of which have security policies for individual users, and also for groups of
users. For example, a networked printer should have a policy which restricts access
to individual users, and also groups of users. Often in a hierarchal network the enti-
ties should inherit security policies from the hierarchy above them. For example with
file dire ctories, the subdirectories will often inherit their security policies from the
level above, unless otherwise stated. This type of approach typically simplifies the
security policy for the overall system.

Often the key elements of any security policy are to:

9 Deter. This is where the system is designed and implemented in order to initially
deter intruders from attacking the system in the first p lace.

I Log. This is a key element in modern systems which require some form of log-
ging system. It is important that the data that is logged does not breach any civil
liberties, and is in a form which can be used to enhance the future security of the
system.

1 Detect. This is where detection agents are placed within the network to detect
intrusions, and has some method of tracing the events that occurred in an intru-
sion, so that it can be used either in a forensic computing investigation, and/or to
overcome a future intrusion. Organisations often have many reasons for detect-
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ing network tra ffic.

1 Protect. This is where policies are created which protect systems, users and data
against attack, and this potential damage. A key element of this is to protect them
against accidental damage, as accidental damage is often more prevalent than
non-accidental damage.

1 React This is where a policy is defined which reacts to intrusions, and defines
ways to overcome them in the future. Often organisations do not have formal
policies for this type of activity, and often rely on ad-hocarrangement, where the
method of reacting to a searity breach is created after the event.

1 Recover. This is where policies are defined to overcome any system damage,
whether it is actual physical damage, the abuse of users; or the damage to data.

1 Audit/verify . It is important that the security policy allows for a uditing and for
the verification that it achieves its requirements.

Security, typically, focuses on the detection, protection and recovery from an attack,
whereas forensic computing focuses on not just the malicious activity, but also in
capturing the after-affects of an attack, as well as for norn malicious behaviour. A key
component is that security tends to focus on the assumption of guilt within attacks,
whereas forensic computing must focus on both malicious and non-malicious data so
that a fair case can be presented for an investigation. This a forensics policy will typi-
cally focus on the detection of events, and the associated procedues. The key focus
for the forensic computing parts of this module will be on:

1 Log. This will define the data that is recorded, and, possibly, the rights of the data
to be viewed by certain individuals within an o rganisation.

1 Detect. This would be the activities which were to be detected for forensic inve s-
tigations.

1 React This is where a policy is defined which reacts to malicious activities, and,
especially in a forensic computing investigation, the procedures i nvolved.

1 Audit/verify . It is important that the forensics policy allows for auditing and
verification that it achieves its requirements.

1.7 Defining the policy

A key element of security is to have a policy which is defined at the highest -level in
the organisation, and which is well -known to the emplo yees in the organisation.
Also, if there is public access to the network, they should also be informed as to the
security restrictions pl aced on the network. Figure 1.16 shows a transparent and au-
ditable system where the policy is defined at the highest level, and includes: the aims
and objectives of the organisation; the legal moral and social responsibilities of the
organisation; and the technical feasibility of the policy. These are then decided upon,
and a policy is implemented by technical staff. A key feature is that this policy
should be audited in some way, and also verified that it achieves the policy requir e-
ments.
There are possibly many different types of network/user activity that should be

detected and which could breach the aims and objectives of the organisation, or
which breach the social, moral and legal responsibilities of the organisation. Exam-
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ples of classifications for attacks might be:

Attempted administrator privilege gain.
Attempted user privilege gain.
Denial-of-service.

ICMP event.

Information leak.

Network scan.

Non-standard protocol.

Policy violation.

Suspicious string detection.
Suspicious login.

Trojan activity.

Unusual client-port connection.
Web application attack.

= =4 4 -8 -8 -8 -8 -8 -9 _-9_°a_°a._2

There are many examples of network traffic/user activity tha t might be monitored
with an intrusion detection system (IDS). It can be seen that it is not just treats to the
network, but also activities that might be wasteful in resources, or which breach s o-
cial and moral rules. It can often be just as embarrassing br a user in an organisation
to be involved in an immoral activity, than it is to have a network intrusion. Thus
applications such as peerto-peer file sharing, such as Kazaa, should be avoided in
organisations, as they have many copyright issues. Along with this audio and video
streaming, such as from news sites, may be wasteful on bandwidth, and, if this type
of traffic was great enough, it might swamp traffic which is important for the organ -

sation.

Aims/objectives
of the organisation

Legal, moral and —-
social responsibilities Policy \

Definition
Technicial feasability ===

1

Policy . e
Implementation Evaluation Verification
|
\ ] \ \
Operating| Firewall Application Audit
System | rules rights
rights ¥ v

Domain Event log
rights  definition

Figure 1.16 Security policy definition, implementation and verification
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1.8 Tutorial

An outline tutorial is at:

8 On-line tutorial: http://buchananweb.co.uk/adv0l1.html

The main tutorial is in NetworkSims ProfSIMs at:

o

[Heme] The following provides an overview of some advanced topics in security and network forensics.

Unit 1: Fundamentals

g services on Windows 2003. This gives an averview of accessing important services, such as Telnet,
FTP, SMTP, and so on, from Windows 2003 for Lab 1. '
L

igate Windows 2003 Services and start developing the Toolkit] a
o Acces:
T
2 Toolkit 1 demo. This provides an overview of Toolkit 1 1ab for Lab 1 {Page 182). Source code [here].
+ Associated software:
2 Toolkit. This is a program which can be used to investigate client/server applications [deme]. Run client.exe and it
should have the client and server program in it. Also it contains a packet capture tab, where you can see the network connections.

Unit 2 Vulnerabilities and Threats

+ Lecture.
+ Tutorial.
» Lab 2! [Investigate Unix Services, SQL Injection and further Toolkit]
2 Demo of Linux services. This gives an averview of accessing important services, such as Telnet, FTP, SMTP, and so on, from Linux
(Lab 2).
o Toolkit 2 demo. This provides an overview of Toolkit 2 1ab for Lab 2 {Page 187). Source code [here].
s Damos:

And then select the Tutorial to give:

T I 3 i =NEC X
@ ProfSIMs Test Engine. Version: 1.10.1 (Build 010111) r— olin
Intraduction
Which 1nvolves gaining access to a higher-level of authorization: T
1/10
Forwiard
Authorization attacks -
¥ @ )
Denial-of-service P
Y ®
Active attack P
Trap door impersonation P
l Incremental attack -
Web
I Mo of questions in database: 47 Mo of correct answers is this question: 1 Versien=1.0 Author=MetwerkSims, Errors=0
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http://buchananweb.co.uk/adv01.html

2 Threat Analysis

8 On-line lecture: http://buchananweb.co.uk/adv/unit02.html

2.1 Objectives

The key objectives of this unit are to:

Understand the basis steps that an intruder might underta ke in an intrusion.
Provide a background in the usage of vulnerability scanning.

Outline key current threats, and their operation.

Provide practical skills in vulnerability analysis.

= =4 —a A

2.2 Introduction

The previous unit outlined some of the key classifications of threats, while this one
focuses on how to assess vulnerabilities can be assessed. A key ¢or in this is the

use of evaluation tools such as Nmap and Nessus, which contain a number of tests
which evaluate potential vulnerabilities. Organisations such as US-CERT (US Can-
puter Emergency Response Team) and CVE (Common Vulnerabilities and
Exposures) also maintain databases of vulnegabilities, and their current status, which

are useful in keeping track of current threats, and methodologies which can be used
to overcome them.

2.3 Intruder detection

It is important to know the main stages of an intrusion, so that they can be d etected
at an early phase, and to overcome them before they can do any damageTypically
an intrusion goes through alert phases from yellow, wh ich shows some signs of a -
tential threat, to red, which involves the potential stealing of data or some form of
abuse. The main phases are defined inFigure 2.1

Often it takes some time for an intruder to profit from their activities, and it is
important to put in as many obstacles as possible to slow down their activity. The
slower the intrusion, the more chance there is in detecting the activates, and thus in
thwar ting them. Figure 2.1 shows a typical sequence of intrusion, which goes from a
yellow al ert (on the outside reconnaissance) to a red alert (for the profit phase).

Initially an intruder might gain information from outside the network, such as
determining network addresses, or domain names. There are, unfortunately, many
databases which contdn this type of information, as the Internet is a global network,
and organisations must register their systems for network addresses and domain
names. Once gained, the intruder could move into an internal reconnaissance phase,
where more specific informat ion could be gained, such as determining the location of
firewalls, subnetworks, network layouts, host/server locations, and so on. It is thus
important that this type of acti vity is detected, as it is typically a sign of some form of
future intrusion. Key features could be things such as:

W.Buchanar23




1 A scan of network addresses for a range of hosts on a given subnetwork (ping
sweep).

1 A scan of open TCP ports for a range of hosts on a given subnetwork (port scan).

1 A scan of a specific TCP port for a range of hosts ona given subnetwork (port
sweep).

1 Aninterrogation of the configur ation of network devices.

1 Accessing systems configuration files, such as ones which contain user names
and passwords.

Intruder gains public information Intruder gains more specific
about the systems, such as DNS and information such as subnet layout, and
IP information networked devices.

Inside
reconnaissance

Outside
reconnaissance

5
—————— 5
—— s
~ X §,
N
From code yellow to code \ Exploit
red ... !
/
P -~ 4 §
°
& '
X h Intruder finds a

weakness, such as
cracking a password,
breaching

a firewall, and so on.

Foothold

|t =
Data stealing, system A Once into the system, the "
damage, intruder can then advance
user abuse, and so on. up the privilege levels,

Figure 2.1 Intrusion pattern

Once the intruder has managed to gain information from the internal ne twork, they
may then use this information to gain a foothold, from which they can exploit. E x-
ample of this may be:

9 Hijacking a user ID which has a default password (such as for the password of
default or password), and then using this to move up the levels of privilege on a
system. Often the administrator has the highest privileges on the system, but is
normally secured with a strong password. An intruder, though, who gains a
foothold on the system, normally through a lower -level account, could then
gleam more inform ation, and move up through the privilege hierarchy.

1 Using software flaws to exploit weaknesses, and gain a higher-level privilege to
the system. Software flaws can be intentional, where the writer has created an
exploit which can be used to cause damage. This might include a backdoor ex-
ploit, where an intruder could connect into a host through some form of network
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connection, or though a virus or worm. A non -intentional one is where the soft-
ware has some form of flaw which was unintentional, but which can be used by
an intruder. Typical types of non -intentional flaws are: validation flaws (where
the program does not check for correct input data); domain flaws (where data

can leak from one program to another); identification flaws

(where the program

does not properly identify the requester); and logical problems (where the pro-
gram does not operate correctly with certain logical steps).

One problem with IDS system s is that they cannot investigate encrypted content,
which is setup through an encryption tunnel. These tunnels are often used to keep
data private when using public networks. It is thus important that the usage of e n-
cryption tunn els on corporate network should be carefully used, as threats within
them may not be picked-up, and virus/worm scanners and IDS systems will not be

able to decrypt the traffic.

Sweeps

One activity which typically indicates a potential future security breac h is sweeping
activities. This typically involves: TCP/UDP sweep s (as illustrated in Figure 2.2); ping
sweeps (as illustrated in Figure 2.3), OS identification, and account scans Figure 2.4).

Open port 10?
Open port 117

Open port 888872

A particular threat

is the TCP/UDP port
scanner, which scans for open
ports on a host.

Typical scans:

Ping sweeps.

TCP scans.

UDP scans.

OS identification scans.
Account scans.

If an intruder finds one, it may try
and connect to it.

An open port is in the LISTEN

state.

C:\ | og>net st at

-a

Active Connections

Proto
TCP
TCP
TCP
TCP

Local Address

bi |l s: epmap
bills:mcrosoft-ds
bills:1035

bills: 3389

For ei gn Address
bills:0
bills:0
bills:0
bills:0

State

LI STENI NG
LI STENI NG
LI STENI NG
LI STENI NG

Figure 2.2 TCP/UDP port sweeps
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Ping 192.168.0.1?
Ping 192.168.0.1?

Ping 192.168.0.253?
Ping 192.168.0.2547?

A particular threat A
is the ping port .
scanner, which pings multiple
hosts to see which ones are alive

If an intruder finds one, they may
try and connect to it.

Typical scans:

Ping sweeps.

TCP scans.

UDP scans.

OS identification scans.
Account scans.

Often ping (ICMP) is blocked on
the gateway of the network.

Figure 2.3 Ping sweeps

Login anonymous
Login fred fred

Login user password
Login root

Login default

Typical problems:

Anonymous logins

Using the same password as user ID
Using password as password.

Using root login

Using system default logins

Weak passwords

Well-known passwords

Social Engineering

Typical scans:

Ping sweeps.

TCP scans.

UDP scans.

OS identification scans.
Account scans.

server

E-Commerce
server

Figure 2.4 Account sweeps

2.4

US-CERT provides support against cyber attacks and interacts with a wide range of

partners in order to disseminate information on cyber security information to the

public. As part of this US-CERT maintains a database of winerabilities (CERT,

2009a), which define unique IDs and names to each vulnerability. Recent examples
include:

Vulnerably analysis
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1 VU#515749 Microsoft Internet Explorer CSS style element vulnerability

VU#723308 TCP may keep its offered receive window closed.

1 VU#545228 Microsoft Office Web Components Spreadsheet ActiveX control vul-
nerability indefinitely (R FC 1122).

1 VU#180513 Microsoft Video ActiveX control stack buffer ove rflow

E ]

For each vulnerability, CERT then defines an overview, a description, the impact, a
solution, and also defines the vendors which are affect. For example (CERT, 2009b):

VU#120541: SSL and TLS protocols renegotiation vulnerability

Overview

A vulnerability exists in SSL and TLS protocols that may allow attackers to execute
an arbitrary HTTP transaction.

I. Description
The Secure Sockets Layer (SSL) and Transport Layer Security (TLS) protocols are
commonly used to provide authentication, encryption, integrity, and non -
repudiation services to network applications such as HTTP, IMAP, POP3, LDAP. A
vulnerability in the way SSL and TL S protocols allow renegotiation requests may al-
low an attacker to inject plaintext into an application protocol stream. This could

result in a situation where the attacker may be able to issue commands to the server
that appear to be coming from a legitimate source. According to the Network Wor k-
ing Group:

D

The server treats the client's initial TLS handshake as a renegotiation and thus le-
lieves that the initial data transmitted by the attacker is from the same entity as the
subsequent client data.

This issue affects SSL version 3.0 and newer and TLS version 1.0 and newer.

Il. Impact

A remote, unauthenticated attacker may be able to inject an arbitrary amount of cho-
sen plaintext into the beginning of the application protocol stream. This could allow
and attacker to issue HTTP requests, or take action impersonating the user, among
other consequences.

[ll. Solution
Users should contact vendors for specific patch information.

Systems Affected

Vendor Status Date Notified Date Updated
3com Inc  Unknown 200911-05 200911-05
ACCESS Unknown 200911-05 200911-05

NESSUS also maintain a database of vulnerabilities, and their vulnerability scanner
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https://www.kb.cert.org/vuls/id/515749
https://www.kb.cert.org/vuls/id/723308
https://www.kb.cert.org/vuls/id/545228
https://www.kb.cert.org/vuls/id/180513

can be used to assess weaknesses within systems. Along with NESSUS, CVE m@
tains a dictionary of publicly known in formation security vulnerabilities and
exposures, and aims to provide common identifiers enabling data exchange between
differing ve ndors/tools. An example of a CVE-ID is (CVE, 2009):

CVE-20090076

Summary: Microsoft Internet Explorer 7, when XHTML strict mode is used, allows
remote attackers to execute arbitrary code via the zoom style directive in conjunction
with unspecified other directives in a malformed Cascading Style Sheets (CSS)
stylesheet in a crafted HTML document, aka "CSS Memory Corruption Vul nerabil-
ity."

Published: 02/10/2009

CVSS Severity: 9.3 (HIGH)

Vulnerability scanners

There are a number of vulnerability scanner which can be used for penetration test-
ing. These include Nessus and Nmap, whereas tools such as hping can be useda
craft network traffic for evaluations. Nessus uses a Web-based client with a server to
scan for vulnerabilities (Figure 2.5). When defining the scan, a policy is created which
defines the test to be undertaken. Figure 2.6 shows a sample TCP port scan. Ircan be
seen in this case that the host has a number of open ports, including port 80 (www),
port 123 (ntp) and 445 (cifs).

Nessus Demo Link:
http://buchananweb .co.uk/adv_security_and_network_forensics/nessus/nessus.htm

Figure 2.5 Nessus policy definition
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