Analysis and Evaluation of the Windows Event Log
for Forensic Purposes

Introduction

The windows event log is used in digital
forensic cases, but unfortunately it is flawed in
many ways, and often cannot be seen as a
verifiable method of determining events.

In the past few years there have been a few
highly publicised cases where the data that is
contained within the event log is used to
successfully secure a conviction.

The aim of this project is to develop a solution
that addresses the flaws in the Windows
event logging service.
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Design

The .NET  Framework provides the
‘FileSystemWatcher’ class which is able to
monitor if files have been accessed, modified,
deleted or renamed. It can be set to monitor
specific files within a specified directory or the
entire system.

To authenticate the messages HMAC will be
used. RFC 2104 (1997) describes HMAC as a
mechanism for message authentication using
cryptographic hash functions.
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Implementation

All the components of the system will be
created using C# and the .NET framework, as

they provide e o

Event logging,
Performance
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use of. e

Evaluation

It had been found that the symmetric
encryption was 800% faster than asymmetric
encryption.

HMAC hash signatures were tested to see
how long it would take to do a brute force
attack on them. It was discovered that
approximately 21,093 keys were processed
every second, this was then compared to the
key entropy and how a longer random key
would be harder to break.

Conclusions

It was found that the Windows event log
lacked any form of security, and that it was
possible to make changes to the data
contained within it.

A combination of encryption and message
hashing can be used to improve the integrity
of the event log data.
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