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File System
Security

This exercise ains to investigate an authorisation
mechani sm used to protect sone file systens.

In order to experiment with Unix file security it
| ogin perm ssions normally

necessary to have

n r. OOt n

is

only avail able to the system adm ni strator

However sone of the techniques of file protection can
be inplemented by the user on their personal web space
storage directories.
Wn 9x/ NI
Ai s Procedure Not es
For this exercise you | Find out the hostnane | Om
will need to work and | P address of the
with a partner. machi ne you are using (IP___ . . .
and that of your
part ner.
Your Partner
Run... Open: cnd
.. . .
Q> ipconfig

If you have the W drive nounted as per the
| ast exercise you can quickly create the

directories for

this exercise.

Ot herwi se use the uni x conmands |isted in

this exercise.

W nNT Directories
W\ ex2

W\ ex2\ per sonal
W\ ex2\ napi er

Soc Uni x Account

Al s

Procedure

Not es

Login to the Soc Uni x

C.\>tel net tel net

service Logi n:

Passwor d:
Create a directory > cd public_htm
for this exercise and | > nkdir ex2
set appropriate file > chnmod 755 ex2
per m ssi ons > cd ex2
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The behavi our of the
web server can be
nodi fied on a "per
directory" basis by
i ncl udi ng server
directives in the
directory.

The file ".htaccess"
is normally used for
thi s purpose.
Note the | eading

Create a new
.htaccess file inside

ex2 Use the "Pico" editor
if you are unfamliar
> vi . htaccess with vi.
OoR

> pico .htaccess

The Error Docunment
directive tells the
server what to do if
an error occurs.

The error nunber

i ndi cates what the
problemis

E. g. 404 = "Not Found"

contents of ex2/.htaccess file

Er r or Document
Er r or Document
Er r or Document

404 "Sorry file gone!
401 " Unaut hori sed!
403 " Cannot Access!

Set the . htaccess
file perm ssions.
FWXF--T--

chmod 755 . htaccess

Try and access a
"mssing" file within
/ex2 on the web
server

on the desktop PC to
user your own | oginlD

Use M5 | E or Netscape
access the URL bel ow,

URL http://wwv. dcs. napi er. ac. uk/ ~b18276543/ ex2/ nott here. ht m

What error nessage Error

was di spl ayed?

Message:

Create 2 sub-
directories and set
file perm ssions

> nkdir persona

> chnmod 755 persona
> nkdir napi er

> chnod 755 napi er

. htaccess files can
al so be used to
restrict http access
to files based on the
| P address of the

Create an .htaccess file inside the
"personal " directory.

> cd persona

> pico . htaccess

client or the Content of .htaccess, insert your own IP
client's domain. address XX.XX. XX. XX

Aut hType Basic

deny from al

al l ow from xx. xx. Xx. xXx
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Set .htaccess file > chnod 744 . htaccess
perm ssi ons

Create a sinple HTM. file inside

ex2/ personal, check you can access it Sel f: Al'l owed/ Deni ed
yoursel f via WAMVthen ask your partner to
try
Par t ner:

Al'l owed/ Deni ed
HTTP Access Create an new . htaccess file inside
perm ssi ons can be ex2/ napier with the follow ng content
nor e conpl ex. (remenber to chnod file perm ssions), insert

your partner's |P address
Al | ow access from any

machi ne in Napi er Aut hType Basic
except your all ow from napi er. ac. uk
partner's.

deny fromyy.yy.yy.yy

Create a sinple HTM. file inside ex2/napier
check you can access it yourself, ask your Sel f: Al'l owed/ Deni ed?
partner to try.

Finally ask another person to access it from
a third machine. Part ner

Al'l owed/ Deni ed?

Third Party:
Al | owed/ Deni ed?

HTTP access pernissions can al so be based on
password aut hentication.

Create an encrypted

password file in a > cd ~

| ocation outside the > nkdir webadm n

public_htm > cd webadm n

directories. > htpasswd -c . htpasswd userid

Add an entry for

yoursel f and one for ht passwd . ht passwd partnerid
your partner.

Vi ew t he password Can you identify the
file cat . htpasswd "salt" values for
each password?

Sel f: [:l[]
Par t ner: DD

Modi fy the content of | > cd .
the .htaccess file in | > cd persona
ex2/ per sonal > pico . htaccess
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Content of ex2/personal/. htaccess.
use your own login id and | P address.

Aut hUser Fil e / honme/ ~b2345678/ webadm n/. ht passwd
Aut hName "My Personal Access”

Aut hType Basic

requi re valid-user

Try accessing a file

wi t hin ex2/ personal Sel f: Al'l owed/ Deni ed/
Ask you partner to do | Password?
t he sane.
Part ner:
Al | owed/ Deni ed/
Passwor d?
Access perm ssions Modi fy the . htaccess

can also be specified [ file in ex2/napier
as satisfying either
the | P address or the
useri d/ password

ex2/ napi er/. htaccess content
(remenber to set file perm ssions),
insert your partner's |P address yy.yy.yy.yy

Aut hUser Fil e / honme/ ~b2345678/ webadm n/. ht passwd
Aut hName "My Napi er Access”

Aut hType Basi c

all ow from napi er. ac. uk

deny fromyy.yy.yy.yy

require valid-user

sati sfy any

Try accessi ng any
file within Sel f: All owed/ Deni ed/
ex2/ per sonal Passwor d

Ask you partner to do
t he sanme. Then ask a
third individual to Par t ner

try. Al | owed/ Deni ed/
Passwor d

Third Party:
Al | owed/ Deni ed/
Passwor d

File System Security Page 4 of 4



